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Abstract— There are different services which can be offered by cloud platforms such as Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS), and Infrastructure-as-a-Service (laaS). These services and resources are provided by the
third party and available on-demand through the Internet. It enables the organizations to focus on the infrastructure and
services rather than maintain it. It includes several challenges such as vendor lock-in, security, data integrity, and
compliance issues. To address these issues is very challenging for organizations and relies on cloud services. However,
data integrity is one of the critical challenges due to data inconsistency, user trust, completeness, and compliance.
Therefore, to ensure the data integrity distinct mechanisms can be applied such as encryption, access control, regular audits,
backups, and data validations. The integration of these strategies results in a comprehensive framework for maintaining
data integrity in cloud storage, ensuring trustworthiness, security, and compliance with regulatory standards. The result set
indicates the higher accuracy approximate 1.0 with good number of instances of benign and suspicious data. The major
aim of the current research is to enhance the security of cloud data by using AES algorithms and provide double encryption.
The extraction of the top features by using recursive feature elimination. Finally, Al-powered anomaly detection is
proposed for data integrity and to detect anomalous access patterns, unauthorized changes, and suspicious transactions in
real-time, helping prevent integrity violations before they escalate.

Keywords — Cloud Computing, BETH Dataset, Anomaly Detection, Machine Learning, Stream Learning.

I. INTRODUCTION

Next- The generation architecture of IT organizations is cloud computing, which offers a number of features never seen in
IT history, such as on-demand, ubiquitous network connectivity, location-independent resource pooling, quick resource
flexibility, usage-based pricing, and risk transference. Cloud Computing, disturbing technology with the main
consequences, transforms how businesses use information technology. Outsourcing or centralizing data to the cloud is one
of the primary characteristics of this paradigm shift. Individuals and businesses say that data storage remotely in the cloud
flexible on request offers tempting benefits, such as reducing storage burden, allowing universal access to data from various
geographic locations and avoiding capital expenditures for employees, software and hardware maintenance. Although these
benefits of cloud computing are undeniable, cloud customers may not be aware of the internal workings of cloud service
providers (CSP) because of the cloud's opaqueness as distinct administrative entities. Users who outsource their data also
give up ultimate control over what happens to their data [1]. Because of its elasticity and low maintenance costs, cloud
storage is becoming more and more popular. It provides an on-demand data outsourcing service model. However,
outsourcing data storage to outside cloud storage providers raises security issues. If cloud clients' data is inadvertently
corrupted or intentionally infiltrated by insider or outer assaults, it is preferable to allow them to confirm the integrity of
the data they have outsourced. Cloud storage is also important for long-term archiving, which is a task that is written once
and rarely retrieved. Whole-file inspection becomes prohibitive due to the frequent enormous volume of preserved data,
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even though the saved data is rarely retrieved. Maintaining its integrity is therefore essential for disaster recovery or legal
compliance [2]. Cloud computing architecture allows the user to access the necessary data more quickly by allowing many
cloud components to communicate with one another about the different types of data they are storing (Fig 1). Cloud
computing is mainly concerned with the front end and back end. While the many data storage devices and servers that
make up the cloud constitute the backend, the user that needs the data is the front end.

Challenge information

Data blocks and tags

Proof information

B

TPA CSP
Fig 1. Secure Cloud Storage Model [3].

Cloud storage benefits service providers as well as users. Cloud users save money and are freed from the burden of
maintaining their infrastructure [1]. Cloud storage gives a user access to services regardless of where they are [4]. By
distributing the existing infrastructure across several users, a CSP might generate substantial money. The optimal use of
energy is the result of this high degree of resource utilization. Even with these advantages, cloud storage has some inherent
drawbacks because CSPs are not always trusted and may have nefarious intentions. The malevolent behavior of a CSP can
be either purposeful or inadvertent (the service provider is not aware whether corrupt sectors are produced in the disk or
the hard disk fails). Some of the specific user concerns with cloud storage include stability, data lock-in, unauthorized
physical access, and cloud storage provider espionage [4]. The cloud storage allows data to spread on multiple servers and
geographical locations. The user no longer has control of his data and is unable to visually explore the data interconnection.
One risk associated with the cloud warehouse is therefore an unauthorized physical approach. Re -evaluation of storage
space, elimination of obsolete equipment or reuse of units may result in data disruption. Consumers often fear that service
providers will try to obtain personal data from them without their consent. There are no established guidelines for how data
should be kept up to date and saved on the cloud. For storing data, each CSP has a proprietary format. As a result, customers
are locked into a specific CSP and find it difficult to move to another. Regular modifications to cloud-based services also
lead to issues for consumers.

Despite its numerous advantages such as scalability, cost-efficiency, and accessibility, faces several challenges that
impact its reliability, security, and performance. Data security and privacy pose significant challenges due to storing
sensitive information on third-party servers, which increases the risk of security breaches, unauthorized access, and
cyberattacks. While encryption methods can mitigate these risks to some extent, managing access control and encryption
keys remains a complex task. Ensuring data integrity, which involves maintaining the consistency and accuracy of data
over time, presents another major challenge [5]. The authenticity of data stored in the cloud may be compromised by
intentional tampering, unauthorized alterations, or inadvertent corruption. Techniques like hash-based verification, merkle
trees, and blockchain-based validation can improve integrity, but they demand more computational resources. Latency and
performance issues can be quite challenging, particularly when dealing with massive datasets or real-time applications.
Ensuring data integrity in cloud storage is a crucial challenge that impacts the dependability, precision, and uniformity of
data stored in remote locations. Cloud storage systems are susceptible to a range of risks, such as unauthorized changes,
accidental corruption, and deliberate tampering, which can undermine the reliability of stored data. One of the main worries
is unauthorized access and data breaches, where cybercriminals take advantage of weaknesses in cloud security to
manipulate or delete important data. In the absence of robust authentication and encryption measures, malicious actors can
manipulate data, resulting in inconsistencies and a loss of trust in cloud services. One significant challenge is data
corruption caused by hardware malfunctions, software bugs, or transmission errors [6]. Cloud storage depends on multiple
data centres and interconnected networks, were data travels through various nodes, increasing the likelihood of corruption
during transmission or storage. Malicious insider threats are a concern, as employees or third-party service providers with
access to cloud systems may intentionally alter or delete data for personal gain or to cause harm. The risk of data loss
caused by synchronization problems is a significant concern, particularly in multi-cloud or hybrid environments where data
is stored in various locations. In the event of synchronization failure, outdated or erroneous versions of data may overwrite
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precise copies, resulting in integrity breaches. In addition to denial-of-service (dos) attacks and ransomware threats, the
problem is worsened by the fact that attackers can encrypt, delete, or modify stored data, rendering it inaccessible or
unusable [7].

Compliance and regulatory requirements, such as gdpr and hipaa, necessitate stringent integrity measures, but ensuring
compliance in third-party cloud environments is intricate and demands continuous monitoring. Relying on third-party cloud
providers introduces an additional layer of vulnerability, as organizations must place their trust in providers to implement
strong security measures and prevent data integrity breaches. Unfortunately, certain cloud providers may not provide
sufficient information about their security measures. The absence of effective auditing and monitoring systems makes it
difficult to identify integrity breaches promptly, resulting in delayed response actions and amplified consequences of data
corruption. Various blockchain-based solutions, cryptographic hashing, merkle tree verification, and third-party auditing
mechanisms have been suggested to tackle data integrity issues, but they may not be practical for all organizations due to
the associated computational and financial burdens. Furthermore, data redundancy techniques, such as erasure coding and
replication, can improve data integrity but demand substantial storage resources [8]. To overcome these challenges,
organizations must implement a multi-layered approach involving encryption, real-time integrity verification, continuous
monitoring, and secure access controls. By addressing these issues proactively, businesses can ensure that their cloud-
stored data remains trustworthy, accurate, and resistant to integrity breaches.

Numerous data integrity problems can make cloud service providers look bad and turn into users' worst nightmares.
For instance, malicious activity can be used to purposefully or inadvertently alter data, exploit any flaw in the shared multi-
tenant model to harm other users' data, cause data backup failures, cause data leaks, etc. [9]. Only secondary storage (non-
volatile data) can use the probabilistic data integrity systems covered in this survey, which also clearly show tampering.
This survey does not apply to volatile integrity schemes. The data owner outsourced by the data provider of the cloud
storage (CSP), to which the data is outsourced, and the auditor that verifies the integrity of the data is three components of
the data integrity scheme. The auditor may delegate this liability to a third -party auditor (TPA) or the data owner itself.
The data integrity procedure consists of the following two phases:

e The preprocessing phase involves preprocessing the data and creating some extra metadata. The CSP is then closed

for data processing and metadata.

o Verification phase: The auditor challenges the CSP that uses data and metadata to create evidence of holding and
presenting an auditor. The auditor then verifies the evidence to ensure the maintenance of the data integrity. The
data integrity solution makes it possible to quickly detect any corruption or loss of data, allowing proper recovery
measures. We have developed thematic taxonomy to improve the understanding of data integrity schemes based on
the types of data they process, the species of the metadata they use, their abilities, implementing primitives they use
and scenarios of deployment.

The data integrity must be maintained in the cloud storage to ensure that the stored information is correct, consistent
and protected from unwanted changes. During his life cycle, different types of data integrity mechanisms are implemented.
The key types of data integrity in the cloud storage include physical, logical, entity, reference, domain and integrity of
repository redundancy. Physical integrity ensures that data is protected from hardware failure, disk corruption or physical
damage due to environmental factors such as energy disorders, overheating or natural disasters. Cloud providers deal with
the physical integrity of data redundancy implementation, fault tolerances and recovery mechanisms across more data
centers [10]. Logical integrity prevents data corruption due to software errors, human errors or cyber threats. It ensures that
data relationships, formats and structures remain intact despite frequent access and cloud access. Cloud databases promote
the integrity of entity by ensuring that each stored record has a unique identifier. Primary keys and unique restrictions
prevent duplicity and ensure that data remain precisely referred to across distributed cloud storage systems. The reference
integrity ensures that the relationships between the data stored in different locations of the cloud remain valid. Limiting
foreign keys and the rules of the database integrity prevent simulated or non -conforming records, which ensures that the
interconnected data sets maintain their consistency. Cloud databases enforce the integrity of the domain by limiting the
types of values allowed in specific fields. Data validation rules, schema constraints, and format checks prevent incorrect
or inconsistent data from being stored. CSPs may implement custom integrity rules based on business needs. For instance,
in financial cloud storage, additional constraints might be enforced to prevent unauthorized transactions or incorrect
financial reporting. The data transmission integrity ensuring that data remains unaltered during transmission between users,
applications, and cloud servers is essential. Techniques such as end-to-end encryption, cryptographic hashing, digital
signatures, and checksum verification are used to detect and prevent tampering or data loss during transit [11]. Cloud
providers use data replication and erasure coding across multiple geographic locations to ensure that a copy of the data is
always available in case of failures. This prevents data corruption due to storage media failures or cyberattacks.

The data integrity in cloud storage may occurred with some advanced techniques that protect against unauthorized
modifications, accidental corruption, and cyber threats. The cryptographic hashing and checksums (e.g., SHA-256, SHA-
3) generate unique hash values for stored data. If the data is modified, the hash value changes, enabling quick integrity
verification. Control sums (eg CRC, MD5) are also used to detect data corruption during transmission and storage.
Blockchain technology ensures storage of data resistant to manipulation by maintaining a fixed book of all transactions.
Each data block is cryptographically interconnected, making it impossible to change records without detection.
Decentralized storage solutions use blockchain to verify secure and transparent data verification [12]. The data is arranged
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hierarchically in the Merle tree, with the hash of every child’s node contained in each node. This structure minimizes
computing costs while maintaining integrity by comparing only the required hash, allowing effective verification of
massive data files. Search (POR) ensures that cloud providers do not change or remove data using cryptographic challenges
and answers to demonstrate the availability and correctness of data, while data demonstrations (PDP) allow cloud users to
confirm that their data is intact without removal. Calculations can be done on encrypted data without decrypting it due to
homomorphic encryption. This ensures the integrity of data by providing cloud providers safely processing data and at the
same time prevent unauthorized modifications. The evidence of zero knowledge (ZKP) allows the cloud provider to prove
that the data remains intact without revealing its content. This technique is essential to verify the integrity of maintaining
privacy in sensitive applications such as health and finance. Deleting coding (eg Reed-Solomon encoding) divides data
into multiple frozen fragments, allowing reconstruction of lost or damaged data. More repository storage and distributed
GEOSMIC backup increases tolerance and integrity of faults. The Al-powered anomaly detection for integrity monitoring
able to detect anomalous access patterns, unauthorized changes, and suspicious transactions in real-time, helping prevent
integrity violations before they escalate [13].

Enhancing data security by double-encryption using A.E.S. is the primary goal of the current research. We have used
data from the virtual cloud that contains specific characteristics like CPU, memory, network traffic, number of instructions
executed, power consumption, energy efficiency, execution time, types of tasks, priorities, and status. To detect anomalies
and examine any suspicious patterns that can compromise the integrity of the data, we have implemented machine learning
techniques. The following is the paper's contribution:

e To enhance the security of cloud data by using AES algorithm and provide double-encryption.

e To extract the top features by using recursive feature elimination.

o Finally, Al-powered anomaly detection is proposed for data integrity and to detect anomalous access patterns,
unauthorized changes, and suspicious transactions in real-time, helping prevent integrity violations before they
escalate.

The remaining paper can be categorized into the following sections: section Il focuses on the latest research which has
been conducted for the data integrity in cloud storage. Section 1l discussed proposed methodology with the experimental
setup configuration. Section IV focused on the dataset description with number of features and selected features of virtual
cloud dataset. Section V demonstrated the results with discussion of results. Section VI concludes the with future scope.

Il. LITERATURE REVIEW

In the current section several researchers contributed towards the maintenance of data integrity in cloud computing. The
homomorphic tags with RSA-based have been employed as verification metadata in the method provided by Ateniese et
al. [14]. Unforgeable, the tags allowed for blockless verification. However, the technique only applies to data that is static
or appended. When dynamic data operations are used, it is impractical to recalculate tags for every block before the change
point whenever a block is added or removed from the file. The PDP plan offered public verifiability with less robust
possession assurances and did not restrict the number of challenges. By permitting modification, deletion, and append
operations, PDP's dynamic data operations constraints were largely addressed in [15] in 2008. Yet, this approach did not
support insertion operations. Scalability and efficiency were achieved by symmetrical encryption of keys and cryptographic
hash algorithms. CSP can cheat on the interference of responses, because the calls were not accidental in this way, causing
it to be untrustworthy. The data owner was only allowed to ask the integrity of his data. Each technique can only use one
copy of the data.

Scientists have published a plan that expanded the PDP access application to multiple file replicas [16]. If a replica is
corrupted or deleted, this scheme could create new replicas on demand. It used masking by using PRFs (Pseudo Random
Functions) and can withstand storage server collusion assaults. Although MR-PDP cannot be extended to a multi-cloud
scenario, its use is restricted to a single cloud with numerous storage servers. All PDP methods were able to identify
instances of corruption or server misconduct, but they were unable to restore deleted data once they were discovered. One
characteristic that the proof of retrievability (POR) schemes introduced to the PDP schemes is data recovery. For static
data, the authors [17] proposed two POR methods. 1) Publicly verifiable BLS Signatures for brief questions and answers.
For lengthy queries and brief responses, pseudorandom functions are used; they only provide private verifiability.
Unforgeability, unbounded queries, and blockless verification were further features; yet, these systems were still unable to
stop data leaks. The authors [18] fully supported the dynamic data activities (inserting, updating, erase and editing) while
maintaining the basic properties of verification, non -permeability and unlimited search.

Using a verified skip list based on the order, this system supported dynamic data processing. When the researcher [19]
introduced hailstones that focused on high availability using redundancy both inside and between servers and data recovery,
the existing properties of PDP schemes have been maintained. Code of correction errors (IP -CC), mixed by PRFS, ECC
and universal hash (UHFS), was used for Macs. Yu et al. [20] They used RSA, bilinear pairing and trees formation Merle
Hash to verify BLS -based brands to achieve data dynamics and public verification. A crucial prerequisite for public
auditability, privacy protection was absent from this plan. The schemes that could be audited by the public were the only
ones that lacked privacy-preserving features. A data integrity technique that combined privacy protection and public
auditing was proposed by authors utilizing random masking in conjunction with a homomorphic authenticator.
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Additionally, they developed the idea of batch auditing, which enables the execution of several auditing jobs at once.
However, when it got unsuccessful auditing replies, it resulted in performance overheads. To create a message
authentication code (MAC), the authors used PRFs and universal hashing. Its lower storage overhead, despite its higher
communication overhead, was one of its noteworthy advantages. Nevertheless, it was limited to a single cloud and only
offered private verifiability. against a security point of view, the plan was safe against pollution and response attacks.
However, because the network -based method stops that a small part of the file is read without the reconstruction of the
entire file, it is not suitable for online storage systems where reading operation is largely performed. However, they could
be used for backup and archival systems. Improved the ability of PDP schemes by providing resistance. However, he still
lacked dynamic operations and public verification. The system used codes fixing errors (FEC) to achieve data recovery.
The system designed by authors has been implemented using RSA-based algorithms and the use of hash-1 and Sha-512),
pseudo-random functions and pseudo-flying permutations. Both the storage of data and the use of bandwidth are efficient
with this technique. However, despite supporting public verifiability and privacy protection, the technique is only
applicable to static data. By employing hashes and skip lists, it enhanced the dynamic PDP performance. However, because
this technique must store secret information to conduct the hashes, it did not enable 1 public verifiability and suffered from
an increase in client-side storage.

SLA verification was added to PDP by the authors in order to keep the data within certain geographic constraints. The
authors have used MACs for both network delay measurement and evidence of possession in order to ascertain the
geolocation of the data. However, there is no guarantee that more copies will be instantiated outside of the specified region.
The method only works with static data, lacks public verification and fails if the proxy server is introduced between the
client and the server. Authors were the first to propose justice in data integrity systems, which is a defense against rogue
clients who blame honorary CSP for damaging its data. This approach used a verified data structure (range of 2-3 trees),
incremental signature technique and ECC; However, the ECC resulted in poor performance. This approach allowed
dynamic data operations, but did not support public verification. The authors used Reed-Solomon codes based on the
Cauchy matrices, to ensure robustness, and to detect data corruption at the bytes. This approach lacks public verifiability
and data recovery, even if it provides robustness for dynamic data operations. To improve the efficiency of calculation and
storage, the authors' method associated with Lagrangian interpolation. As a result, it is compatible with built -in low source
and mobile devices. By obtaining reduced exponenties, he was able to generate evidence of ownership regardless of the
difficulty of the task. The plan is predicated on witness concealing and zero knowledge proof, which prevents a hostile
verifier from speaking with the prover to discover the underlying witness. The Okamoto protocol, which makes use of
pseudorandom generators and permutations, is the foundation of the signature system. Nevertheless, public verifiability
and dynamic data operations are not supported. According to the authors' plan remote outsourced storage shared by several
users can be verified by the public while maintaining user privacy (user data is protected from external auditors). To
facilitate public auditing, homomorphic MACs are utilized for storage efficiency and group signatures for homomorphic
authenticators. ldentifiers of blocks are stored in an index hash table. Notwithstanding its ability to protect privacy, the
technique cannot detect minor corruptions in sampling, and the cost of calculation rises as the number of sampled blocks
increases. Many users can benefit from traceability without it impairing the verification process's efficiency. In this context,
traceability means that the original user can identify the signer by tracking down a signature on a block.

MHT, pseudorandom functions, and hashing were used by the authors. Deduplication, or the identification and removal
of undesired duplicate copies, is paired with proof of ownership (POW) and provable data possession (PDP). Additionally,
the program promoted public audits, which was not the case with previous initiatives. The authors presented the PDP
paradigm in the context of multi-cloud, introducing high security, high performance, and transparent verification. This
method presented a cooperative PDP (CPDP) strategy based on hash index hierarchy (HIH) and homomorphic verifiable
response (HVR) that utilizes bilinear pairings. All the features of data integrity schemes are supported, including data
recovery, public auditing, unforgeability, unbounded searches, privacy protection, block less verification, and data dynamic
operations. But it didn't offer sound knowledge, and it can't withstand attacks like tag forging and data leaks. Merkle Hash
Trees (MHTSs) were used by Authors used to minimize bandwidth overhead. Additional significant contributions of this
work include support for dynamic data, reduced disk seeks, and independent metadata size. Because the number of blocks
in a challenge is not fixed, this technique is unique. Using latency-based approaches, the authors integrated constraint-
based data geolocation with data integrity verification in a multi-cloud setting.

With a manageable processing burden, researchers exploited algebraic signatures to benefit from minimal network
bandwidth. The method provided protection against malicious tampering, despite its shortcomings, which included the
inability to provide data recovery or public verifiability, cryptographically secure signatures, and dynamic data operations.
By using erasure codes to hide the access pattern and the concept of oblivious RAM, the authors were able to avoid linking
challenged blocks to actual storage. Data with redundant encoding can be effectively updated with this approach. However,
itincreased the cost of network connectivity. With a focus on secure computation, it employed commitment-based sampling
(CBS) with designated verifier signatures, bilinear pairings, and Merkle hash trees. Although this technique enables public
verifiability, it lacks the ability to do dynamic data operations and restore data. According to the authors' successful PDP
method, multiple CSPs collaborate to store and handle client data. After that, they presented a cooperative PDP (CPDP)
method based on hash index hierarchy (HIH) and homomorphic verifiable response (HVR) from the bilinear pairings. Their
plan satisfied the security property of knowing soundness, they claimed.
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I11. PROPOSED METHODOLOGY

The user logs in through the recommended system with the cloud storage provider. When the data is uploaded, it is used
to increase the security of double stains (ie the use of A.E.S.). The data is now stamped and transmitted between replicas
servers. On servers, encrypted data are converted to binary format and then a parity bit is added to detect errors. A trusted
third -party auditor will receive a copy of the codes in the existing system to confirm the data integrity, but there is a
possibility that a third -party auditor could endanger this process. The proposed method extinguishes data on each server
in the multi-server settings and generates a different code for each data block. For each server, this code is generated and
sent to a third -party auditor. Each server in multiple servers’ configuration has regularly has hash data and third -party
auditor compares the codes to confirm integrity. Harm hackers can damage or change data if they detect any inconsistencies
in encoding.

The data is taken from the primary server when a renowned third -party auditor states that data is manipulated. The
server coding method is used to fix damaged data if the data on the server is similarly tuned. In 1997, the US government
organized a competition and the winner was an advanced encryption standard, or AES. Due to the small size of the keys
and progress in computing power, the data encryption standard was insufficient. It works on blocks, which are collections
of bits with fixed length because it is a block cipher. It takes an input block of a certain size, usually 128, and creates an
appropriate output block of the same size. The second input needed for transformation is a secret key. The fact that AES
has three different keys - 128 bits, 192 bits and 256 bits - must be understood. The secret key of any size is acceptable. The
technique is designed to function with the keys of 128, 192 or 256. It works on one block of 128 bits at a time to create 128
bits of encrypted text. After the initial XOR (BitWise Addition Mod 2) with the original key (provided the length of the
key 128) is ten laps. ByteSub, ShiftRow, MixColumn, and AddRoundKey are the four steps (layers) that make up these
rounds, except for the final one. The MixColumn step is skipped in the tenth round. 16 bytes, each containing 8 bits, are
created from the 128-bit input. A 4 x 4 matrix is used to arrange these. While the ByteSub and AddRoundKey stages only
work with the bytes, the ShiftRow and MixColumn steps work with this matrix. Each element in this field is represented
by a single byte (8 bits), and these bytes can be multiplied and added to create additional bytes. These are the key
characteristics of this field.

AES Core Encrypt/Decrypt
Configuration & 0
Control Interface e Sequence 32 Data Path
Engine ] l
SubBytes
1
> , K::d Sk FE b Shiﬁf?om
X er —n.ﬂnay s lo.lo |o
(Optional) — =1 MixColumns
Context ___ o s.ls. [o..|o ¢
Interface
AddRoundKey
Int[i?;aace ” l
AES Transforms

Fig 2. AES Encryption and Decryption.

FMSR codes have been using un-encoded data in the current system, which reduces security and makes it possible for
a malevolent third-party auditor to attack. When software fails, data marts are lost, and client information is lost due to
many reasons, such as file outages or network outages. The backup warehouse provides the copy to the data mart. Increases
the availability of information. Data Mart S1 Loss of information P1, then can take S1 information from the backup
warehouse and reconfigure it. If the Mart S2 and S3 data have lost this information, they can also get back information
from the backup goods. MART data is a crash or the impact on the availability of information is also decreasing. The
intended system also eliminates this disadvantage. Client requests can also be used to get data from the backup warehouse
in the event that any data mart crashes or goes down. Data Mart S1 fails in the intended scenario and does not reply to user
requests. In this instance, the P1 portion of the data is lost. The system's objective is to enable users to retrieve data from
the backup warehouse. The availability of data marts has an impact on information security as well. The data is divided
into many portions and stored in various data marts when there are a lot of them. The information in each data mart is
extremely limited. An attacker can only take a small portion of the data if they manage to hack into any data mart. Cloud
computing has drawbacks just like any other new technology. All users are generally impacted, however private individuals
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or smaller enterprises may feel marginally more disadvantaged than larger companies due to factors including connecting
peripherals, network connections, costs, lack of a hard drive, data ownership, and security. Fig 2 shows AES Encryption
and Decryption.

PLAINTEXT A PLAINTEXT
AddRoundKey i | AddRoundKey | :
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i - i 3
S InvSubBytes i
P :
E SubBytes ﬂ’ ¥ :
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 — =
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Fig 3. Encryption and Decryption Steps.

Fig 3 shows Encryption and Decryption Steps. After applying double encryption, machine learning algorithms are
applied for the classification of suspicious and benign address. The linear classification is a baseline method for classifying
the suspicious or anomalies in the cloud data. The linear classification is helpful when resources are scarce, it is
unsuccessful when dealing with complicated datasets that exhibit non-linear patterns. A linear classifier predicts the y class
based on different linear inputs x with bias b and weight w such as (equation 1):

y=wlx+b 1)

The classification results are depended on the decision rule in terms of equation 2 such as:

= @

)7_{1 ifwix+b=>0
0 Otherwise

An ensemble learning technique called Random Forest is used to identify intricate non-linear relationships in the data.
A majority vote is produced by the ensemble of decision trees to categorize traffic as either harmful or benign. Compared
to linear models, it uses greater computing complexity. Classification of random forest can be evaluated on the basis of
equation 5, such as:

Vrina = Mode{T; (x), To(x), ... ..., Ty (x)} 3)
The classifier aggregates different predictions of the tree decision -making such as Ty, T, ....., Tn and able to predict

the final classification. Increasing the gradient is another file learning technique that is used to increase data integrity in
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cloud computing by anomaly detection and prevention of unauthorized data modifications. It creates a strong predictive
model using weak students to minimize errors in different epochs. The model is particularly effective in identifying fine
formulas in cloud data sets and ensuring reliability and data security. This method seeks to minimize the loss function L
using a weak student H on each epoch as defined in equation 4.

L(Fpy1(x)) = Fm(x) + thm(x) (4)

Where F,,(x) is a file for iteration M, h,,(x) indicates a Weal student to minimize residual error and y,,, represents the
size of the step to evaluate h,, (x). XGBOOST is another advanced file learning algorithm designed for high -performance,
scalable and efficient detection of anomaly and verifying data integrity in cloud computing. It increases the traditional
increase in gradient by incorporating regularization, parallel processing and optimization techniques for improvement and
computing efficiency. It iteratively creates a set of decision -making trees and optimizes the loss function L and adds new
trees to repair residual errors. The objective function consists of the loss and term of regularization (equation 5):

0= Lyuy)+ X% 0(Ty) (5)

Where y; indicates the actual value, J; is the estimated value and ¢(T,) is the term control to check the complexity of
the model. Naive Bayes is based on Bayes' sentence and monitors the likelihood access to the detection of anomalies in
large data sets. The likelihood of becoming in Bayes' sentence can be evaluated as in equation 6.

X|C
P(Clx) = PN (®)

The equation indicates the posterior probability P(C,|X) that can be evaluated for the class C;, and input X, P(Cy) is
indicating the prior probability for class C;, P(X) is the probability for input data X, and P(X|C;) is the likelihood of
observations.

IV.DATASET DESCRIPTION

Benchmark evaluation of data set of trusted hosts (Beth) is designed to assess the security, integrity and performance of
virtualized environments and cloud computing infrastructures. This data file captures the basic metrics related to VM,
network traffic, performance and integrity to assess the reliability and security of cloud -hosted applications. The Beth data
set can be used to detect disruption, detect anomaly in cloud environments. Benchmarking of performance can also measure
virtualized infrastructure in terms of CPU, memory and disk use. The data integrity verification using cryptographic hash
functions, validation mechanisms with threat modeling and attack simulation to evaluate cloud security frameworks. The
key features are described in Table 1. The last two columns added manually for the monitoring of suspicious information
such as ‘sus’ that indicating suspicious activity like an external userld with a systemd process and ‘evil” shows the presence
of external malicious process which is not inherent to the system.

Table 1. Feature Description with Data Type

Feature Data Type Description
Timestamp Datetime shows the exact time at which system boots.
ProcessID Int indicates the unique identifier for the process spawning
ParentProcessID Int Process spawning logs with parent’s integer label
UserlD Int Login Integers
MountNamespace Int Process logs with set mounting restrictions.
ProcessName String Name of the process.
HostName String Host server name.
EventiD Int Event ID (Unigue identifier).
EventName String Events logs generated names.
ARGSName Int Args length.
Return Value Int Event logs.
Stack Address Int Process related memory values.
ARGS Float Process that accepts the arguments.
SUS Categorical Indicates the suspicious event (1 is suspicious, O is not).
EVIL Categorical Malicious Event (0 is Benign, 1 is malware).

To generate and evaluate the BETH dataset, a controlled cloud computing environment is set up with the following
configuration such as AWS EC2, Microsoft Azure, or OpenStack for VM deployment. There are multiple VM instances
running on Windows or Linux operating systems with low, medium, or high compute power and RAM size is 2GB, 8GB,
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and 16GB. CloudSim / Apache JMeter is used to generate synthetic workloads that simulate real-world cloud operations.
There are more than 100000 number of rows with 5 sec per VM logging interval and 15+ attributes. Fig 4 shows the number
of values with the distinct attributes of the dataset.

1119996 -

timestamp -
processid -
threadld -
parentProcessid -
userld -
processMame -
hostMame -
eventid -
eventName -
stackAddresses -
argsMum -
returnvalue -
args -

sus
evil -

mountMamespace -

Fig 4. Dataset Attributes with Number of Values.

V. RESULTS AND DISCUSSION

This current section discusses the results in terms of data integrity, and anomaly detection for cloud computing. The Fig 5
represents a heatmap visualization of the correlation matrix for various features in a dataset, which appears to be related to
process monitoring or security analysis. A color gradient, with 1 denoting a perfect positive correlation, -1 denoting a
perfect negative correlation, and values near O denoting little to no association, is used in the heatmap to show the
correlation coefficients between various variables. The eventld and argsNum features exhibit a moderate correlation (0.63),
indicating that the number of arguments used in a process may be dependent on the type of event occurring. Another
significant observation is the negative correlation between mountNamespace and parentProcessld ( -0.45), implying that
processes with different mount namespaces tend to have different parent process behaviors. The process identifiers,
including "processld" and "threadld," have a strong correlation of 1, which is expected since threads often belong to specific
processes.
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Fig 5. Dataset Attribute Correlation.

Top 18 Most Important Features:
feature importance

4 userId 0.272988
12 returnValue B.184474
6 processName B8.158189
2 threadId B.893486
13 args B.891622
3 parentProcessId B.898439
2] timestamp B.845384
1 processId B.836168
7 hostName 8.831924
9 eventName 0.002286

Fig 6. Top 10 Important Selected Features.

The Fig 6 presents the top 10 most important features based on their significance in a ML model, used for process
monitoring, anomaly detection, or security-related classification. The highest-ranked feature is user Id with an importance
score of 0.272988, indicating that user identity plays a crucial role in distinguishing between normal and potentially
malicious activities. The return Value follows with a score of 0.184474, indicating that the outcome of a process execution
significantly impacts the classification or detection model. The process Name ranks third with 0.150189, reinforcing the
importance of identifying specific processes in determining behavior. Furthermore, thread Id (0.093406) and args
(0.091622) contribute meaningful and implying that thread-specific behaviors and the number of arguments passed to
functions are relevant in analyzing system events. The parent Processld (0.090439) shows that the hierarchical relationship
between processes is an essential factor, potentially for tracking lineage and identifying suspicious process creation. The
timestamp (0.045304) has a lower but notable influence, suggesting that time-based patterns are somewhat relevant.
Finally, process Id (0.036168) and host Name (0.031924) indicate that tracking specific process executions and system-
level identifiers contribute to detection accuracy. However, event Name has the lowest importance (0.002206), implying
that individual event types alone may not significantly impact the model's decision-making. The Fig 7 shows a bar chart
representing the distribution of the timestamp across different data points and attributes. The x-axis corresponds to the
index or unique identifiers of observations, while the y-axis represents the timestamp values, which could denote event
occurrences or recorded time intervals in a system or network activity dataset. The chart exhibits a highly irregular pattern
with significant spikes at certain points, indicating that specific timestamps have much higher occurrences compared to
others. These peaks represent the attributes of those spikes that can flag anomalies or an unusual system event, security
incidents, or process executions that are disproportionately concentrated around certain timeframes. The presence of
numerous smaller bars across the graph indicates a varied distribution of timestamps, but the sharp spikes hint at anomalies
or significant events occurring sporadically rather than uniformly over time. This type of pattern is often seen in system
logs, where bursts of activity can occur due to scheduled tasks, attack attempts, or irregular user behavior. The relatively
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stable baseline with frequent smaller values suggests that routine activities are consistently logged, while the outliers
indicate moments of high-intensity logging. Analyzing such a distribution is critical in anomaly detection, performance
monitoring, and security analysis. These spikes might correspond to attack attempts or abnormal process executions and
can be analyzed for normal variations or potential threats requiring deeper investigation.

timestamp

50000

40000 +

30000 +

20000 4

10000 -

1000 1500 2000 2500 3000

Fig 7. Bar Chart of Features with Timestamp.

When the value of sus is 1, it represents 1269 values corresponds to it that indicates the most of the events in the training
data are benign while when its value is 0, it indicates 761875 number of values (Fig 8). Now, check the userID attribute
for the suspicious field that indicate the top 3 rows are the suspicious events (‘sus’ == 1) where the value of userID is 1000
(Fig 9). That is the indicator of a suspicious event where there are no userld events of 1000 in the benign category.

sus userld Totals

1 0 237
1 100 36
1 1000 996
0 0 734670
0 100 1112
0 101 33938
0 102 1208
o 103 11
0 109 1478

Fig 8. Count Suspicious Data.

sus userld Totals

1 0 10163
1 109 45
1 1000 2e4

="

1001 160937

0 0 17332
0 100 10
0 101 a2
0 103 24

Fig 9. Classification of Suspicious Data.
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The userld cases of 1000 are still only seen in the benign cases, but now we can observe the huge number
of userld 1001. These are the signs of anomaly and total 160987 number of values exists in the total cases. The Fig 10
representing the bar plot with the distribution of userld over different timestamps. The x-axis denotes the timestamp values,
while the y-axis represents different user IDs. The first cluster occurs at lower timestamp values (between 0 and 2000),
where only a few user IDs show activity, with some appearing more frequently. A small, isolated green bar also appears
around timestamp 7000, indicating a brief user presence. The second cluster in red, emerges between timestamps 13,000
and 17,000, showing significantly higher activity with consistent, densely packed occurrences of user IDs. The pattern
suggests that a specific event or process triggered a surge in user activity during this time window, potentially due to
automated system actions, coordinated access attempts, or a security incident such as an intrusion attempt. The
userld values 1001 represents the evil in the test case.

1000 - N userld

800 1

600 -

userld

200 4

0000 -
1000

o
=1
=]
&

1000

2000 4
5000
6000 4
7000
8000

8 8
2 2

12000
13000
14000
15000
16000
17000
18000
19000

A —
Timestamp (arb.)

Fig 10. Distribution of Bar Plot for Userld and Timestamp.

The user Id attribute converted into a binary value, with userld values < 1000 being set to 0, and user Id values > 1000
set to 1. The logic is to distinguish OS activity from user activity. The Fig 11 presents the network traffic information,
including the Source IP, Destination IP, and a count of occurrences for each connection. Additionally, the value of sus
column indicates whether the connection is classified as suspicious (1) or non-suspicious (0).

sus  SourceIP DestinationIP
1] 1a.186.8.2 18.1@8.1.95 32
14.186.1.55 16.1a8.6.2 32
1a.188.8.2 168.188.1.4 25
1a.1668.1.4 16.188.8.2 25
la.1a68.8.2 16.1@8.1.28 23
18.186.1.26 16.188.8.2 23
la.1@8.8.2 16.188.1.185 22
16.1a8.1.186 22
1a.186.1.1a5 16.188.8.2 22
13.186.1.186 16.188.8.2 22
1 14.186.1.55 16.168.8.2 4
1a.188.8.2 16.186.1.95 4
1a.186.1.1a5 18.188.8.2 2
la.1a68.8.2 16.1@8.1.185 2
129.258.286.86 16.186.1.95 1
141.212.123.189 18.1@8.1.26 1
141.212.123.193 16.1686.1.186 1
185.232.64.121 18.188.1.186 1
192.35.1688.27 16.188.1.28 1
289.17.96.42 18.1@8.1.26 1
289.17.97.122 18.188.1.186 1
289.17.97.58 16.188.1.4 1
74.126.14.31 16.188.1.4 1

Fig 11. Classification of Network Traffic.
The figure provides insight into communication patterns between different IP addresses and can be useful for security

analysis, anomaly detection, or intrusion detection systems. In the non-suspicious (sus = 0) category, certain IP pairs appear
frequently, such as 10.100.0.2 — 10.100.1.95 (32 times) and 10.100.0.2 — 10.100.1.4 (25 times). This suggests that these

307



ISSN: 2788-7669 Journal of Machine and Computing 6(1)(2026)

are common or legitimate communications within the network, possibly representing regular system or user activity. Other
frequently occurring connections, like 10.100.1.4 — 10.100.0.2 and 10.100.1.26 — 10.100.1.4, indicate a pattern of
recurring communication between these devices. In the suspicious (sus = 1) category, connections occur significantly less
frequently, with most appearing only once or twice. Some external IP addresses, such as 129.250.206.86 and 209.17.97.58
interact with the internal network, which may indicate potential intrusion attempts or anomalous access. The presence of
multiple unique IP addresses with minimal activity suggests that these might be unauthorized or scanning attempts trying
to probe the network. The contrast between high-frequency non-suspicious connections and low-frequency suspicious ones
suggests that frequent internal communications follow expected patterns, whereas rare and externally sourced connections
could warrant further investigation.

sus  DnsQuery

8 Ssm.us-sast-2.amazonaws.com 224
motd . ubuntu.com
_http._tcp.security.ubuntu.com
_http. tcp.us-east-2.ec2.archive.ubuntu.com
security.ubuntu.com
us-gast-2.ec2.archive.ubuntu. com

1 _https._tcp.download.docker.com
pool.hashvault.pro
version.bind
d2h67oheeuigaw. cloudfront. net
download.docker.com
researchscan541.eecs.umich.edu
213.1.168.192.in-addr.arpa
dacie5Be.openresolverproject.org
c.afekv.com
Cpsc.gov

e T T T S T T U O S A A A

Fig 12. List of DNS Queries.

The IP combinations are associated with suspicious and non-suspicious events that can break-down the suspicious field
via DNS queries. The Fig 12 shows a list of DNS queries categorized under a column labeled sus, potentially indicating
the level of suspicion or frequency of requests. The first column contains numerical values 0 and 1 representing different
categories or levels of trust. The second column, DnsQuery, lists various domain names that were queried. The most
frequently queried domain is ssm.us-east-2.amazonaws.com with 224 queries, suggesting it is a commonly accessed
service, related to AWS systems manager. The second category 1 includes domains such as
_https._tcp.download.docker.com, pool.hashvault.pro, and version.bind, which may suggest activities related to software
updates, cryptocurrency mining, or DNS service queries. Some domains, such as d2h670heeuigaw.cloudfront.net and
4ac7e50e.openresolverproject.org, could indicate interactions with content CDN or open resolver. The presence of
213.1.168.192. in-addr.arpa suggests reverse DNS lookup activity.

After getting the DNS check, several machine learning algorithms are applied for measuring distinct performance
parameters such as precision, recall, f1-score, and support. The Fig 13(a) displays the classification report of a random
forest model, evaluating its performance based on precision, recall, f1-score, and support. The model predicts two classes:
0.0 (benign) and 1.0 (suspicious). The model accurately detects occurrences of innocuous class, as evidenced by the class
0.0 accuracy, recall, and f1-score of 1.00. Precision stays at 1.00 for class 1.0, but recall is little lower at 0.99, resulting in
a f1-score of 0.99. This implies that some instances of class 1.0 are infrequently misclassified by the model. The humber
of genuine examples for each class is shown in the support column; there are 14,464 instances of class 1.0 and 55,781
instances of class 0.0. The model's total accuracy of 1.00 indicates almost flawless classification. The weighted average,
which takes into account the distribution of classes, likewise reaches 1.00, as does the macro average, which gives equal
weight to both classes. With 34958 supports, the gradient boosting approach displays a recall value of 0.99 (Fig 13b).

precision recall fl-score  support precision recall fil-score support

0.0 1.00 1.00 1.00 55781 %] 1.e0 1.00 1.00 216080

1.0 1.00 9.99 0.99 14464 1 1.e0 09.99 1.00 34958
accuracy 1,00 70245 accuracy 1.00 251038
macro avg 1.00 9.99 1.00 70245 macro avg 1.00 1.00 1.00 251038
weighted avg 1.00 1.00 1.00 70245 weighted avg 1.00 1.00 1.00 251038

Fig 13. (a) Results with Random Forest (b) Results with Gradient Boosting.
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XGBoost uses boosting techniques, regularization, and tree pruning to handle large datasets and imbalanced classes,
which improve generalization. However, in order to ensure robustness, it is important to validate the model using external
test sets and cross-validation. The classification report of an XGBoost classifier is shown in Fig 14(a), which evaluates its
performance using key metrics like precision, recall, f1-score, and support. The model is classified between two classes:
0.0 and 1.0. For class 0.0, the accuracy, memories and score F1 will achieve a perfect score of 1.00, which means that the
model correctly classifies all instances of this class without false positives or false negatives. For class 1.0, the accuracy
remains at 1.00, but the download is slightly lower to 0.99, resulting in a score of F1 0.99. This suggests that even if the
model is highly accurate, a small fraction of class 1.0 can be incorrectly classified. The support column shows that the data
file contains instance of class class 0.0 and 34958, indicating an imbalance where class 0.0 is more frequent. The overall
accuracy of the XGBoost model is 1.00, demonstrating near-perfect classification performance. The model's high recall
and precision suggest it could be well-suited for applications requiring high reliability, such as fraud detection, medical
diagnosis, or cybersecurity threat identification. Similarly, KNN algorithm is also utilized for result generation that
indicates similar results as shows in XGBoost classifier except recall value is 1.0 for class 1.0 (Fig 14b).

precision recall fl-score support precision recall fl-score support

0 1.00 1.00 1.00 216080 0 1.00 1.00 1.00 216080

1 1.00 0.99 1.00 34958 1 1.00 1.00 1.00 34958

accuracy 1.00 251038 accuracy 1.00 251038
macro avg 1.00 1.00 1.00 251038 macro avg 1.00 1.00 1.00 251038
weighted avg 1.00 1.00 1.00 251038 weighted avg 1.00 1.00 1.00 251038

Fig 14. (a) Results with XGBoost (b) Results with KNN.

The Fig 15(a) represents the classification report of a Naive Bayes model for Class 0 with 216,376 instances, achieves
a perfect precision, recall, and fl1-score of 1.00, indicating that the model correctly classifies all instances without false
positives or false negatives. For class 1, which has 34,662 instances, the precision and recall are both 0.98, leading to an
fl1-score of 0.98. This suggests that while the model is highly accurate, a small fraction of class 1 instances is misclassified.
The overall accuracy of the model is 0.99, signifying strong performance across both classes. The macro average, which
provides an unweighted mean of the metrics, results in a precision, recall, and f1-score of 0.99, while the weighted average,
which accounts for class distribution, also reaches 0.99. Given that Naive Bayes assumes feature independence, its high
accuracy suggests that the dataset aligns well with this assumption. The AdaBoost algorithm also utilized for accessing the
performance that indicates the better results for class 0 with 216080 number of instances. While class 1 provides the
precision, recall, and f1-score value 0.99 with 34958 number of instances (Fig 15b).

precision recall fil-score support precision recall fl-score support

) 1.00 1.00 1.00 216376 6 1.08 1.08 l.00 216089

1 .98 0.98 0.98 34662 1 0.99 .99 0.99 34958

accuracy 0.99 251038  accuracy l.ee 251038
macro avg 9.99 9.99 0.99 251038  Macro avg 1.00 1.00 l.ee 251038
weighted avg 0.99 0.99 0.99  251p3gWeighted avg 1.00 1.00 l.e0 251038

Fig 15. (a) Results with Naive Bayes (b) Results with AdaBoost.
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Fig 16. RoC for Distinct ML Model.
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The Fig 16 represents a ROC curve which is used to evaluate the performance of ML algorithm and plot the curve
between TPR and FPR at various classification thresholds. The diagonal dashed blue line represents the baseline, which
corresponds to random guessing with an AUC of 0.5. The curves for different classifiers, including Random Forest,
Gradient Boosting, XGBoost, DT, and Naive Bayes, demonstrate their classification performance. The AUC values
indicate the model’s ability to distinguish between classes, with values closer to 1.0 representing better performance.
Random Forest, Gradient Boosting, and XGBoost achieve perfect classification with an AUC of 1.0, meaning they
distinguish between positive and negative classes without error. The tree classifier is closely followed by AUC 0.9998,
which shows almost perfect classification. Naive Bayes classifier has a slightly lower but still strong AUC 0.9978. The
presence of multiple models with almost perfect AUC values suggests that the data file can be well structured or show
strong separability between classes, allowing these models to achieve almost optimal performance.

V1. CONCLUSION

To maintain safety, reliability and trust, it is essential to ensure data integrity and detection of anomalies in cloud computing
environments. ML algorithms have appeared as powerful tools to achieve these goals by analyzing huge data sets,
identifying patterns and detection of deviations indicating harmful activities or corruption of data. The proposed system
increases data security using a double encryption method (AES) and data are dissected and transmitted via replica servers.
In the current system, a trusted third-party auditor is provided by a copy of data codes, there is a situation where it could
become a threat of third food for this process. In the proposed system, the data on each server settings to set up multiple
servers for each data block generated a unique code. This code generated for each server is given by a third-party auditor.
Each server in multiple server settings has data at regular intervals and the third group auditor verifies the integrity by
comparing codes. If the malevolent hacker notices any divergence in coding, it can damage or change the data. When the
main server receives information from a trusted third -party auditor that the data is damaged, it gets data from the server.
If the data on the server is also contaminated, the server coding method for defective data is activated. Finally, anomaly
detection is being done by using distinct ML models and comparing them with performance metrics. The future scope of
the current research is to maintain the data integrity by using blockchain and quantum cryptography.
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