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Abstract - The rapid evolution of 10T in smart traffic systems introduces new vulnerabilities, where specifically,
faults caused by environmental interference and resource constraints. These faults threaten data integrity, system re
and real-time responsiveness. This paper presents a predictive Fault Tolerance Mechanism (FTAdMRS
Communication-Induced Checkpointing (CIC) integrated with Long Short-Term Memory (LSTM) net
traffic-oriented 10T environments. The proposed Checkpoint at Intermediate Nodes (CIN) CIC-FT,

network sizes of 5 to 100
prediction accuracy by ~92%

checksum failures, presence of null character and out-of-range sensor values. Evalud
nodes, demonstrates reduced checkpoint frequency by 70-85%, improved fault detectio
and efficient resource usage. Comparative analysis with existing CIC models confir gnificant improvements in
recovery time, scalability and adaptability. This hybrid approach combines deep le g, 't-time fault detection and
selective, proactive checkpointing, offering a robust, energy-efficient an t-ready solution for fault tolerant
smart traffic infrastructures.

Keywords — Transient faults, Fault Tolerance Mechanism, Comm Indysd Checkpointing, Long Short-Term
Memory Model, Deep Learning, Internet of Things, Traffic Data

The swift expansion of Internet of Things (IoT)
reliability of traffic data transactions. loT-based syste
are intrinsically susceptible to various faults. These faults'¥

has sigf¥ficantly introduced new vulnerabilities in the
ed by decentralized sensing and real-time communication,
from environmental interferences and internal system-level
inconsistencies, adversely impacting the integrity and timelirNg@of traffic-related information. Among the most significant
are transient faults- ephemeral faults freque ynduced by environmental factors, such as, electromagnetic interference
and voltage variations [1], and prevalent j ed 10T systems due to constrained resources ad harsh operational
conditions [2]. These transient faults, ry, will disrupt communication streams, and risk data accuracy and
integrity. Communication related f ket loss, latency and synchronization mismatches, are frequently
encountered in wireless sensor netw op configurations, impeding reliable data flow across nodes [3]. Fault
symptoms in such environgg st in varied forms, including sequence number mismatches, checksum
out-of-range sensor values-symptomatic of deeper communication and
pvel, typical failures encompass abrupt crashes, stuck-at faults, energy depletion
onditions [5], [4], [6].

processing anomalies [4].
and sensor malfuncti

ection. This hybrid approach selectively places checkpoints at intermediate nodes based on fault location
significantly reducing checkpoint frequency, rollback depth and communication overhead. The integration of
T edges, fog computing and cloud coordination technologies, the proposed framework ensures low-latency, reduced-
resource overheads and scalable fault transient recovery, making it suitable for real-time 10T based traffic applications in
mart cities, as proved in experimental analysis and results section.

II. WORK IN THIS AREA

To address the challenges with respect to transient faults and the recovery strategies in 10T based traffic applications in
smart cities, researchers have proposed a spectrum of fault tolerance mechanisms [7] tailors for resource-constrained and
delay-sensitive 10T environments. Software-Implemented Fault Tolerance (SIFT) techniques, such as, self-healing and
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Control Flow Checking (CFC) [8], [9], [10], Error Detection by Duplicated Instructions (EDDI), and time redundancy are
commonly adopted for lightweight fault mitigation in distributed systems. S-SWIFT-R, a Selective redundancy method,
targets only critical registers and data paths, thereby optimizing energy and memory usage [2]. Fault-tolerant routing
protocols and topology-aware communication mechanisms further enhance system robustness in dynamic network
topologies [3]. Traditional error detection methods, including checksum validation and parity bits, are effective but reactiv
in nature [4]. To enable proactiveness, Machine Learning (ML) techniques have gained traction. Models, such as, Lo
Short-Term Memory (LSTM) network, Random Forest Classifiers, Regression models, Transformer architectures a
Federated Learning frameworks have been employed to predict, classify and isolate faults in advance [4], [6], [11], [12
These approaches capture spatiotemporal patterns in traffic and sensor data, allowing the system to pre-emptively adgsa
fault occurrences.

Checkpointing remains a foundational mechanism in fault recovery, allowing systems to revert to a previous cd

state. Traditional checkpointing approaches include full checkpointing, which saves the entire system state g4 '
checkpointing, which logs only changes since the last checkpoint. These strategies are crucial in transie
where rapid recovery is essential [13]. Application-aware checkpointing frameworks like MOARD
object centrlc resilience model enabling mtelllgent checkpomtmg based on semantlc fault |mpa

limited devices. Checkpointing strategies are broadly classified as coordlnated
Induced. Coordinated checkpointing ensures system-wide consistency but incurs §

Q_ensu, nsisteht snapshots and rollback-
jes [15], the FINE protocol [16] extends

thereby reducing synchronization costs and allowing for dynamic, non-blocking checkai '

Fundamental works [14] define CIC protocols using dependency vectors t

Virtual checkpointing strategies [14] simulate state capture through
Recent advancements in CIC have adapted the model for edge ;
ents [17], [18]. Predictive CIC models integrate
imizing latency and reducing the chances of
nting unt fault confidence increases, preventing frequent
TM-based prediction and CIC protocols, exemplifies this
trend by proactively placing checkpoints at intermediate r'g@&s, most likely to experience fault [13]. Further enhancements
include fuzzy logic-based coordination mechanlsms that usc@al-time metrics, such as, signal strength, battery level and
message drop rate to optlmlze checkpoint ti [2]. CIC meChanisms have also been embedded in mobile-aware fault
an sensing applications [20]. These systems dynamically adjust

interruptions. CIAC-FTM, a hybrid framework comb

Communication Induced Checkpoi
coordination overhead, localized rol and scalability [16]. Unlike traditional global checkpointing methods, CIC
enables selective and reactivg A ed on communication events, making it well-suited for real-time, distributed

k limitations include increased memory and processing overhead due to rollback
gf¥Urce-constrained edge devices [20]. Along with these, integrating machine learning

einforce CIC more efficient over traditional models such as SIFT, self-healing redundancy-based
standalone machine learning-based approaches [6], [12]. CIC excels in energy efficiency, rollback

al twin frameworks [23] to enhance distributed, context aware fault tolerance. While deployment in
ous, time-critical 10T systems poses challenges, CIC remains a preferred strategy for mitigating transient faults.
Iterature suggests that CIC, particularly when augmented with LSTM-based prediction, offers a scalable, fault-aware and
lightweight recovery mechanism. Its integration into real-time communication flows ensures robust, efficient fault
anagement in evolving smart traffic infrastructures.

I1l. PROPOSED MMETHODOLOGY

This research introduces a predictive, lightweight FTM tailored for l10T-based traffic data transactions. By integrating CIC
with deep learning, particularly LSTM models, the proposed architecture aims to enhance robustness against transient
faults while maintaining efficiency in resource-constrained environments. The approach dynamically places checkpoints



at intermediate nodes, based on predicted fault likelihood, minimizing rollback overhead and reducing the frequency of
unnecessary checkpoints.

System Architecture

The proposed system architecture operates in a layered 10T environment designed for Smart traffic infrastructure. It consist,
of interconnected sensors, edge computing nodes, fog gateways and centralized coordination unit as shown in fig (1), t
is built on the principle of decentralization, enabling local fault detection and response without relying heavily
centralized control.

IoT Edge Layer, consists of Traffic sensors, that measuring vehicle count, speed, congestion index and environgg
parameters such as temperature and air quality. This layer also consists of transient fault detectors ad checkpointin
that implement local checkpoint capture and communication tagging mechanisms. Fog Computing Layer, has fod
act as intermediate processors between sensors and the cloud. This layer performs pre-processing, aggreg
prediction using LSTM models, managing checkpoint coordination, storage and rollback control and
communication to trigger CIC-based on message logs.
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Central Coordination Layer, maintains s, historical transaction traces, model training and deployment of
LSTM-based predictors. Together, t ayers provigh a robust framework for distributed, predictive and low-latency fault
recovery in traffic-oriented 10T syst

Data Collection Mechanis

The system collects both rea
Real-time traffic data |

jstorical data to support effective transient fault detection and predictive analytics.

#ity, is collected to provide contextual insight into fault occurrence patterns. Each
structured metadata-source and destination node 1Ds, sequence numbers, checksums,
p. Th®e communication logs are vital for detecting transient faults such as missing sequences or
maintains a sliding window of sensor data and communication metrics per node, which serves

robabilistic distributions. Each fault event is labelled with fault types, timestamp, node 1D and relevant
context. The labelled dataset forms the basis for supervised training of the LSTM network. Checkpoints
ly when a fault is predicted or detected. The system embeds checkpoint flags within regular traffic messages
mmunication overhead. This piggybacking approach enables seamless integration of checkpoint coordination
ith normal network operation.

ransient Fault Detection and Recovery

The transient fault detection module is responsible for identifying short-lived, non-permanent faults that disrupt data
reliability in intelligent transport applications. The system detects transient fault types — (i) Sequence number fault (F1),
identified when packets arrive out of order, suggesting message loss or duplication and fault detection is performed through
sequential comparison. (ii) Checksum fault (F2), occurs when computed and received checksums differ, indicating data
corruption and fault is detected using Cyclic Redundancy Check (CRC). (iii) Null character fault (F3) arises from bit flips



causing null bytes in the payload and this fault is detected via buffer parsing. Out-of-range data fault (F4) occurs when
sensor data exceeds defined thresholds (0) and fault is detected using rule-based validation. Each node executes a local
fault monitor comprising- data validator, that detects F2 and F4 faults using logical checks, sequence tracker, that logs
recent message IDs to identify F1 faults, payload scanner, that parses buffers to detect F3 faults and fault signal generator,
that sends fault signals to fog nodes on detection. Fault events are logged with timestamps and node IDs. Recoverabl
transient faults are resolved using rollback, while suspicious fault patterns are forwarded to the LSTM predictor f
proactive handling.

Algorithm 1: Transient Fault Detection

Input: Stream of traffic data packets. Output: Fault log with fault type, timestamp, node 1D
Stepl: Initialize fault_log[]
Step2: For each packet: a. Validate sequence number — log F1, if mismatch
b. Verify checksum — log F2, if mismatch
c. Parse payload — log F3, if null character
d. Validate payload range — log F4, if out-of-rangea
Step3: Append detected faults to fault_log
Step4: Return fault_log

Fault Prediction with LSTM

The LSTM-based fault predictor forecasts future faults based on temporal patterns Ic data and communication
anomalies. Based on time-series data, LSTM networks model the dependencies and patte hat conventional rule-based
systems cannot capture. Input features (per time step) are vehicle count, speed, ?st evel, checksum validity,

sequence validity, fault occurrence flag, signal cycle, time of day, weather_condity@, node’ID (encoded). The LSTM
‘T time steps. (i) LSTM layers, that
captures long-term dependencies and patterns in fault-prone behavior. (i put layer, that outputs probability of
a fault at each node in the next interval ‘Y t+1°. The activation func ) ‘2hh’ in LSTM layers and sigmoidal in
output layer.

Let the input sequence of traffic data features be: X = 1)

Each x; include, x;= [seq_nos,checksums,null_flagy,ra (2)

The LSTM computes hidden states at time stamp t, h; = M (X, hi.1, Ct.1), 3)

where ctis cell state at time stamp t

The final output is y = a(Wohr + by) (4)

where, ¢ is sigmoid activation function, W0, is et and bias of output layer.

The LSTM prediction output is inte thegheckpointing system. At runtime, the predictor receives a sliding

window of features and output the
fault-prone, prompting proactiye

proba or the next interval. Nodes exceeding a threshold (0) are marked as
inting. Checkpoints are triggered under, any of these either scenario- LSTM

®)

(6)

piorical traffic data, communication logs. Output: Predicted fault location probabilities
tepl: Normalize features
Step2: Generate sequences of window size W
tep3: train LSTM model with sequences
Step4: At runtime: a. Input latest sequence to model

b. Receive P_fault for each node

c. If P_fault>0: mark node as fault-prone, trigger checkpoint at preceding node
Step5: Checkpoint placement — Checkpoint at Intermediate Node (CIN)



Algorithm 3: Checkpoint Placement Protocol (CIN CIC-FTM)

Input: LSTM outputs, communication metadata. Output: Triggered checkpoints
Stepl: Monitor packets at each node

Step2: Extract metadata

Step3: If fault_risk > 6 — trigger CIN checkpoint

Step4: If checksum or sequence fault — trigger forced checkpoint

Step5: Save checkpoint locally or offload

Step6: Propagate checkpoint state downstream

Step7: Update upstream dependency for rollback

This proactive checkpoint placement ensures minimal recovery latency and prevents cascading errors from transie
The CIN strategy enables selective and predictive checkpointing by placing checkpoints one hop before predicted
nodes. This minimizes rollback distance and resource usage while maintaining system consistency.

IV. EXPERIMENTAL ANALYSIS & RESULTS

The experimental simulation for proposed model is done on the Google Colab platform ugigg Py
evaluate the performance of the proposed CIN CIC-FTM using LSTM in the context of o8
D

3.7 ned to
hC data transactions.
The architecture simulates a layered I0T environment as shown in fig (1). LSTM fa
world traffic and transient fault logs and 80% of the data is used for training and"Y
experiments are conducted on networks of varying sizes: 5, 10, 50 and 100 nodes, tO\gua¥ite small to large-sale urban
traffic deployments. The LSTM model used for fault prediction is trained for 1000 epochs following hyperparameters
selected- learning rate 0.001, sequence length 5, batch size 64, activation function R?d

nsactions, the following metrics are
(ii) memory consumption (MB), that

assesses resource utilization.

Let M be the memory used per checkpoint and T, be the che

Memoryia = M . |C|, Timee = Tep . [C| ©)
(iii) CPU Utilization (%), that measures computatio g during aCtive monitoring

Let Crstm be CPU cost of prediction, Cenipt be cost of chegointing,

CPUta = a . Cistm + f. Cetipt (o0 + f=1) (8)

(iv) Checkpointing Time (ms), is the time 0 create and store checkpoint data, (v) Rollback Time (ms), is the time to
revert to a previous fault-free state

Let T, be the rollback time, D is the endenc and A is time per node rollback,
Tr=D. 4 9)
(V) Recovery Time (ms), is {li total foWrault isolation, rollback, and transaction resumption,
Tree = Tep + Tr + Tresta the time to resume normal execution after rollback (10)
measures LSTM classification precision,
11)
es the balance between precision and recall,
(12)
TP+FP TP’I;—PFN (13)

rue Positive, TN is True Negative, FP is False Positive and FN is False Negative

Result Analysis

his section evaluates the performance of the proposed CIC CIC-FTM integrated with LSTM prediction in IT-based traffic
data transactions. The results are analysed across varying network sizes (5 to 100 nodes), focusing on accuracy, checkpoint
efficiency, rollback latency and resource utilization as shown in fig (2). A comparative study with conventional CIC
methods is also conducted as shown in Table 1. The findings demonstrate the proposed systems’ efficiency in minimizing
overhead while enhancing real-time fault tolerance and recovery in transient fault scenarios.



Table 1. CIN CIC-FTM Performance Metrics Prediction Performance

Node | Check- | Memory | CPU | Checkpomt | Rollback | Recovery | Accu- | Fl 0.94F o /:icgj;z [
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Fig 2: CIN CIC-FTM Perfog

Checkpoints Increase proportionally with node size
the nodes require checkpoints. Memory and CPB
Checkpointing, Rollback and Recovery Times increase 8
and F1 Score improve, on an average of 92% and 91% ré
rollback scope.

efit from optimized intermediate node placement. Accuracy
tively, due to robust LSTM fault prediction and optimized

The comparative analysis of the existing C proaches, as surveyed with the proposed CIN CIC-FTM is as shown
in Table 2.

Table 2. Compg sting CIC-FTMs and proposed CIN CIC-FTM
Criterion Proposed CIN CIC-FTM using LSTM
Checkpoint Checkpoint triggered proactively using LSTM based
triggering fault prediction, as per equation (5) and confirmed

by packet metadata

CIN places checkpoints selectively at intermediate
ide cMeckpoints, especially in dense | nodes just before predicted fault nodes, minimizing
4], [15], [16], [17], [18]. rollback depth

on flow density fluctuations [8], [9], [10], | Predictive based on LSTM learns from historical
time series clustering, log parsing and message | data patterns
acking, ML based [12], reactive [11]

Medium-high depending on message rate and | Reduced by ~70-85% due to LSTM-based prediction
dependency violations [6], [12], [19], [23] and threshold-triggering

Rollback Cascading rollback depending on granularity | Limited rollback scope through upstream
overhead like indexing, FINE, [16], [21]. dependency tracking and rollback  depth
optimization (equation (9))

Resource Moderate and involve overhead from tracking | Comparatively more efficient, supported by
utilization | dependency vectors and logs [6], [12], [19] equation (8) in real-time loT




Adaptability | Limited adaptability, since baseline CIC lacks | High adaptability due to integrated Deep learning
to real-time | ML integration [16], [21] model- LSTM, fog-layer orchestration and scalable
loT cloud-based coordination

Scalability | Scales well in static distributed systems, suffers | Highly scalable in traffic networks, tested on 5-100
in  mobile and rapidly-changing  IoT | nodes with stable performance
environments [16], [21]

Accuracy in | Typically, <85% in CIC-only mechanismsdueto | Achieves ~92% accuracy and ~91% F1-score acros
fault reactive nature [6], [12], [19], [23] scales due to time-series modeling by LSTM
location
detection

Integration | Lacks synergy with Al and ML models [16], [21] | Fully integrated with loT stack, M

Real-world | Requires protocol tuning, message-logging | Ready for deployment in resp
deployment | overhead in loT systems with lightweight desjgs
readiness

methods ensure rollback
TM models [13] and cloud-
Nce tailored for smart city

This comparison justifies, that, the traditional CIC methods like FINE [16] and Held
consistency but lack efficiency in reducing checkpoint overhead. By integrating predic
fog orchestration, the proposed CIN CIC-FTM achieves intelligent, real-time fault to
applications.

V. CONCLUSION

The proposed CIN CIC-FTM mechanism, integrates with LSTN-b ultY@rediction, demonstrates significant
improvements over conventional CIC methods for handling tr t S i T-based traffic data environments.
Traditional CIC protocols limitations as highlighted in i able T eactive in nature. In contrast, the CIN
CIC-FTM architecture introduces a proactive fault tgQ combining deep learning-based prediction with
lightweight, intermediate-node checkpointing. Thi
faster recovery times. The model, also minimizes C8
piggybacking strategies, maintaining scalability even i
system’s better performance, achieving ~92% fault detect™®
Memory and CPU usage, and energy consumption are sig

design of CIN CIC-FTM, which integrate predictive intelligence- LSTM and edge-cloud orchestration, makes it
highly suitable for real-time smart traffi upported by experimental validation and literature, the proposed
approach offers a robust, scalable and olerant solution for next-generation 10T infrastructures.
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