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Abstract – The privacy of EHR is at most concern and challenging as the records are shared and 

validated across multiple users and databases. In this proposed system the databases at local servers 

(independent hospitals) are co-aligned to form a local database network, integrated via multiple hospitals 

from distributed geographical locations. The proposed framework is subjected with a local integration 

unit (LIU) for extracting and mapping local attributes at LIU. The process is further associated with 

attribute extraction and attribute occurrence mapping. The process of attribute weight and occurrence 

mapping is subjected with local integration blockchain generation (LIBG). The LIBG blocks are framed 

with attribute mapping with respect to the attribute occurrence ratio. The objective is to generate a 

smarter and simplified privacy enhancer module at local server of blockchain to end-user security. The 

technique has secured an accuracy of 97.48% in attribute mapping with respect to occurrence.  

Index Terms – IoMT, blockchain privacy, local dataset distribution, attribute mapping, attribute 

occurrence ratio. 

I. Introduction 

Medical data and records processing is a challenging task and the demand for extensive medical record 

i.e. Electronic Medical Records (EMR) processing and analysis drives the industry of near future. 

According to [1] the rapidly evolving technology and advancements have driven a change in policy 

drafting standards of electronic medical records (EMRs). According to Stanford medicine, a white paper 

“Future of Electronics Health Records”,[2] the integration of artificial intelligence and machine learning 

for personalized healthcare shall be the near future of medical research. For a supportive and sustainable 

medical ecosystem, a need for secure data-communication channel is required. In this paper, the 

research is focused on the process of defining and streamlining the EMR generation and integration 

process using a blockchain framework.  

Technically, the blockchain framework is supported with the interoperability between the systems and 

servers for multiple purposes. Thus including to improve the security of the blocks and nodes connected 

under the defined channel. The purpose of calibration is to support and collaborate with multiple users 

across geographical locations to develop an inclusive framework. In this paper, the proposed blockchain 
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framework is developed on the principles of building a reliable ecosystem of data transferring via an 

enhanced privacy standard. The proposed standard’s policies are defined and monitored by the 

distributed learning framework supported under the ages of federated learning (FL). The federated 

learning models are included on the local edge servers, which are distributive in nature.  

The objective of the proposed system is as follows 

• To develop a sustainable and supports interoperability blockchain framework for primary 

medical records/data transfer. 

• The proposed system has enhanced the privacy element of the blockchain, which internally 

influences the strengthening of interoperability policies 

• The system has incorporated a distributive learning i.e. federated learning approach for edge 

based data computation and block-generation 

The overall framework is supported on the principles of localization of data and hence preserving the 

data origin sources. The datasets included in this experimental setup is supported via the open source 

datasets such as Medical Information Mart for Intensive Care (MIMIC) and Observational Medical 

Outcomes Partnership (OMOP) common dataset model. These datasets each attribute is treated as a 

tuple of information, further customized for building and enhancing the block or nodes with a linkage of 

data origin and data dependencies. The blockchain framework is further supported and customized in the 

proposed framework is developed on light-weight processing i.e. edge-AI processing for effective data 

transfer via FL ecosystem. The manuscript is organized with an introduction to the scope and relevance 

of the proposed system in introduction section I, followed by a detailed and recent developments in 

section II. The proposed methodology is discussed in section III followed by a mathematical model in 

section IV. The outcome, observations and discussion on results is summarized in section V followed by 

a formal conclusion in section VI.  

II. Literature Reviews 

Electronic Health Records [3] are the details of Patients stored in digital format. The details includes all 

the tests they went through in terms of the Patients history, meditations underwent, diagnosis reports, 

Scans etc. One of the advantage of EHR is that it will be instantly available for the Doctor’s/ any health 

Stakeholders to study the insights of the Patients, which is real-time and can be achieved seamlessly. 

This draws a line between a Stake holders and the Clients in terms of Privacy as it may be misused. On 

the other part of equation Block chain is the ground-breaking technology which allows decentralized and 

distributed Communication across the nodes of a network. It has the capability to overcome the 

problems associated with EHR by providing secure, safer and decentralized platform to exchange the 

health data. In this paper researchers have found 3 categories of Block chain based Potential Solutions to 

carry EHR: Conceptual, Prototype and implemented. 

In [4] the authors are discussing on the interoperability policies for EHR such as HIPAA and HL7, these 

policies provide national and international standards of operations derived from latest literature reviews. 

This paper assures an ease in EHR sharing and data interoperability via mobilizing common attributes. 
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In [5] (IPFS) Inter Planetary File System which is temper proof model of Block Chain used in HER, 

which deals with the severe security issues when associated with (CSP) Cloud Service Provider. [6] 

These research Paper uses a Deep Learning based diagnosis model (HBESMD-DLD) which is a new 

hyper ledger Block Chain medical management approach to deal with the issue of the Owner/Admin to 

whom to provide the access for the medical data.  

[7] In this Paper, the authors have Proposed Patient Controlled EHR Scheme with the Collaboration of 

Cloud Computing and Block Chain Technology. (sc-PBFT) a node state checkable Practical Byzantine 

Fault Tolerance algorithm is used to check the fine grain access control. [8] General Data Protection 

Regulation (GDPR) and Health Insurance Portability and Accountability Act (HIPAA) are used to help 

minimize the health data breaches. In [9] they carry out a systematic survey on four questions, How to 

achieve Interoperability?, What are the different Privacy preserving Techniques in storage of EHR?,  

How Block Chain is Secure for sharing the information?, What is the state of art of sharing the 

interoperability in EHR? A framework MyBlockEHR is proposed to address all of the research gaps. 

[10] This paper launches log creation with Modified Merkle tree structure for safe transmission of data 

between the providers, to update the information, and quick access to the medical records. [11] Along 

with IPFS, ABAC (Attribute-Based Access Control) Conceptual Model was designed based on Block 

Chain Technology, which helps in case of any emergency to access the whole history of patient as early 

as possible. In [12] an EHR Chain, a Block chain based approach using attribute-based and homo 

morphic cryptosystem is used to solve the issues of safe storage, reliable sharing and Privacy Protection 

by controlling the access. 

III. Methodology and materials 

The proposed system is developed with the objective of developing a secure local blockchain framework 

to support and compute inter-data privacy operations on standard block creations. The process of 

interdependency is further validated and processed in configuration multisource networking datasets. 

Primarily, the operation of multisource coordination is validated under local datacenters and 

administrators. The orientation of dataset is further recommended and monitored via centralized (local) 

datacenters such as hospitals and datacenters maintained by local authorities. The operating process is 

justified and processed with local firewall rules for data storage and data accessing in these servers (data 

centers) under the operational value paradigm, the customization of dataset values are archived in the 

patient centric approach.  
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Fig. 1: Block diagram of local attribute enhanced blockchain creation of medical datasets 

 

Fig. 2: Privacy enhanced chain operation of proposed system 
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At this stage, the processing of datasets (i.e.) incoming dataset values from multiple servers is stored and 

operated at centralized access authorizing particular authorities of hospital or datacenters. Primarily, the 

operations are further processed in local segmentation is supported by assigning dynamic range weights 

on the attributes such that, the most alike attribute heap indexing is achieved and processed to retrieve 

feature mapping. The feature mapping process further evaluates and extracts the interdependency 

matrixes of attributes and they aligned features for extractive validation of weight matrix. The featureset 

integrates a local generated blockchain framework for aligning blocks and its addresses are shown in 

Fig. 1. The extracted blockchain is represented as “data-blocks” aligned with attribute consolidation 

process is streamlined in Fig. 2 with stream of input data followed and aligned with extracted weights 

generated in the blocks as the output accordingly. 

 

Fig. 3: Similar attributes mapping and heap-addressing for local blockchain generation 

The attributes associated weight and optimization is reflected in Fig. 3. The process associates the 

matrix value of each inter-active attribute with address weight as “address validation and heaping 

process”. The successive process is the further optimized with the address redundancy mapping. The 

end-result of the process is a stream of optimizing weights and associated attributes for effective 

blockchain creation. This summarizing the attributes and the origin priority of the same with 

interdependency mapping of attributes and weights are aligned. Further the blocks (local) can be stream-

lined in the creation of external blockchain for de-centralized processing.  
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IV. Mathematical Model 

A. Multisource local attribute extracting and hashing 

The proposed technique is aligned with creation of local blockchain models for effective privacy 

preservation and mapping. The process is initiated with multidimensional and multi-source datacenters 

coordination. Consider the common database unit as ( )UD such that supporting databases such as 

( )1 2 3, , ....U U U UnD D D D are added. The databases are further supported and mapped with independent 

sources ( )iS such that ( )Ui jD S  where ( )i is database and ( )j is the sources such as hospitals medical 

centers and datacenter archives etc. thus ( )Ui UjD D  if ( )Ui UjD D and both ( ),Ui Uj iD D S the extent 

of database customization.  

On the customization values of databases ( )UiD there exist a hash function ( )f aligned to represent the 

independent database instances as ( )i Uif D  such that if ( )i jf f then function values of 

customization is reflected and blocked from further pairing. The independency database ( )UiD and 

associated function ( )if are reflected as ( )Ui iD f  and creates interdependent attributes ( )ia where 

each attribute is assigned and reflected with the instances of occurrences ( )   as ( )i ia t   where 

( )it is the time interval for propagating attribute values, representing the association of occurrence as 

shown in Eq. 1. 
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From Eq. 2, the order of ( ),Ui UjD D is associated with attribute set ( ).,i ja a such that the occurrence ratio 

extracts repeated attribute values from each supporting database ( )UD and appending the minimal 

hash_function ( ).,i jf f with a range of associated addresses. The address vectors are further generalized 

with each hash_function associated as shown in Eq. 3. 

( ) ( )
( )

.
,

i i j j Ui
i j

f a f a D  
         (3) 

The ratio of understanding is bounded within the occurrence scope of hashing function ( )f and 

summarizing to the function at ( )it interval. On consideration, the functional value of ( )if and ( )jf are 
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interdependent at ( )it such that ( )i j if f t  and ( )i j jf f t   where ( )jt is initial time frame for 

database synchronization and ( )jt for collective instances of time accordingly. The hashing function 

( )f can be further represented as shown in Eq. 4. 
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Thus according to the order of f , the hashing function can be re-assigned and calibrated with respect 

to the time ( )t as shown in Eq. 5 and Eq. 6 respectively. Suppose the database ( )UD at ( )thi interval is 

aligned with multiple hashing function, the resultant requires the process to be minimized and associated 

with in the scope of ( )t and ranging ( )if , ( )jf such that ( )i jf f f  − bounded at the time ( )t

. 

B. Weight Matrix Distribution and Optimizing 

The extracted paradigm of blocks (integrated units) are further reflected and supported via the weight 

matrix assignment and coordination. The proposed technique fetches the distributed weights ( )xw is 

aligned on the individual hashing function if with connected dataset attributes are remapped and co-

aligned accordingly. The resultant function values, result in a generic hashing function ( )wxf such that 

( )xiw f   at given phase. The orientation of each if is bound with attribute occurrences ( )ai  as 

shown in Eq. 6. Thus expanding further towards the feature-attribute based hashing creation is shown as 

Eq. 7. 
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Thus according to Eq. 7, the resultant value of demonstrated attribute is reflected and aligned with the 

supporting matrix of weight and further associated with chain of heap addressing i.e. hashing addresses 

f such that the association of weight ( )xw is resultant vector of each defined attribute resulting in 

series of blockchain creation as demonstrated in Fig. 3. The attribute alignments are represented within 

the ratio of weights as shown in Eq. 9. 
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Thus according to the hashing value, occurrence of attributes ( )ia  and ( )ja should be aligned within the 

ratio of weight matrix assigned to it accordingly. The Eq. 9 represents the attribute sighting of weights in 

multiple orders of coordination and alignment. The explanation of Eq. 9 is demonstrated in Eq. 10 to 

support the correlative existence of ( )ia and ( )ja as similar entity of blocks and further associating it to 

the aligned weight ( )iw such that hash_function f is constantly synchronized. The generalized 

representation of intermediate blocks is ( )1 1 2 2....i i i i i ia w a w a w+ + + +   with each block represents the 

supporting hashing value associated as ( )n n na w f  where each associated value of ( )nf is 

customized and bound with the associated blocks. The further representation is aligned in Eq. 11. 

, ...... ....... .....n i i i j n i n i n n nf a w a w a w a w a w+      (11) 

The Eq. 11 represents the multiple scenarios of attribute, weight alignment and order of justification 

before the blocks are assigned to external servers via blockchain address sourcing approach. The aligned 

order of information i.e. ( )i ia w are further aligned with f and at ( )jt  scenario the ( )n i na w + is also 

assigned and reflected to f and so on until the value of ( )i ia w instances are occurring in the 

scenario.  

C. Customizing blockchain privacy and enhanced indexing 

In this phase, the customizing blockchain instances from multiple ( )i ia w values are coordinated and 

congregated to form a relatively higher order of blockchain matrix. The privacy of proposed system is 

improved with respect to the attribute, corelationship mapping. The attributes matrixes are further 

associated and revalidated within a common value as the threshold value is within the range of incoming Auth
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attributes, i.e. i ja a   
 where 

ja  is an independent attributes and   is the thersholding 

vector to align the weights as shown in Eq. 12. 
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Thus within the range of computation, the summarization values of ( )xw is resultant in the series of ia

occurrences and hence ( )1 2 3, , ...x x x x xnw w w w w= is simulated and orchestrated accordingly. The weight 

( )xiw assures the associated matrixes such as .....i na a are secured and the original source is customized 

for the relative expansion of blockchain entity for external indexing. The external indexing of 

information from local servers is now available for global reach. In this manuscript the blockchain 

interdependency is retrieved by the order of privacy preservation of internal attributes. The resultant 

blockchain ( ) is demonstrated as below. 
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The alignment matrix is resultant of information processing with hashing value selected within the scope 

of incoming attributes ( ), ,..., ...,i j na a a a provided if ( )ia is pre-existing the values of ( )ja at 

( )j ia → is remapped with ( )ia in accordance to the supporting vector as ( ) ( ),i j ia a    and 

( )i ia  . The interdependencies as further evaluated and resultant blockchain ( ) is created as 

demonstrated in Eq. 14.  

The scenario of development is reflected within the scope of ( ) evaluation (i.e.) if ( )xf and at 

( )/j yt f  then the correlated blockchain is interconnected at the junction of ( )  with respect to 

,x yf f , the variation is further resultant of multiple order of ( ) instance in external server (i.e.) 

internet via third party replication policies. Hence the ( ) generated is co-aligned with similar 

blockchain in external sources, the order of expansion and alignment is detailed in results section with 

respect to implementation scope and validation process of proposed blockchain. 
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V. Results and Discussions 

The proposed system has integrated the federated learning policies of the distributed server 

computing. These servers are treated as individual edge devices associated in the network of 

computation. The consent and coordination of data transfer and data immigration is channeled via a 

stream of computing devices of edge-servers via the integrated AI such as block-classification, log-

clustering and attribute dependency mapping. In the proposed system, the attribution of local attributes 

is extracted and mapped with the external ratios with a block 0th instance as shown in Fig. 4. The 

representation is an initial phase of integrating blocks and its associations with reference to the 

blockchain formation. Similarly the progression of blocks is associated with the blockchains formation 

as represented in Fig. 5. The hash_table addressing is further associated to retain the stability of 

multiple-nodes/bocks originating from a given source.  

 

Fig. 4: Single Chain node-node model creation (initial phase) 

 

Fig. 5: Interconnected block-chain nodes (Connection phase) 
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The interdependencies of each block is associated with the attributes and the common 

dependency features as shown in Fig. 6. These interconnected blocks are further paradigm to retrieve a 

series of hashing addresses with reference to the attributes. The mapping further is aimed to classify the 

corresponding instances with relatively similar attribute weights and scoring as defined in the 

mathematical section, such that the thresholding weight vector of each instance is extracted and 

retrieved. The resultant vector of the blockchain is represented in Fig. 7. The ‘red’ blocks highlight the 

dependency attributes of each node, whereas the ‘blue’ blocks/nodes are independent from the source of 

origin. Thus, on the interdependency attributes (i.e. red nodes), the heap_addressing table eliminates the 

assignment of dedicated addresses. Such that, the stream of attributes in blockchain i.e. patient_id, 

disease, treatment type etc. are represented and thus improvising the privacy of interconnected attributes 

from the independent blocks/nodes resulting in security enhancement.  

 For ease in representation, the attributes such as ‘Doctor_ID’, ‘Patient_ID’, ‘Treatment’, and 

‘Diagnosis’ is considered for the computational purposes. In Fig. 8, the heat_matrix is represented with 

respect to the assignment and the probability of mapping with blocks and further generating the privacy 

enhanced models (via blockchain and FL policies). Each block is represented with a heap_address and 

the source of origin to provide a customized representation for ease in computation. The representation 

of the indivial block with respect to a given time (t), the instance is locked and framed in a given 

attributes (single). The single attribute value associated with the instance of blocks are further 

represented and streamlined to demonstrate the trailing link of “Source Origin”. 

 

Fig. 6: Node-to-node cross-connecting in blockchain operation Auth
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Fig. 7: Node-to-node cross-connecting in blockchain operation with priorities  

 

Fig. 8: Heap map validation of the nodes and blocks for probability validation Auth
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Fig. 9: Attribute comparison across blocks and validation 

In Fig. 9, the comparison of attributes with respect to the individual blocks is demonstrated. The 

probability of relationship mapping and indexing is reflected within a block across all the associated 

attributes, for ease in representation we have considered three independent blocks and they association 

matrixes with the predefined attributes i.e. Doctor_ID, Patient_ID, Diagnosis, and Treatment. The ratio 

of independent probability is analysed and validated to assure the attributes (given) are completely 

associated with the blocks such that, the minimal diversion of attribute-missing is reported. Through this 

process of indexing, the second-order of mapping is extracted and customized in the overall block-chain 

framework.  

VI. Conclusion 

The proposed blockchain model has featured improved privacy optimization policies for secure 

EHR data transmission. The validation is resultant of multi-dimensional and multi-source EHR data 

configuration and indexing into a single indexed array via hashing address mapping. The technique has 

demonstrated higher order of data processing with respect to blockchain via internal sources and 

collaborative attribute mapping. The supporting values of dependencies are bound with interconnected 

attribute occurrence ratios (i.e.) a correctness is performed on the incoming internal source attributes to 

correlate and map with most related and in-range threshold values. The outcome is subjected on internal 

privacy preservation policies development and further associated with blockchain generation. The 

proposed technique has demonstrated the accuracy of 97.48% in building and binding the primary 

internal attributes across global blockchain ratio. In near future the proposed technique can be expanded 

with dynamic attribute corelationship mapping and coordination for effective blockchain optimization.  
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