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Abstract @
The reality-based, dynamic, and cOWggxt-aware user experiences provided by voice
d to their

software applications have contri bmmon acceptance. But, problems with data

privacy and computer perform allenges. In order to process voice data reliably, the
present research propose ecurcgiidlrated model of 5G-Wireless Sensor Networks with
Artificial Intelligencg

©

¢ Multi-Party Computation (SMPC). In the end, to secure sensitive

N + Al) to apply privacy preservation protocols. To train

pdel used Federated Learning (FL). To prevent unauthorized

e encryption methods. Word Error Rate (WER), Feature Extraction
nd-to-End Delay (EED), Network Throughput (NT), Packet Loss Rate

-based centralized models. Additionally, it proved that next-generation Voice Learning
Systems (VLS) are reliable, leveraging Al + 5G setup and maintaining robustness against
privacy breaches in real-world asymmetric scenarios.

Keywords: Wireless Sensor Networks, Artificial Intelligence, 5G, Voice Software Applications,

Security, Federated Learning.



1. Introduction

The method learners use to communicate with online material has been altered by the
increasing adoption of voice-activated software applications in the field of virtual information
technology, particularly within Voice Learning Systems (VVLS) [1-4]. The primary objective of
such technologies is to enhance engagement, knowledge, and spoken language by modifying
voice data. However, there are also significant privacy and efficiency concerns with voice d

considering its increasing importance [5-6]. Even more so currently, when attackers and d

thefts have become more intelligent [7-9], it is vital to ensure the privacy and secuy

data. For real-time virtualized software, it is crucial to have an accurate mod at qrg
high security with low End-to-End Delay (EED) [10].
to impro

security risks in conventional networks can be solved by combinin witW privacy protocols

5G enables localized data

problems [20]. SVPS is vulnerable to data

breaches because it fails to imp@#m urity models. The centralized processing of data in
CBCM, on the other hand tion and EED. While other decisions, such as GACS
and the Basic Differegiaabr System (BDPS), provide precise improvements, they fail to

provide complete sq @
can acc o

ile'GACS uses predictable authentication methods that attackers

oise to ensure data privacy, which typically results in reduced

: e
accurey
reSWch presented here recommends an innovative model to secure VLS by
a

rop

egrated model of 5G-Wireless Sensor Networks with Artificial Intelligence

+ + Al). Using Federated Learning (FL), Secure Multi-Party Computation (SMPC),
amic encryption methods, the proposed approach addresses significant problems with
accuracy, EED, and privacy. FL ensures that voice data is sustained on local devices and
complete training, which reduces the risk of attacks. SMPC enables secure group computations
without compromising private data, and adaptive encryption adjusts to evolving types of

attacks in real-time.



Word Error Rate (WER), Feature Extraction Accuracy (FEA), End-to-End Delay
(EED), Network Throughput (NT), Packet Loss Ratio (PLR), and Encryption Overhead (EO)
represent a few of the most significant metrics evaluated to find the 5G + WSN + Al's
efficiency. The performance of this 5G + WSN + Al has been verified through analyses with
baseline models (SVPS, CBCM, BDPS, and GACS). With significantly better outcomes than
these baselines, the recommended model provides lower WER, reduced EED, higher NT,
minimal PLR, as indicated by the results. Additionally, even as the size of malicious afta
increases, the model maintains minimal Privacy Leakage Rates (PrLR).

The rest of the paper is organized as follows: Section 2 presents

methodology, Section 3 presents the experimental set-up, Section 4 |ﬁ S esults and

analysis, and Section 5 concludes the paper.
2. Proposed Model
2.1. System Overview

Figure 1 presents the recommended model, whi rates 5G + WSN + Al into
VLS applications. Securing voice data while maini@i irtugy performance in VLS is a
significant challenge, and this detailed mgg#ra
adaptive confidentiality, improved @

communication by integrating security sysTS@e at every level.

re it effectively. The network provides

opera®on, and continuous real-time

re Voice-Based Learning System

System Archit

Voice Interface Layer k Processing Layer Security Management Application Layer
(VIL) NPI Layer (SML) (AL)
Edge Nodes Privacy-Aware Module Learning Management
5G Gateway Public Key Infrastructure Vocabulary Module

re Extraction Backbone Controller Data Anonymization Performance Monitor

Figure 1: The proposed 5G + WSN + Al architecture
2.1.1 Network Components



The Application Layer (AL), Voice Interface Layer (VIL), Network Processing Layer
(NPL), and Security Management Layer (SML) form a set of interlinked layers that comprise
the system's hierarchical design. Processing data, implementing security measures, and
providing higher education are tasks that these linked layers perform. The VIL performs any
communications using voice and first processing at the basic level of responsibility. The
module’s within the VIL, as V;, voice capture modules (C,,), processing units (B,), and Feat

Extraction (FE) as (F,). The voice input I,, from the user's experience, the initial preprogesst

involves converting raw audio signals into feature sets appropriate for study. This la
real-time openness and high-fidelity data capture.

The NPL as N;It combines the operations of 5G + WSN +

laYQa comprises
distributed edge nodes. (E,) for localized processing, a central 3 ) for managing
data traffic and a backbone controller (B,) for coordinating edge nodes e NPL leverages the
high speed and low EED of 5G + WSN + Al to optimize data’%ing R;) and maintain

network constancy (S,,) under variable load settings.

The connection between edge nodes and the difte a stated as Eq. (1)
N; = {Ey, G, B} 6]
Where,
e SML as S;, forms the core of the sec model.

e This layer integrates a pri -aware module (B,,), public key set-up ( K, )

e Data anonymization
e The SML enforces 1es (Sp)
e adaptstoe ‘ (Te) using a dedicated privacy implementation module (E}).

The measured

2

anages the educational features of the system.

o layer comprises the VLS (L,,,)

ocabulary modules (V;,,)

e performance monitoring tools (Mp).

The AL delivers personalized learning experiences while ensuring security compliance.

The learning modules can be expressed as Eq. (3)

A = {Lpp, Vi, M, } 3)



2.1.2 Data Flow Design
The data flow within the system follows a structured sequence that balances processing
efficiency and security implementation. Voice input 'I,," is taken at the edge nodes (E,,), where
initial preprocessing and FE as (F,) ensue. This distributed network decreases the load on the
primary network by handling initial processing nearby. The pre-processed data, signified by
D, experiences initial security transmission (S;) at the edge level to filter out anomalies
probable attacks.
The data is then routed by the 5G + WSN as (N;),
Where,
e Edge nodes coordinate to maintain data integrity (I;)
e Optimize resource allocation (R,).
e The central gateway (G.) manages the overall data flow while tIRackbone controller
(B,) performs adaptive load balancing (L) to miti and network congestion.
The data flow can be expressed as Eq. (4)
Dy = (Ep = Gc = Bo) X Ly “4)
Where,
e SML (S;)
e Encryption (E.)
e Anonymization (4,) are, ed to protect privacy.

e Real-time attack det d ures the data remains secure in transmission.

The secure data pac®@is 'Dg 5 1s then delivered to the AL (4;) for learning processing

2.1.3. i odel Integration

rity paradigm has been fully integrated with the network, demonstrating that

urity JRgasures are essential, not mandatory. Security measures are detailed and efficient

beC f this integration, which reduces runtime EED. The security model (Sy) incorporates
multi-layer authentication (4,,), dynamic encryption protocols (Ey), and advanced privacy
controls (P.). Multi-layer authentication mechanisms (4,,) combine Role-Based Access
Control (RBAC) and Multi-Factor Authentication (MFA) to ensure that only authorized users
access sensitive data. The authentication method can be expressed as Eq. (5).

A,, = RBAC + MFA (5)



Where,
e Dynamic encryption protocols (E;) adapt to real-time attack levels (T;.) by adjusting
encryption strength.
e c.g, encryption (E.) using AES-256 ensures data security during transmission and
storage.
The encryption process is defined as Eq. (6)
E; = AES — 256 X T, (6)
Where,
e Privacy controls (P.) leverage automated policy enforcement (P,

e SMPC to protect user data.

e Anonymization (A,;) ensure that voice data retains its lea ue while securing
user identities.
The privacy control equation can be summarized as Eq. (7) ,
P. =P, + SMPC + 4,4 (7)
Where,

e The model employs adaptive resg ati )
¢ Continuous monitoring (M,).

e Security parameters dynamically adjuS@Rased on resource availability (R,,)

e Detected attacks (Ty), € ng the model remains resilient without compromising
efficiency.
This adaptive method esen ignificant improvement over traditional static security

measures.

&)

acy, and security of voice data are maintained throughout the VLS. The VPM

2.2. Voice Processi

ithin the VIL and interfaces closely with the NPL and SML, providing a seamless

Voice Capture Mechanisms

The voice capture mechanisms are designed to ensure the high-fidelity acquisition of the
user's voice input in several environmental backgrounds. These mechanisms use advanced
hardware and signal processing methods to minimize noise, distortion, and EED, capturing

clear and accurate voice signals for further processing.



1 Microphone Arrays (M,): The network uses directional and omnidirectional
microphone arrays intentionally positioned to capture voice input accurately while
mitigating background noise. Each microphone element in the array captures voice
signals, and beamforming methods combine these signals to focus on the primary audio
system. The mathematical symbol of the beamformed signal 'V,," as Eq. (8)

V() = Lilq wi - Mi(t — 7)) @)
Where,

e M;> The signal from the i microphone

e w; - The weight assigned to the i microphone

e 7, The time delay applied to align the signals.

2 Noise Reduction Filters (N,.) : To improve the precision 0 tured voice signal,
noise reduction filters such as spectral subtraction and Wie ilters are applied.
Spectral subtraction computes the noise spectrum ui@acts it from the captured

signal, as shown in Eq. (9).

Ve(f) =Vp(f) = N(f) ©)
Where,
e V,(f)>The beamformed signal quency domain

e N(f)—> The estimated noise spectru

3 Automatic Gain Contr GC): AGC dynamically adjusts the amplitude of the
incoming voice sign. onsistent loudness regardless of the user's distance
from the micropho g The function G (t) modifies the signal amplitude A(t) as,
Eq. (10)

G(t) — Atarget .

B (10)

e desired amplitude level.
at Reduction Methods: To meet real-time processing requirements, EED is
mized using the use of hardware-based signal buffering and parallel processing at

the edge nodes. The sum of capture EED is ‘L. is Eq. (11).

1
fs
Where,

Le=—+T, (11)

e f;=> The specimen frequency

e T, = The processing time for noise reduction and gain control.



2.2.2 Real-Time Processing Requirements
The Voice processing module adheres to stringent real-time constraints to ensure a seamless
user experience. Processing voice signals in real-time involves multiple steps, including
filtering, FE, and security checks, all of which require to be executed with minimal EED.
1 EED Constraints: The EED is 'L;" must remain under 50 ms to provide immediate
feedback. This EED includes the sum of the capture time (T,.), preprocessing time (7T

and network transmission time (T,), Eq. (12)

Li=T,+T,+T, <50ms (
2 Edge-Level Processing: Distributed edge nodes (E,) handle igitial falcess S
such as noise reduction, preliminary FE, and basic Anoiy tio D). This

{
4

decentralized method minimizes the load on central se

d

reduces EED by

processing data closer to the source.

3 Parallel Processing Pipelines: The module imple Iﬁel processing pipelines
for different phases of voice processing. Each pi agllles a specific task, such as
filtering, segmentation, and FE, ensurin at " processes are performed
concurrently.

The total processing time T;, can be exp g. (13)
T, = Max(T}, Ts, T,) (13)
Where,

e T, -> The filtering ti

e T, = The segmental¥gy time

(14)

W;=> The workload assigned to the i-th node
[ ]

C; = Its processing capacity.

2.2.3 Data Anonymization



Ensuring privacy during voice signal transmission is critical. The Voice Processing Module
uses multiple anonymization to secure user identity while preserving the integrity of the voice
data for educational purposes.

1 Voice Data Masking: Voice data masking alters identifiable voice features such as

pitch and tone while maintaining the linguistic content.

The masked voice signal V,,, can be defined as Eq. (15)

neutralized values.

Vin(8) = T (Ve () (15
where
e T, A transformation function that replaces the original pitch(

2 Feature-Level Anonymization: Before transmitting the ’ntifiabl¢ features

(e.g., speaker-specific features) are obfuscated to ensure anony W@ Let 'E,’ represents

the feature vector extracted from the voice signal. The nowzed ature vector F is,

Eq. (16).
Fy = A\ {f:) (16)
Where,
e f. = Speaker-specific features.
3 Differential Privacy: The Security M@inst re-identification and controlled noise '€’ is
added to the data, Eq. (17
Vo=V.+¢€ e~N(0,02) (17)

Where,
rivacy protection.
4 SMPC: Du Q@ﬁm buted processing, SMPC enables different nodes to compute

cnompted data without requiring access to the raw data.

) across n nodes is, Eq. (18)

(18)

- The encrypted data fragment at node i.
Voice Feature Extraction
FE is the process of transforming raw voice data into a set of measurable features that can
be used for analysis and learning tasks. The FE captures the temporal and spectral features of

the voice signal.



1. Mel-Frequency Cepstral Coefficients (MFCC): MFCC is the spectral envelope of
the voice signal.
The MFCC vector F,, is computed as Eq. (19).
F,, = DCT (log (IFFT (V)])) (19)
Where,
e DCT- The discrete cosine transform
e FFT- The fast frontier transform.
2. Pitch and Tone Analysis: Pitch P(t) is predicted using the autocorrelation @

Eq. (20).
P(t) = Arg max Xi_o Vo(O)Ve(t + 1) 0)
T
3. Spectrogram Analysis: A spectrogram S(t, ) validates ho equency content of
the voice signal changes over time, Eq. (21) ,
S(t, f) = ISTFT (.(9)I 21)

4 Zero-Crossing Rate (ZCR): ZCR counts thegral igfichanges in the signal, Eq.

21)

ZCR = ——¥N=1 |sgn (V[n]) — sgn ( (22)
5 Energy-Based Features: The shor energy E(t) is specified by Eq. (23).

E(t) = TN=3 Vo[n)? (23)

These FE form a cqipl ector F, used for anomaly detection, security
implementation, and educ al Teedb
2.3 5G + WSN Implemanta

The propos ur€ focuses on the 5G + WSN + Al, allowing the VLS to share
data at Ig mal energy consumption. Using 5G, the network ensures secure

data jan i ctive processing, and direct communication. The 5G + WSN + Al
provi reliability by operating within the NPL and integrating directly with VIL

and imize the reliability and effectiveness of the network, this section describes

layo d implementation factors that must be considered.

etwork Topology Design
Data accuracy, trustworthiness, and sustainability are key features of the 5G + WSN + Al.
To find a balance between availability and accuracy, the network deploys to a hybrid model
that integrates star and mesh topologies at various levels of the framework.

1 Star Topology for Edge-Level Nodes: At the edge level, voice capture devices and

edge nodes (E,,) are arranged in a star topology, with each node connected to a central



gateway (G.). This arrangement simplifies data aggregation and minimizes connection
overhead.
The edge node communication can be represented as Eq. (24)
E, ={Ny,N,,..,N.} - G, (24)
Where,
e N;~> Individual edge nodes
e k—> The number of nodes connected to the gateway.
2 Mesh Topology for Core-Level Nodes: At the core network level, gatg

backbone controllers (B.) are connected in a mesh topology, englfing

redundant paths for data transmission. This enhances ne bi and fault
tolerance.
The core communication paths are expressed as Eq. (25).
Ge = {Bc1, Bezy o) Ben} (25)
Where,

e B~ Backbone controllers

e 1 = The number of controllers fq

3 Hierarchical Network Structu

gateways and the controll f the backbbne, while layer one is molded of edge nodes

that send voice datago ay. This layered network provides optimum load

ystem employs several methods to optimize bandwidth utilization.

1 Adaptive Bitrate Control: The network dynamically adjusts the bitrate of voice data
streams based on network conditions. e.g., The network performs congestion, the bitrate
‘B, is reduced to maintain seamless data flow, Eq. (26).

Ba = MaX(BMinJ BIdeal ' C) (26)



Where,
e Byin~ The minimum allowable bitrate
e  Bjja 2 the optimal bitrate
e (> The current network capacity factor.
2 Compression Techniques: Advanced voice compression, such as Opus and AMR-WB

(Adaptive Multi-Rate Wideband), reduce the size of voice packets without cooperatj

quality.
The compression function 'C,," applied to raw voice data 'V’ generates, Eq. (27)
V=G (V) (2
Where,

e /> The compressed voice data
3 Quality of Service (QoS) Prioritization: The network assigns er priority to real-
time voice traffic to ensure low EED and minimal P
QoS policies prioritize voice packets over other data typ
P(Vy) > P(Dy) (28)
Where,

e P(V;)~> The priority of voice tra
e P(D.)~> The priority of general data

4 Packet Aggregation: To e overhead, multiple small voice packets are aggregated
into larger frames be ion.
The aggregated packet P, fine g- (29)
Pp =21, Py (29)

Where,

Edge Computing: Processing tasks are offloaded to edge nodes (E,,) close to the user,
reducing the distance data must travel.

The EED as L, for edge-level processing is given by Eq. (30)

Le=T.+T, (30)

Where,



e T.> The capture time

e T, The edge processing time.

2 Network Slicing: The 5G + WSN employs slicing to allocate dedicated bandwidth and
processing resources to VLS. A network slice 'S,," for voice traffic ensures consistent
low-EED performance, Eq. (31)

Sy = {Bs, R, Qs} €1y
Where,

e B, The allocated bandwidth,

e R, The reserved resources

e (s~ The QoS policy for the slice.

3 Ultra-Reliable Low-Latency Communication (URLL network impacts
URLLC size of 5G to achieve EED as low as 1 ms. URLLC engu igh reliability and
low EED for critical voice data transmissions. }

4 Dynamic Latency Control: Real-time monitorin s@ED parameters in response

to network load and application requirg

The dynamic EED as L is expressed as 4
Ly = Lygee + AL
Where,

e L. > He baseline EED,

(32)

e AL -> The adjustme asql on current conditions.

2.3.4 Edge Node Deploy

(33)

e N, The number of users in a region

e A-> The area covered by the edge nodes.
Each edge node is equipped with high-performance processors, memory, and specialized
hardware tools for real-time voice processing and encryption tasks.

The computational capacity C, of an edge node is defined as Eq. (34).



Co = f(Cp Cn, Ca) (34)
Where,

e (,~> Processing power

e (,,~> Memory capacity

e (.~ The capability of accelerators.

To ensure efficient processing, edge nodes dynamically share workloads based on t

real-time size. The load ‘L;’ on an edge node i’ is Eq. (35).
wi

e W;—> The current workload
e (;~> The node's capacity.
Each edge node has backup nodes to ensure constant operatiw th&®vent of a failure.
Redundant nodes (R,;,) activate automatically when a pri (B,) Fails, Eq. (36).
R,, = Failover (B,) (36)
2.4. Al-Based Privacy Model
Designed to protect private voic4g eal-tife VLS, the Al-Based Privacy Model

er privacy and following privacy laws is the

is a vital module of the network. Securir
highest priority for this model, which is why ™@corporates privacy-preserving VLS, Secure

Multiparty Computation (SMP@’ d inimization, and robust access control mechanisms.

The resulting sections vali theggmodules work using complete operational measures
and models.
arning Algorithms

oice signals while securing user privacy, privacy-preserving

allows models to be trained on user devices or edge nodes rather than
ferring raw voice data to a central server.
process involves the following steps:

a. Local Model Initialization: Each edge node 'E;’ sets a local model ‘M’ based

on the global model Mglobal .

b. Local Training: The edge node 'E;’ trains the local model M{ using the local

dataset 'D;’ (containing voice features). The model update AM{ is Eq. (37).



AM} = M{ — Mg (37)

c¢. Secure Transmission: The local update AM/ is encrypted and sent to the central
server.

d. Global Aggregation: The central server aggregates the local updates using a
weighted average, Eq. (38)

Mt = Mopa + 121, w;AM] (33)

Where

e 1> The learning rate O

e N-> The number of participants
e w;~> The weight for node 'i’.

e. Model Distribution: The updated global model Mgtlob ent back to all edge

nodes for the next round of training. ,
This decentralized method ensures that raw voice dat W on local devices, reducing

privacy risks.

2 Differential Privacy: Differential pg res t ividual voice signals cannot

be reverse-engineered from net es. rocess involves adding controlled

noise to the model outputs.
For a function 'f (D)’ on dataset 'D’, the NQice ‘M’ with noise ‘N’ provides e-differential
privacy, Eq. (39)

M(D) = f(D) + N, N ~ \g®, (39)

standard deviation ‘¢’ of the noise is standardized based on the

S¢" of the function 'f’, Eq. (40).

e Noise Calibration:

(40)

ients: To limit sensitivity, model gradients are clipped before noise
.(41)

(41)

gi~> The gradient
e (> The clipping threshold
2.4.2. SMPC
SMPC enables multiple entities to collaboratively compute a function over their private

inputs without revealing these inputs to one another.



The system employs SMPC for distributed voice data processing and training.
1 Secret Sharing: Voice data ‘D’ is divided into 'n’ shares D,, D,, ..., D,, such that no
single share reveals data about 'D’.
The shares data as Eq. (42)
D =Y", D; Modp (42)
Where
e p-> A large prime number.
e Each share 'D;’ is distributed to a different party.
2 Computation on Shares: Each party performs computations on thqglshar a
function f (D), the parties compute f(D;), f(D,), ..., f (D, )dPhe rcfRlts M@ycombined
to rebuild the output, Eq. (43) é
f(D) =Xi, f(D;) Modp (43)
3 Garbled Circuits: Garbled circuits are used for se evaluation of Boolean
functions. The process involves:
e Circuit Generation: One party (GarblergW¥ene encrypted version of the

computation circuit.

e Input Encryption: Each input b Pned a pair of encrypted values (wire labels).

e Evaluation: The other party (Evaluat®@ evaluates the garbled circuit without seeing

the actual inputs, obtaini final result securely.

4 Oblivious Transfer bles a party to securely select one of multiple data

pieces without the '@@der b aware of which piece was selected. For input bits ‘b’
and choices g h&Qceiver attains ‘m;," without revealing 'b’.

broaches

coMipliance with privacy laws. The system employs a multi-layered method of
ization involving precise FE, controlled maintenance policies, on-device
o, and adaptive anonymization methods.

FE Process: Instead of retaining raw voice recordings, the network extracts vital
features that are sufficient for learning and analysis tasks.

The process can be broken down as follows:

e Preprocessing Stage: Raw voice input V.(t) is denoised and normalized using

filters like Wiener Filtering.



The denoised signal V,;(t) is expressed as, Eq. (44)
Va(t) = Ve(t) — N (t) (44)
Where,
e N(t)-> The estimated noise.
e Segmentation: The denoised signal V;(t) is divided into overlapping frames F;(t)
of length T (e.g., 25 ms ) with a stride of T (e.g., 10 ms), Eq. (45)
Fi(t) =Va(t+i-Ty), i=0,1,..,N; 4
Where,
e N¢=> The sum of frames.
e Feature Calculation: From each frame 'F;’, relevant g @ e , pitch,
and energy are extracted, Eq. (46)

MFCCs: MFCC;, = S, F() - cos (<22F) , (46)
Where,
e k—> The number of cepstral coefficients
e M-> The number of Mel filter
e Pitch P; : Comp the autdorrelation method for each frame,
Eq. (47)
P; = arg max Z:ﬁo Fi(n)F;(n + (47)

tal@nergy in each frame is given by Eq. (48)
(1) 47)

F={ - (48)

Il servers, this method minimizes data transfer.

ol¥1 ocal Storage Limitations: Voice data and features are stored temporarily on the
user's device. Retention policies enforce automatic deletion after a predefined time
(Tmax) Eq- (49)

Dretention = {D | t < Tmax} (49)
3 Adaptive Anonymization: Anonymization is applied dynamically based on the context

of data usage.



e Masking Identifiable Features: Voice features that may reveal user identities, such
as pitch and tone, are masked or randomized while retaining linguistic data. The
masked feature vector F,, Eq. (50)
F, = {Mask (P,), E;, MFCC,} (50)
e Pseudonymization: User identifiers are replaced with pseudonyms /D, mapped
via secure lookup tables:

V, = (F, ID,), ID, = Hash (IDy; ) (51)

These methods collectively ensure that only the minimal and required

and stored, reducing the attack layer and privacy risks.
2.4.4. Access Control Mechanisms

Access control mechanisms enforce strict policies to regulate access voice data
and system resources, ensuring that only authorized entities interact wiNg@sensitive data. The
network includes Role-Based Access Control (RBAC) i@c-Based Access Control
(ABAC), and Multi-Factor Authentication (MFA).

1 RBAC: RBAC assigns permissions based ed les (R). The access control

I
matrix defines what actions each 4 crfON@aOn specific resources.

Roles:
e Student (R) : Can access their ONgavoice data and learning progress.
e Instructor (R;) : Ca ss aggregated class performance data but not individual

voice data.

e Administrator : ges system configurations and user roles.
.(52)
d If R = Rg and Res = Self Data

Permis g cad Aggregate If R = R; and Res = Class Data (52)
Full Control IfR =R,
2 !:: AC evaluates the user as ‘A, and resource as 'Ar’ to generate dynamic
cCe cisions.
B®Policy Rule, Eq. (53)
ceSS (A, A,) = True If A,. Role = Instructor A A,. Type = Aggregate Data (53)

3 MFA: MFA enhances security by demanding users to provide multiple verification

e Permissj X,

factors.
The authentication process involves:

o Step 1: Password entry 'A,".



e Step 2: Biometric verification 'A,’ (e.g., Voiceprint/Fingerprint).
e Step 3: One-time code ‘A, sent to a registered device.

The authentication function ‘A,," is expressed as Eq. (54)

Am = (A NAp N A,) (54)

4  Audit Logging and Monitoring: All access attempts and actions are logged in secure

immutable audit trails.

Each log entry 'L,’, Eq. (55)

L, = (U;, A;,Res;, T;, Status ) (

Where,

U;~> The user
e A;~> The action,

e Res;>The resource
e T; > The timestamp ,
e Status indicates success or failure.

3. Experimental Set-up

Secure hardware, cutting-edge sg ptim network settings, and a controlled
testing environment are all components 0

VLS. This setup enables the 5G + WSN + A

earch setup for voice security applications in
o properly record, analyze, and secure audio
data while being reactive in real and maintaining compliance with privacy standards.

3.1. Hardware Configuratj

The setup of the h are es secure communication and distributed processing

s, edge nodes, and central servers. In order to collect voice

NVIDIA Tesla V100 GPUs, 128 GB of RAM, and a 4 TB NVMe SSD, is designed for
demanding Al training and FL aggregation and is assigned to model aggregation and high-level
data management.

3.2. Software Components



To implement voice capture, processing, and privacy measures, the system relies on a
collection of software tools and frameworks. Researchers use Python and various library
resources, such as SciPy for signal processing and Librosa for FE, to analyze audio signals.
Also, deploy TensorFlow 2.5 and PyTorch 1.9 for developing Machine Learning (ML), which
involves FL and Differential Privacy. The PySyft library, a network for encrypted processes
across multiple nodes, has been integrated into the SMPC. The encryption techniques

Elliptic Curve Cryptography (ECC) for safe key exchange and the PyCryptodome librg

AES-256 encryption. In order to guarantee continuous use and scalability, the mode
uses Flask for API development and Docker containers. System functionality @d f
be monitored in real-time with Grafana and Prometheus.
3.3 Network Parameters

The 5G + WSN + Al setup supports high-speed, low-EED com ication required for
real-time voice data processing. The network operates in the 3.5 le—ba ) frequency band,
with a bandwidth of 100 MHz, to store multiple users cgk data rate for uplink and

stopped at 20 ms. To ensure Quality of ice (QoS), network slicing is implemented,

reserving dedicated bandwidth for_voice data@affic. Adaptive bitrate control dynamically

adjusts data rates in response tofffary etwork congestion levels.

3.4 Testing Environment

(1) Ideal network conditions with minimal EED and no PLR,

(2) Congested network conditions with 10% PLR and 100 ms EED

(3) Edge node failure scenarios to evaluate system robustness and failover mechanisms.
The primary performance measures, such as EED, NT, PLR, and voice processing

accuracy, are monitored in real-time using specialized tools. The primary aim of security

evaluation is to assess the value of secure user data mechanisms, such as encryption,



anonymization, and access control. To ensure the network continues to function correctly and
securely under various use cases, results have been recorded and analyzed for changes in
network parameters.
3.5 Metrics and Baseline

Several metrics are provided to evaluate the proposed 5G + WSN + Al for secure VLS,
focusing on efficiency, security, and performance. Integrated with these metrics are featu

like precision, computational speed, security reliability, and network performance.

Additionally, baseline models are developed to provide comparative a @w
highlight the advantages of the proposed system.
i) Metrics @

e WER: The WER quantifies the transcription accuracy ﬁe
It is calculated as Eq. (56).

1 Accuracy Metrics: These metrics assess the network's aB3 pture and process

voice data for VLS responsibilities accurately.

WER = 225 (56)
Where,

e S The number of substituti

e D-> The number of deletions

e [ The number of i ns

e N-> The sum of ciieference transcript.

2. FEA: This metric eWguates ccuracy of voice FE (MFCC, diameter, and energy) to
data from g, sors. The ratio of authentic FE is the standard deviation of

accurac

ormance Metrics: These metrics assess the efficiency of the 5G + WSN
ndling voice data transmission.
he round-trip time for voice data to travel from the user device to the edge

ode and back. Measured in milliseconds (), it should be minimized for real-time

feedback, Eq. (57)

Transmission T TProcessing (57)
e NT: The rate at which voice data is successfully transmitted by the network,
measured in bits per second (bps).

e PLR: The percentage of packets lost during transmission, computed as Eq. (58).



PLR = Number of Lost Packets % 100% ( 5 8)

Total Packets Sent

4. Computational Efficiency Metrics: These metrics evaluate the system's ability to
process voice data efficiently and promptly.
e Processing Time (PT): The time reserved to process a single voice input, including
feature extraction and encryption.

e Edge Node Utilization (ENU): The percentage of computational resources used

edge nodes during processing, Eq. (59)
__ Active Processing Time 0
ENU = Total Available Time x 100% (59)

4  Security Metrics: These metrics measure the effectiveness of 48 rive@echanisms.
@ incu due to

0)

EO — encrypted _Tunencrypted % 100% ,
Tunencrypted
e Privacy Leakage Rate: The probability of r@xe original voice data from

&ercen‘cage of unauthorized access

ystem.

e Encryption Overhead (EO): The additional proce

encryption, expressed as Eq. (60)
T

anonymized or encrypted data.

attempts successfully blocked

ii) Baseline Models

The proposed 5G + WSN + evaluated against four baseline models to highlight its
advantages in security, priv ance.
e The SVPS uses traditNg@al v capture and processing without encryption, FL, or

nerable to data breaches. It serves as a benchmark for

ancing privacy.

The\@RPS applies differential privacy during training but lacks FL and SMPC, thereby

g accuracy degradation and data exposure. It helps evaluate the combined

fectiveness of FL and differential privacy.

e The GACS implements basic RBAC without MFA or real-time monitoring, making it
susceptible to unauthorized access. It benchmarks the robustness of the proposed access

control mechanisms.



e These models provide a comparative model to prove the proposed 5G + WSN +AlI
superiority in secure, privacy-preserving voice processing.
4. Results and Analysis
The WER comparison (Figure 2) across different numbers of voice samples illustrates
the superior performance of the proposed model over baseline models, including SVPS,
CBCM, BDPS, and GACS. Maintaining values between 0.0598 and 0.0802, the recommen

approach sustains the lowest WER as the sum of voice recordings increases from 10 to 200.

the test set size increases, the model continues to capture and process voice data, de

its resilience accurately.

Word Error Rate (WER) Comp
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Figure 2: WER Comparison
tra\W, the SVPS exhibits higher and more variable WER, ranging from 0.1359 to
e to the lack of privacy-preserving methods and optimized processing. The CBCM
oderate performance, with WER values ranging from 0.1100 to 0.1390, indicating
pact of network EED and centralized data processing on accuracy.
The BDPS maintains WER values between 0.1041 and 0.1263, indicating that while
differential privacy protects data, the added noise affects accuracy, especially with larger

sample sizes.



The GACS follows a similar trend, with WER values ranging from 0.1296 to 0.1507,
highlighting the limitations of traditional access control mechanisms without advanced

optimization methods.

Feature Extraction Accuracy (FEA) Comparison
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The FEA comparison (Fi 3) across varying numbers of processed voice segments
demonstrates the superior p the proposed 5G + WSN + Al over the baseline

models, including SVPS! CM S, and GACS. The proposed 5G + WSN + Al

consistently maintaig ranging between 0.9224 and 0.9403, signifying its ability to

accurately predict F bice data, even as the number of processed segments increases
from 5 Mcates that the advanced proposed 5G + WSN + Al ensures robust
perfo ility.
the SVPS challenges lower FEA values, ranging from 0.7269 to 0.7724,
ue to M@alack of optimization and privacy-preserving mechanisms.
e CBCM shows moderate accuracy, ranging from 0.7773 to 0.8248, but is delayed
ntralized processing constraints and latency, which impede the timely extraction of
accurate features.

The BDPS achieves slightly better accuracy, ranging from 0.8288 to 0.8598, but the

addition of noise for privacy protection slightly degrades feature quality.



The GACS maintains FEA between 0.7692 and 0.7885, reflecting the limitations of

traditional access control systems without advanced optimization methods.

Latency vs Network Load (Concurrent Users) Comparison
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Figure 4: EED vs Ne

The comparison of EED (Figure 4) ac

of the proposed 5G + WSN + andling concurrent users compared to baseline models
such as SVPS, CBCM, BD ACE. As the number of concurrent users increases from
10 to 500, the proposed 5 WS I maintains a significantly lower EED, ranging from

effectiveness of edge-based processing and optimized 5G

CBCM exhibits the highest EED, ranging from 53.74 to 87.56 ms. This is due to

CcC

d data processing and the inherent network congestion that arises when handling large

n ers of concurrent users, making it unsuitable for real-time applications.
The BDPS maintains moderate EED, ranging from 26.57 to 53.08 ms. The privacy-
preserving noise addition and centralized processing contribute to these EEDs, which increase

significantly as the number of users increases.



The GACS also suffers from high EED, varying between 41.37 and 62.89 ms, primarily
due to the lack of optimization in managing large-scale user loads and the reliance on basic

access control mechanisms.

Throughput vs Network Load (Concurrent Users) Comparison
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Figure 5: NT vs Concurrent Users)
The comparison of NT re 5) across different NL levels (i.e., the number of
concurrent users) highlights ess of the proposed 5G + WSN + Al in maintaining

high data transmission ra nder casing user demand. The proposed 5G + WSN + Al

consistently achievg oW N'T, starting at 97.57 Mbps with 10 concurrent users and

gradually decreasin} IMbps with 500 users. This performance proves the effectiveness

of the

p d
edge-dPd essing, enabling it to manage higher loads without significant degradation in
NT:

ontrast, the SVPS begins with an NT of 67.38 Mbps at 10 users but drops sharply

to bps at 500 users. This decline is attributed to the lack of optimization in handling
rrent connections and traditional processing methods, resulting in network congestion.
The CBCM expressions the poorest performance, with NT starting at 50.30 Mbps and

plummeting to 12.03 Mbps as the network load increases. The centralized nature of this
proposed 5G + WSN + Al generates bottlenecks and EED, making it unsuitable for real-time

applications with high user demand.



The BDPS maintains practical NT, beginning at 73.04 Mbps and decreasing to 43.01
Mbps. The privacy-preserving noise addition and EO donate to the decline of NT as the number
of users increases.

The GACS exhibits NT values starting at 67.15 Mbps and falling to 32.79 Mbps with
500 users, reflecting the limitations of traditional access control mechanisms and a lack of
optimization for large-scale concurrent processing.

Packet Loss Rate (PLR) vs Network Load (Concurrent Users) Comparison
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The comparison of B ferent NL (Figure 6) loads highlights the resilience
and efficiency of the prop + Al in maintaining data integrity as the number of

oposed 5G + WSN + Al consistently achieves the lowest

er loads.
ontrast, the SVPS experiences higher PLR values, ranging from 1.17% to 1.42%,
the inefficiencies in traditional processing networks, which lack optimization for
rrent connections.

The CBCM exhibits the highest PLR, starting at 1.86% and reaching 2.00% as the load
increases. The centralized nature of this model creates significant bottlenecks and network

congestion, resulting in higher PLR and making it unsuitable for real-time applications.



The BDPS maintains moderate PLR values, ranging from 0.84% to 1.11%. The added
encryption and noise for privacy protection contribute to slight PLR, particularly as the number
of concurrent users increases.

The GACS also consistently shows high PLR values, fluctuating between 1.33% and
1.75%, which reflects the limitations of traditional access control mechanisms and the lack of

efficient load-balancing methods.

Encryption Overhead (EO) vs Data Size Comparison
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The comparison o acro erent data sizes (Figure 7) proves the efficiency of the

imizing the additional computational burden associated with

P - WSN + Al consistently achieves the lowest EO, ranging
even as data sizes increase from 1 to 100 MB. This efficiency is
ption methods, such as lightweight AES-256 implementations and

ased processing, which minimize processing EED while maintaining

contrast, the SVPS shows the highest EO, ranging from 5.13% to 5.94%. The lack
timization and reliance on conventional encryption methods result in significant
computational costs, particularly as data sizes increase.

The CBCM exhibits moderate overhead values, ranging from 4.35% to 4.93%. The
centralized encryption processes incur EED due to data transmission and processing

bottlenecks, resulting in higher EO compared to the proposed 5G + WSN + Al.



The BDPS achieves EO values between 3.10% and 3.92%. The additional noise
injection for privacy preservation contributes to a moderate increase in processing EED,
particularly for larger data sizes.

The GACS shows an increase in EO from 4.52% to 5.19%, reflecting the inefficiencies
of basic access control mechanisms combined with standard encryption methods.

Privacy Leakage Rate (PLR) vs Number of Adversarial Attacks Comparison
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Figure 8: Privacy Leakage Rate (
The comparison of PrL ycure 8) acloss variable numbers of adversarial attacks

highlights the robustness oft d 5G + WSN + Al in maintaining data privacy,
outperforming the baseli odelsg S, CBCM, BDPS, and GACS. The proposed model

consistently achieve LR, with values ranging between 0.74% and 1.24%, even as
the number of adve cks increases from 1 to 50. This proves the effectiveness of the
K1's privacy-preserving mechanisms, including FL, SMPC, and

, in safeguarding sensitive data against privacy attacks.

The CBCM exhibits moderate PLR, with values ranging from 7.28% to 10.44%. The
centralized processing of data increases the risk of privacy breaches, particularly as the number

of adversarial attacks increases.



The BDPS performs better than SVPS and CBCM, with PLR ranging from 6.81% to
7.68%. The differential privacy methods add noise to secure data, but this method offers limited
resilience against higher numbers of attacks.

The GACS shows PLR values between 8.55% and 11.17%, reflecting the vulnerabilities
of basic access control mechanisms, which lack advanced privacy-preserving measures.

5. Conclusion and Future Work

This study presents a comprehensive network to enhance the performance and secur

of VLS by integrating 5G + WSN + Al. The model provides the efficient and secu

of sensitive voice data through the integration of FL, SMPC, and dynamic @cr

T at a high level, it works
learning. The method's
is reinforced by its minimal PLR and

ount oTBttackers, the network maintained a

low PrLR, proving its resilience. This addresses the immediate demand for VLS

applications that are secure, have low EED, 2 perform highly. In addition to increasing

security, scalability and real-ti ility are ensured by integrating 5G + WSN + Al-
driven privacy methods. Tg@be findj ad to the method for more trustworthy and fetching
online learning by prausel bstantial proof for the application of secure VLS in virtual
classrooms.

re may explore the merits of integrating additional privacy-

developing the application of this model to include other domains in
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