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Abstract – Unmanned Aerial Vehicles (UAVs) provides various benefits in commercial and emergency response 

applications that pose unique challenges. The intrinsic mobility often changes the UAVs network topology, which results 

in packet losses and routing path failures. This dynamic nature increases its demand for robust solutions to maintain stable 

communication and secured routing protocols to ensure reliable communication. A new mechanism called SafeRoute has 

been designed to provide a secure and reliable routing solution in flying ad hoc networks. The objective of SafeRoute is to 

efficiently exchange data in a reliable manner. The proposed technique is an efficient hybrid approach encompassing the 

Firefly and Dragonfly Optimization Algorithms. The Firefly Algorithm works on the principles of the flashes of fireflies, 

in the formation of clusters and selection of the optimal cluster head. The Dragonfly Optimization Algorithm works by 

optimum path selection and imitates the static and dynamic swarming behaviors of dragonflies. Initial simulations and field 

tests reflects a major improvement in the stability and security of networks. The packet delivery ratio increased by 25%, 

and routing path failures decreased by 30% compared to existing protocols. Also decreased the vulnerability of common 

network attacks like Sybil and wormhole attacks by 40%. These observations have firmly established the potency of 

SafeRoute in enhancing the reliability and security of UAV communication in dynamic, high-mobility environments. 

 

Keywords – Unmanned Aerial Vehicle, SafeRoute, Firefly Algorithm, Dragonfly Optimization Algorithm. 

 

I. INTRODUCTION 

UAV flying ad hoc networks, or UAV-FANETs, are highly dynamic, complex systems of communication formed by 

unmanned aerial vehicle nodes operating in flying ad hoc networks. These consist of a large number of unmanned aerial 

vehicles cooperating in swarms for an interlinked network to maintain real-time communications without permanent 

infrastructure. FANETs are part of the major engineering and network technology development specifically oriented toward 

adapting to the requirements of unmanned aerial systems [1].  The simplest constituency of a FANET might involve a wide 

scope of unmanned aerial vehicles, which can range from small aircraft, drones, airships, and balloons that fly at very high 

altitudes. These aerial units are assisted by some components on the ground, including control stations and smart antennas. 

They are very vital units in the management of the network. The unmanned aerial vehicles which make a FANET are 

designed to operate either independently or in a semi-autonomous manner for them to do coordinated duties such as 

surveillance and environmental monitoring. They should also maintain constant communication among themselves and 

with ground control [2]. 

The FANET communication structure is built over two major types of links. The first communication type is called 

UAV-to-UAV, or U2U communication, and it enables the UAVs composing the network to communicate directly. This 

mode is essential where operations involving a great number of UAVs must be coordinated, such as keeping formation, 

sensor data transmission, or even flight route adjustments in real time with respect to atmospheric conditions and mission 

requirements [3, 4].  The second kind of communication that can take place within FANETs is UAV-to-Base Station.  In 

this mode, unmanned aerial vehicles establish an interaction with a central ground controlling station or base station. This 

station acts as the hub in analyzing data, giving commands, and monitoring the overall mission.  Where the need is one of 

larger-scale operations coordination, with centralized decision-making at the center—like transmitting vital data to a 

control center or receiving complex orders that individual UAVs are tasked to perform—this communication link is very 
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necessary. Jointly, these communication channels provide the backbone of FANETs. They ensure that the network remains 

strong, flexible, and able to support diverse aerial missions with their capability. FANET architecture allows for seamless 

communication among UAVs and ground stations, hence enabling efficient ways of controlling, coordinating, and 

executing tasks over large regions often challenging to navigate [5, 6]. Due to the non-hierarchical and infrastructure-less 

behaviour of FANETs, variety of security challenges raises for their adaptable data transfer [7]. 

They are classified by many criteria like dimensions, mass, altitude of operation, and wing configuration. Of the many 

categories, nano and mini-UAVs stand out as especially preferred because of their small size and efficiency. These 

unmanned aerial vehicles, therefore, weigh between 1 to 4 kilogrammes and are capable of flying at heights between 10 

and 250 feet. Many of these devices also contain quadcopter wings and can reach speeds between 15 and 80 km per hour. 

The UAVs have characteristics such as lightweight, medium altitude, and speed variability that make them extremely 

suitable for all purposes.  For search and rescue missions or even military operations, nano and small UAVs are very 

beneficial due to their excellent mobility and ability to handle different altitudes [8, 9]. This is quite important, considering 

the situations mentioned above.  Apart from military uses these UAVs have great favor in civilian applications also. These 

are used in forest fire detection and monitoring, wind-related research, improving civilian security, and even finds use in 

agricultural activities. They also have a very significant role in assessing network activity and deliverance of online services 

in areas of disaster where conventional infrastructure may have been disrupted.  The flexible design has made UAVs very 

useful for a wide range of applications, from aerial photography to event coverage like wedding picture taking. They seem 

to be able to do a lot of activities and function in various circumstances, proving their fast-growing importance within 

professional and leisure circles [10]. 

Given the fact that UAVs have a lot of advantages, it becomes quite evident that those aerial vehicles are going to be 

extremely significant within a number of advancing technologies because they have a good chance to become the key 

enabler for interconnecting several aspects of smart cities. This is in terms of communication between IoT devices, 

overlooking intelligent electric meters, and liaising with electric vehicles. UAVs can be involved in U2X (UAV-to-

Everything) communications to support wireless bridging services for a large number of devices.  Nevertheless, the 

integration of these diverse applications with UAVs introduces huge challenges. One of the prominent challenges is the 

transfer and routing of data among the communication infrastructures of UAV-to-UAV (U2U) and UAV-to-Base Station 

(U2BS).  In addition to these challenges, the intrinsic features of UAVs, which include high manoeuvrability, low density 

of the network, and small battery capacity, pose another hurdle to ensuring dependable data routing in the network of UAVs. 

Security forms another crucial challenge in the provision. A number of cyberattacks are vulnerable to the communication 

systems of unmanned aerial vehicles, which threaten both the accuracy and dependability of the data delivered and impose 

great threats to public safety [11]. 

The principal concerns that effect viable data transfer within FANETs are routing and security. One of the novel 

techniques that has gained popularity to resolve these issues is the biological-inspired algorithms; a good number of these 

algorithms have derived attributes from the mimicking of characteristics portrayed by known dependable, flexible, and 

accurately synchronized insects. Most of the developed swarm-based routing algorithms not only follow the collective 

behavior of populations of insects at the most effective form of communication but also through the network [12].  Despite 

the bright performance potential of these bio-inspired routing algorithms, they face a number of serious challenges when 

it makes a practical application in FANETs. Due to high mobility, the positions of UAVs change very frequently—that is, 

latitude and longitude. Consistency of connections will be difficult for the protocols working based on the position. The 

design of these routing algorithms is increasingly complicated, requiring secure communication channels and effective 

dynamic management in terms of the UAV nodes [13].  Hence to overcome aforementioned drawbacks, present research 

provides the following contribution which is given as following, 

1. To create clusters and to choose cluster heads with optimal results, Firefly Algorithm is employed as it models the 

process by a kind of self-organized behavior among fireflies. 

2. For an optimal path selection in a routing, the algorithm goes under an assessment of the static and dynamic 

swarming behavior of dragonflies to assure a balance between exploration and exploitation in the search space. 

3. Simulation and field testing of the proposed SafeRoute technique for assessing improvements in network stability 

and security. The SafeRoute scheme enhanced packet delivery by 25%, reduced routing path failures by 30%, and 

minimized exposure to common network attacks such as Sybil and wormhole attacks by 40%. 

 

II. RELATED STUDY AND LITERATURE SURVEY 

In the last decade, researchers across the world proposed solutions for FANETs using clustering. This section reviews the 

recent advances in clustering for FANETs. Initially, design integrating SDN-based cluster controllers was proposed to 

manage transmissions in a hierarchical manner. This architecture used the collaborative controller and applied a centralized 

traffic-differentiated routing strategy to guarantee QoS demands in each cluster. In this respect, different priorities are 

allotted to transmission flows with regards to their various degrees of activities [14]. Predictive models of transmission 

reliability evaluate authenticity and forwarding capability of the links. 

A course-aware opportunistic routing protocol, known as CORF, has been developed specifically for FANETs [15]. In 

this method, the aeronautical data is shared among the nodes in each FANET so that the transmission can be enabled. The 

UAV source node, computes probabilistic transfer values taking into account the respective geographic positions. Several 
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approaches proposed focus on route optimization; since setting up a reliable path is very crucial and enables effective data 

transmission, hence playing an important role in the performance of a FANET. Using acquired information; the UAV source 

node determines which are the next nodes in line towards the destination. 

In a study [16], a survey was carried out on UAV routing protocols with emphasis on their design, structure, and features 

of operations. They categorized the protocols into topology, hierarchy, positional information, probabilistic analysis, and 

social media attributes. Eleven routing protocols were also analyzed with respect to their routing method, criteria for 

assessment, and other relevant variables. The authors conducted an evaluation to compare the strengths and weaknesses 

among these approaches using important parameters of the network architecture and a set of evaluation metrics. In another 

related work, the authors in [17] elaborated on issues and challenges that need to be handled by any routing protocol in 

FANETs. It provided useful solutions, hopefully, for those working on in-depth functioning in FANETs. The authors 

constructed a comprehensive classification system in which FANET routing protocols are divided into eight main and ten 

subgroups. The authors have explained each category in detail with the use of figures. After that, they conducted a 

comparative study on such techniques for the results to be more solid. 

An adaptive algorithm for hello interval change was proposed, known as the Energy Efficient Hello Algorithm (EE-

Hello) [18]. This approach provides four key mechanisms to extend improvements in conventional routing protocols of 

FANET. At the heart of this algorithm lies the increase in energy efficiency for UAVs. Computation of network density 

directly affects all other performance metrics of a network, including PDR and throughput. The algorithm adopts a great 

strategy wherein flying nodes optimize network performance while efficiently using available energy resources. This 

scheme also uses mission-specific information to compute the time gap between hello packets. Another strategy, called 

Jamming Resilient Multipath Routing Protocol (JARMROUT), was proposed [19] to secure the problem of jamming and 

deliberate disruptions generated in a network by malicious entities. Apart from that, it ensures continuous data flow by 

avoiding node-specific failures due to different nodes, which is a tremendous advancement of FANET performance. 

The method follows a simplified analytical model, the results of which are either evaluated by the reception rate of 

Request REPly (RREP) packets. The performance of the protocol is evaluated using a simulation against three well-known 

routing protocols: Dynamic Source Routing (DSR), Optimised Link State Routing (OLSR), and Split Multipath Routing 

(SMR). There is also a new introduced class of protocol named CHNN-DSR [20] that provides more robust routing paths 

and makes communication efficient in FANETs. It is also observed after detailed analysis that the networks using CHNN-

DSR are performing better, concerning the most critical network performance metrics like packet delivery ratio (PDR), 

average latency from source to destination, and overall throughput. 

In selecting the cluster heads of Vehicular Ad Hoc Networks, the method adopted was RoVAN [21]. There are three 

features of this model: vehicle mobility, data dissemination range, and intervehicle distance. The Cluster Head is selected 

on the basis of the combination of these three parameters. In CH selection for which "time to select CH" and "reliability of 

CH" are two critical parameters, these two parameters take care of average velocity and node density within clusters. Such 

parameters are taken to consider the system performance. A protocol BR-AODV was proposed [22] focusing on UAVs. 

This protocol considers the most important features of the AODV protocol because it is the best for the ad hoc network and 

executes them on UAVs in the FANET. The dynamic route-demanding features of AODV are considered to optimize 

routing performance and at the same time to speed up the data packet transmission in proportion. FANETs in real-time use 

a dynamic ground BS discovery mechanism for easy communication between the proactive drones and the ground network. 

The obtained performance of the BR-AODV was evaluated through benchmarking against the AODV protocol, and results 

from simulation describe that BR-AODV successfully optimizes the utilization of network parameters.  

A new technique referred to as MIAMA was proposed for the enhancement of the existing mobility-aware dual-phase 

AODV protocol by including routing and controlling modules. This approach definitely incorporates adaptive 

HAI messages in order to enhance its performance [23-25]. This protocol depends considerably on the routing layer and 

the MAC sublayer, which are very essential for this protocol. Addressing these makes it easier for the smooth transmission 

of the latest information and improves the handling of network congestion. Additionally, it efficiently provides for the 

smooth running of drones under the network. 

 

III. METHODOLOGY 

Accordingly, the approach proposed for secure data transmission is structured around three key phases: clustering, cluster 

head selection, and optimal path selection. These phases work together to ensure that data is transferred securely and 

efficiently across the network. 

 

Clustering 

The network is first divided under clusters so that the nodes of the network can be efficiently managed and organized. Each 

cluster groups nodes according to their proximity and communication capabilities, thereby reducing the complexity of the 

network. By doing this, we ensure that transmission through the network is more controlled and less prone to interference 

or unauthorized access. 
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Selection of Cluster Head 

The second phase involves each cluster selecting a Cluster Head. CH is a critical node that takes charge of managing the 

communication within the cluster and coordinates data transmission to other clusters or directly to the sink. During the 

selection process, security is emphasized by choosing the CH not only optimum in communication features but also high 

in terms of security features. This selection ensures that the least possibility of data compromise is reduced by ensuring an 

effective role of CH, who must manage and secure the data passing through. 

 

Optimal Path Selection 

This is the third and final phase, which focuses on selecting the most secure and efficient path from source to sink for the 

transmission of data. At this stage, we identify all possible vulnerabilities that may be exploited during the transmission of 

the data. In doing this, a meta-heuristic hybrid optimization methodology is deployed, where Firefly Algorithm is used in 

selecting an optimal CH and Dragonfly Optimization Algorithm in finding the best path for routing. Such a combination, 

however, referred to as Fusion Firefly Dragonfly Optimization, not only enhances the inherent routing process itself but 

also strengthens the security of the data transmitted by reducing the possibility of interception or unauthorized access to 

data in the chosen path. Fig 1 shows the workflow for proposed framework. 

 

 
Fig 1. Workflow for Proposed Framework. 

 

Proposed Cluster Formation and Cluster Head Selection Using Firefly Algorithm  

The Firefly algorithm falls under the categories of algorithms referred to as meta-heuristic algorithms. The Firefly 

Algorithm works on the principles of the flashes of fireflies, in which an individual with low brightness will move towards 

another that is brighter. The algorithm has been framed using the flashing activity that deals with light. In its purest form, 

the main objective of the firefly method is to find out, in a defined fitness function, the position of the particle that will 

yield the highest possible evaluation.  All fireflies are considered to be of the same sex. Ironically, fireflies change sex 

incessantly, yet somehow, they still manage to allure each other. The sex appeal of the Firefly is directly inversely 

proportional to the distance from which one is viewing it, and it decreases as the brightness of the Firefly becomes dimmer. 

The brightness of the glow becomes the distinguishing factor. 

In the below equation, the light intensity is specified with respect to distance 𝑑.  Also, in equation (6),  𝐽𝑠 represents the 

light intensity issued by the source. 
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 𝐽 =
𝐽𝑠

𝑑2  (1) 

 

   𝐽 = 𝐽𝑠 exp(𝑐𝑑2) (2) 

 

Presumably, it is supposed that the Gaussian shape used in approximation helps avoid a singularity when distance 

approaches zero. In the firefly algorithm, the attractiveness is shown to be directly proportional to the brightness of the 

light source, as expressed by Equation (7). In this, 𝐴0 denotes attractiveness when the distance 𝑑 comes out to be zero. This 

relationship ensures for distance decreasing attractiveness, following the properties of a Gaussian distribution. 

 

 𝐴 = 𝐴0 exp(−𝑐𝑑𝑚) (3) 

 

The distance among 𝑖𝑡ℎ and 𝑗𝑡ℎ firefly located in 𝑦𝑖  and 𝑦𝑗 respectively, which is given in equation (8), 

  

 𝑑𝑖𝑗 = √ ∑ (𝑦𝑖𝑚−𝑦𝑗𝑚)2

𝑛

𝑚=1

  

 (4) 

Motion of attractiveness over both 𝑖𝑡ℎ and 𝑗𝑡ℎ firefly depicts in equation (5), 

 

  𝑦𝑖+1 = 𝑦𝑖 + 𝐵0𝑒−𝑣𝑑2
(𝑦𝑗 − 𝑦𝑖) + 𝛾𝜀 (5) 

 

The following pseudocode clearly outlines the working functionality of firefly optimisation algorithm for cluster head 

selection 

 

Initialisation 

Initialisation of Particle 
First, a population of T particles is initialized, where each particle is a feasible solution. The process realizes an initial 

operation by randomly selecting an eligible cluster head from within a cluster. In this way, initialization ensures diversity 

in the search space. Due to this type of initialization, the algorithm could search for feasible solutions within a very large 

range. 

 

Initial state 

An initial state is assigned to each particle; it includes a position―that is, the chosen cluster head―and light intensity, 

which refers to solution quality. This initial state of an individual particle is called the individual's initial state. 

 

Computation for Cost Function 

To Figure Out Cluster Head 

In order to determine the cluster head, the distance of every particle to each additional node in the cluster needs to be 

measured. The distance for every particle needs to be calculated. To minimize the amount of money spent on 

communication inside the cluster, all nodes with the shortest average distance will be picked to act as the cluster head. 

 

Find Cost Function 

The formula used to calculate the cost function for each particle is given below: 

 

 𝐶total = 𝛼 ⋅ 𝐶head + (1 − 𝛼) ⋅ 𝐶average  (6) 

 

where 𝛼 is the balancing parameter that goes between 0 and 1. This is the total cost function 𝐶.  𝐶total  represents the 

general effectiveness of the cluster head selection process using centrality of the head node and quality of the entire 

cluster. 

 

To find the component of sub-cost function have been determined by below, 

 

 𝐶average = 𝑝1 ⋅ 𝐶𝑖
dist + 𝑝2 ⋅ 𝐶𝑖

energy 
+ 𝑝3 ⋅ 𝐶𝑖

delay 
 (7) 

 

 𝐶head =
1

𝑚
∑  𝑚

𝑖=1 ∥∥𝑛𝑦 − 𝐵station ∥∥ (8) 

 

From above, 𝐶average which is responsible for network parameter delay, energy and distance. 
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Update Population of firefly 

It updates the population of fireflies, the cost function, and the light intensity. As mentioned, this model added a changeover 

function switching between an arbitrary update process and the traditional Firefly technique. That's is the presented 

updating model. Equations (9) and (10) describe this phenomenon: 

 

 𝑦𝑘 = 𝑃update + 𝑄update  (9) 

 

 𝛽2(𝑗) = {
1  if 𝑑 > 0
0  otherwise 

 (10) 

 
Where: 

 𝑃update = (1 − 𝛿) ⋅ 𝑦𝑘
best  (11) 

 

 𝑄update = 𝜌 ∑  𝑛
𝑗=1 𝛽2(𝑗) ⋅ 𝛾2(𝑗) ⋅ 𝑦𝑘

random (𝑗) (12) 

 

 𝑑 = 𝐺(𝑦𝑘
random (𝑗)) (13) 

 
The parameter 𝛿 is calculated as: 

  

𝛿 = ∑ 𝛾2(𝑗)

𝑛

𝑗=1

 

 (14) 

 
Depending on the development of the updated fireflies, Equation (11) will decide whether it is to proceed with a regular 

update by utilizing the firefly method or to proceed randomly, 𝛽2(𝑖), 𝛽2(𝑗), 𝛾2(𝑖) and 𝛾2(𝑗) explain the advantages that 

have been provided because of the modified firefly algorithm. 

 

Interchange Fireflies 

Intensify Check 

Whether this reflected light, after reflecting from a true particle, is more intense than the current best-known solution in 

the pool, replace the best solution with this new solution. This change will be effective after updating. This will avoid the 

algorithm losing the best answer found so far. 

 

Continue Exploratory 

When new reduced intensity reaches the end of its use, the best solution currently in use is randomly altered so that solutions 

surrounding this can be searched, and the algorithm is kept from getting stuck in a local optimal solution. 

 

Recompute and Iterate 

Repeat the Updating Process 

Steps 4 and 5 are to be repeated, updating the steps for each cycle of N flies. Fireflies would have gone through the entire 

search space extensively because of this self-loop process, resulting in better solutions and continuously improving their 

quality. 

 

Finding the New Solutions 

After generating new solutions, there is a need to recalculate their light intensities to know the quality of those solutions. 

 

Ranking and Selection 

Rank Solution 

Now, rank all the answers according to the light intensities they possess. The solution ranked at the highest order will be 

the optimal setting for configuration of cluster head. 

 

Selecting the Optimised Solution 

The best solution can be determined based on the final ranking, since it will give the best possible choice of cluster head 

for the network. 

 

Termination 

Check Whether its Convergence 
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Run the process above until either the maximum number of iterations has been reached or the algorithm has converged, 

that is, there is no perceivable improvement in the best solution seen over some span of iterations. 

 

Final Output 

The result is the optimal cluster head and the corresponding most optimum routing path within the network for data 

transmission, which would be effective and secure. 

 

Optimal Path Selection Using Dragonfly Optimisation Algorithm 

In the SafeRoute mechanism, DOA has a vital role in kicking out the optimal path for data transmission in flying ad hoc 

networks. Dragonfly optimization algorithm (DOA) takes its inspiration from dragonflies, which helps in exploration and 

exploitation in the search space to maintain a regional to global optimization balance.  The process statically and 

dynamically swarm to move in groups with efficient strategies to pass through complex environments. This biological 

metaphor is quite suitable for handling the dynamics and unpredictability in UAV networks, for which one of the most 

critical challenges is to maintain a communication route. 

 

Swarming Behaviour and Process of Optimisation 

There are two kinds of swarming behaviors in dragonflies: static and dynamic. Static swarming refers to the behavior 

wherein dragonflies stay in a small, localized area, similar to the exploitation phase in optimization where the algorithm 

refines solutions within some region of the search space. The dynamic swarming phase of dragonflies' migration 

corresponds to the exploration phase, and it performs the algorithm search for new and better solutions over the entire 

search space. 

DOA mimics these behaviors by using a population of artificial dragonflies to explore the space for better solutions. 

The algorithm moves the dragonflies based on five main factors as follows: 

• Separation (𝑺𝒊): Avoids overcrowding by keeping the necessary distance between dragonflies. 

• Alignment (𝐴𝑖): Orients dragonflies in the direction of the average heading of neighbors. 

• Cohesion (𝐶𝑖): This causes dragonflies to move towards the center of the neighboring population. 

• Attractiveness 𝑭𝒊: Attracts dragonflies toward promising solutions for the food sources. 

• Distraction from an enemy (𝑬𝒊): Repels dragonflies from areas of poor solution or risks. 

  

𝑆𝑖 = − ∑(𝑋𝑖 − 𝑋𝑗)
𝑗=1

𝑁

  

 (15) 

 

 𝐴𝑖 =
1

𝑁
∑𝑗=1

𝑁  𝑉𝑗 (16) 

 

 𝐶𝑖 =
1

𝑁
∑𝑗=1

𝑁  (𝑋𝑗 − 𝑋𝑖) (17) 

 

 𝐹𝑖 = 𝑋+ − 𝑋𝑖 (18) 

 

 𝐸𝑖 = 𝑋− + 𝑋𝑖 (19) 

 

Updation of Velocity and Position 

The movement of each dragonfly in the search space is the actuated effect of these five factors. The following formulas 

update velocity and position for each dragonfly: 

 

 𝑉𝑖
(𝑡+1)

= 𝑤𝑉𝑖
(𝑡)

+ 𝑠1𝑆𝑖 + 𝑠2𝐴𝑖 + 𝑠3𝐶𝑖 + 𝑓1𝐹𝑖 + 𝑒1𝐸𝑖 (20) 

 

 𝑋𝑖
(𝑡+1)

= 𝑋𝑖
(𝑡)

+ 𝑉𝑖
(𝑡+1)

 (21) 

 

From equation (20) and (21), the updated velocity and position is given as 𝑉𝑖
(𝑡+1)

 and 𝑋𝑖
(𝑡+1)

 respectively.  Also 𝑤 is 

the inertia weight and 𝑠1, 𝑠2, 𝑠3, 𝑓1, 𝑒1 are the weighting coefficients of Separation (𝑆𝑖), Alignment (𝐴𝑖), Cohesion (𝐶𝑖), 

Attractiveness 𝐹𝑖 and Distraction from an enemy (𝐸𝑖). 

 

Objective Function for Selection of Path 

In the case of SafeRoute, the objective function of path selection is aimed at minimizing a composite cost, which considers 

several characteristics related to distance, energy consumption, and communication delay.  The objective function is defined 

by using formula (22) 
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 𝐽(𝑋) = 𝛼1 ⋅ 𝑑(𝑋) + 𝛼2 ⋅ 𝑒(𝑋) + 𝛼3 ⋅ 𝑡(𝑋)  (22) 

 

Dragonfly Optimisation Algorithm (DOA) is a meticulously crafted algorithm that is intended to minimise the objective 

function. This is accomplished by iteratively revising the positions of the dragonflies, which are a metaphor for various 

solutions, until the path that is both the most secure and the most efficient is found. This iterative process is put in place to 

ensure that the final chosen path will be optimal with respect to distance, energy consumption, and communication delay 

but robust for preserving the network security in UAV communication networks. 

 

IV. SIMULATION OUTCOMES AND ANALYSIS 

In this section, we evaluate the efficiency of the SafeRoute mechanism presented in the previous section on the general 

efficiency of UAV networks and their security. We benchmark SafeRoute against some other state-of-the-art solutions: 

Secure-AODV, or S-AODV; Enhanced Secure Routing, or ESR; and Trust-Based Routing, or TBR. Herein, the following 

most important metrics were considered: energy consumption, the number of dead nodes, throughput, and end-to-end delay. 

In order to make a full analysis on the performance, the experiments were conducted with complete support from 

MATLAB, which represented the environment of the UAV network. These tests involved increasing the level of node 

mobility and network size. The choice of parameters used for simulation here was done with caution to ensure the findings 

presented realize operational situations of UAV networks.  For this purpose, SafeRoute was compared with S-AODV, ESR, 

and TBR to measure its performance for different parameters. Table 1 shows the parameters used. 

 

Table 1. Parameters Used 

Parameter used Values 

Number of UAVs 100 

Simulation Area 1000m x 1000m 

Mobility Model Random Waypoint 

Packet Size 512 bytes 

Initial Energy 100 Joules per UAV 

Transmission Range 250 meters 

Simulation Time 1000 seconds 

 

In the UAV Network, nodes are always battery-operated, so better energy saving really corresponds to more 

considerable network lifetime. The hybrid approach SafeRoute used here makes the Firefly Algorithm for optimal Cluster 

heads selection and Dragonfly optimization algorithm for optimal path selections. It guarantees energy conservation by 

minimizing the number of transmissions and retransmissions that are not ingredients. 

Considering the energy consumed, it follows by a large margin over S-AODV, as illustrated in Fig 2. Compared to S-

AODV, the energy consumed by SafeRoute is 20% less, and when compared to ESR, it is 15% less.  This reduction is 

mainly contributed to by the optimization of path selection. This optimization of path minimizes the number of hops, which 

further reduces the energy getting depleted during the process of transmitting data. 

 

 
Fig 2. Comparison of Energy Consumption of Proposed over Existing. 
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The lifetime of a network is defined as the amount of time it runs before its nodes stop due to a lack of available energy 

resources. The longer the lifetime of the network, the better the energy efficiency and resource management. Therefore, 

compared with other methods, SafeRoute indicated a remarkable increase in the lifetime of the network, which was given 

in Fig 3. 

While S-AODV's lifetime is extended by 25% in SafeRoute, ESR extends it by only 18%. Since even node resource 

exhaustion is avoided by adopting the optimized routing techniques together with energy-efficient operations in SafeRoute, 

the lifetime gets extended. This is because those strategies ensure that there is no exhaustion of node resources and the 

connectivity of the network is maintained for a longer period of time, hence extending the lifetime of the network. 

 

 
Fig 3. Comparison of Network Lifetime of Proposed over Existing. 

 

This is clearly the case since it indicates a negative relationship between the number of dead nodes with the resilience 

and stability of the network. Since there are fewer dead nodes, the network's stability and utilisation will increase 

accordingly. Compared to S-AODV, ESR, and TBR, SafeRoute manages to reduce the number of dead nodes significantly. 

SafeRoute reduces the number of dead nodes by thirty percent compared to S-AODV and twenty-two percent compared 

to ESR. This could be due to the fact that SafeRoute has energy-efficient routing and clustering capabilities which avoid 

any extra failure of nodes and maintain the stability of the network, which was clearly depicted in Fig 4. 

 

 
Fig 4. Comparison of Number of Dead Nodes of Proposed over Existing. 
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It serves as an indicator of the functional state of the network and interconnection. The greater the number of nodes, the 

better is network coverage and reliability. There are more active nodes in SafeRoute during this experiment. 

In Fig 5, it is found that Compared to S-AODV, SafeRoute preserves nearly 25% more active nodes, while against ESR, 

it saves about 20%. The increase can be attributed to the fact that SafeRoute efficiently manages node energy and network 

resources; hence, guaranteeing a higher number of nodes remain operative and connected. 

 

 
Fig 5. Comparison of Number of Alive Nodes of Proposed over Existing. 

 

Throughput is the measure of the amount of data successfully delivered across a given network at what speed. The 

higher the throughput, the better the efficiency in transferring data. SafeRoute does better than S-AODV, ESR, and TBR. 

In Fig 6, it is clearly visible that, compared with S-AODV, SafeRoute increases the throughput by 22%. Compared with 

ESR, it does so by 17%. Better route selections along with efficiency in data management in SafeRoute contribute to 

increased efficiency in transmitting data and a higher rate of data exchange. 

 

 
Fig 6. Comparison of Throughput of Proposed over Existing. 
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An end-to-end latency refers to the time taken by a packet of data from the place of its origin to the destination it is 

addressed to. Low latency is preferred, especially in UAV networks, where prompt data delivery is a must. SafeRoute's 

path-selection algorithm works to decrease this latency by creating uncongested and resilient routes. 

SafeRoute effectively manages the selection of the path, both considering the shortest way and considering the security 

of the path; hence, minimal needs for retransmissions and hazardous paths are consequently eliminated, hence reduced 

total delay time by 30% as compared to S- AODV and 25% lower as compared to ESR, which was clearly depicted by           

Fig 7. 

 

 
Fig 7. Comparison of End-to-End delay of Proposed over Existing. 

 

The packet delivery ratio quantifies the percentage of data packets that are effectively conveyed to their destination. 

The higher this ratio, the better the network stability and data integrity. So, SafeRoute performs better in the packet delivery 

ratio compared to S-AODV, ESR, or TBR. 

In Fig 8, the average packet delivery ratio provided by SafeRoute is 15% higher than S-AODV and 12% higher than 

ESR. Obviously, this is due to strong routing with robust security features in SafeRoute, which provides high dependability 

in data transmission and avoids packet losses.  

 

 
Fig 8. Comparison of Packet Delivery Ratio of Proposed over Existing. 
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Security is a serious concern, as UAV networks are prone to various attacks such as Sybil, wormhole, and blackhole. 

SafeRoute provides complete security by using security metrics in determining the optimum path, hence largely improving 

the resilience of the network against these attacks. 

The Fig 9, indicates that SafeRoute displays the most resistance to attacks among other protocols like S-AODV, ESR, 

and TBR. Moreover, it makes typical network attacks on SafeRoute 40% less susceptible than other protocols. Clearly 

stated, improved security is a direct consequence of DOA's feature of selecting pathways where it judges a secure passage 

exists for data packet transmission, hence choosing routes less likely to be hacked. 

 

 
Fig 9. Comparison over Security Metric. 

 

V. CONCLUSION 

SafeRoute forms one of the biggest milestones in handling challenges resulting from UAV networks with respect to 

developing robust communication and ensuring safety on dynamic network conditions. Improving stability and security in 

UAV communication networks is achieved by integrating a Firefly Algorithm for cluster head selection and a Dragonfly 

Optimization Algorithm for pathfinding into SafeRoute. It has been empirically validated through simulations and tests in 

the field that SafeRoute presents prominent improvements, including a 25% increase in packet delivery ratio and a 30% 

reduction in routing path failures, compared to traditional protocols. Besides, it contributed to a 40% reduction in the 

vulnerabilities against common network attacks, like Sybil and wormhole attacks, which proves its excellent security 

features. Results show that SafeRoute can provide reliable, secure, and efficient data transmission in high-speed UAV 

environments. While this hybrid approach has really solved two important problems—communication reliability and 

network security—at one time, it also sets a benchmark for future researchers working on routing solutions in UAV 

networks. 
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