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Abstract – Developing innovative methods to protect data transmitted over the Internet and stop unauthorized access to it 

is one of the most important challenges researchers encounter.  A new approach to image data encryption has been 

introduced in this research, which is based on the chaotic map and Whale Optimization Algorithm (WOA).  The encryption 

algorithm, which is entitled IEBCWOA, consists mainly of two phases: The first phase deals with shuffling the pixel 

positions by employing two keys for column and row permutation, respectively, generated by the Zaslavskii map, while 

the second phase deals with choosing the optimal substitution key by employing WOA and Zaslavskii Map. Several 

experiments have been carried out, and the results are compared to those of other researchers. The test findings indicated 

a satisfactory safety rate when compared to other existing techniques. 
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I. INTRODUCTION 

With the recent revolutions of smart devices and the massive expansion of communications technologies in the last two 

decades, security has become a pressing requirement in data storage and communications. Image security specifically 

requires an extra application layer solution to shield transmitted data from undesired leaks or alteration while in transit. To 

maintain anonymity between authorized users, picture encryption algorithms seek to transform a typical image into an 

unidentifiable format  [1,2]. The images contain high inter-pixel coherence features along with significant redundancy. 

Along with bulk data capacity, which makes traditional encryption standards inapplicable for image encryption as it is 

time-consuming with low encryption quality [3]. 

Numerous image encryption techniques, including ones based on DNA encryption, have recently been introduced in 

the literature  [4,5,6], in addition to chaotic maps and cellular automata techniques [7]. Most of these methods have 

computational complexity and high costs. 

At this time, optimization algorithms appeared to be the ideal solution in image encryption algorithms. PSO represents 

one of the standard optimization methods along with ACO and GA which are utilized for image encryption ([8][9] [10]). 

This work proposes the use of WOA and 2D chaotic map-based image encryption. In the approach, the Zaslavskii Map 

is used to generate column and row permutation keys, respectively. Then it is used to generate several initial substitution 

keys. Additionally, to find the ideal substitution key, the created initial substitution keys are then added to the WOA 

technique. The optimization aims to minimize the correlation of the image's neighboring pixels.  

This paper's remainder is arranged as follows: The basic ideas used in this paper have been presented in section 2. 

Although the performance measures are explained in section 3, the key generation and the proposed explanation in section 

4, The experimental results are discussed in section 5. Comparisons with different algorithms are provided in section 6, 

and the final section concludes. 

 

II. THEORETICAL BACKGROUND 

This section provides an overview of the fundamental concepts related to the proposed approach, including the Zaslavskii 

Map and the WOA, which play a crucial role in improving optimization efficiency in the proposed image encryption. 

Chaotic Map 

Chaotic maps have great features such as non-periodicity, sensitivity to key values and parameters, mixing property, 

random behavior, etc., which make them a good candidate for cryptographic operations, especially image encryption 

[11,12]. In this research, 2D Zaslavskii maps are examined among the different maps. 
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Zaslavskii Map 

It is a 2d chaotic map, defined as [13]: 

 

 𝑥𝑧𝑖 = (𝑥𝑧𝑖−1 + 𝛿(1 + 𝛼𝑦𝑧𝑖−1) + 𝛾𝛿 cos(2𝜋𝑥𝑧𝑖−1))𝑚𝑜𝑑 1 (1) 

 

 𝑦𝑧𝑖 = 𝑒−𝜏 (𝑦𝑧𝑖−1 +𝛾cos(2𝜋𝑥𝑧𝑖−1)  (2) 

 

Where xzi and yzi are the new generated chaotic values while xzi-1 and yzi-1 are current chaotic values, and (𝛾,𝛿,𝛼) 

are control parameters and e is exponentiation. This map evolve chaotically when 𝛿=12.6695,  𝛼 =9.1 and 𝛾=3.0. 

 

Whale Optimization Algorithm 

The way whales hunt in the wild served as the model for WOA. the behavers of Whales can be categorized into three 

distinct behaviors: surrounded hunting, spiral encirclement, and random search. Equations 3-6 provide the definition of the 

mathematical model of encircled behavior [14]. 

 

 𝑊𝑠
𝑑  (𝑡 + 1) = 𝑊𝑠

𝑑  (𝑡) − 𝛾𝛿  (3) 

 

 𝛿 = |𝜔𝑊𝑏
𝑑  (𝑡) − 𝑊𝑠

𝑑  (𝑡)| (4) 

 

Where the updated location of the s individual in t is represented by   Ws
d (t+1)  , Ws

d  (t) indicate S's current position , 

Iteration count is represented by t , wherein d stands for the dimension of the solution. γ and ω are defined as in Eq. 5 and 

6 [15].  

 

 𝛾 = (2𝑐1 − 1)𝛼    (5) 

 

 𝜔 = 2𝑐2  (6) 

 

Where c1 and c2 are random generated numbers in range of [0,1]. α in range [0,2] linearly decreases.  The definition 

of the spiral encircled behavior mathematical model is found in Equations 7-8. 

 

 𝑊𝑠
𝑑  (𝑡 + 1) = 𝑊𝑠

𝑑  (𝑡) + 𝛽𝑏𝑒𝑏𝑙 𝑐𝑜𝑠(2𝜋𝑙)  (7) 

 

 𝛽𝑏 = |𝑊𝑏
𝑑  (𝑡) − 𝑊𝑠

𝑑  (𝑡) (8) 

 

Where Wb
d best position in t, a random number in the interval [-1,1] is identified as  𝑙 . Finally, the mathematical model 

of random search as defined in Eq.9 and 10 [16]. 

 

 𝑊𝑠
𝑑  (𝑡 + 1) = 𝑊𝑠

𝑑  (𝑡) − 𝛾𝛿  (9) 

 

 𝛿 = |𝜔𝑊𝑟𝑎𝑛
𝑑  (𝑡) − 𝑊𝑠

𝑑  (𝑡)|  (10) 

 

Where Wran
d  is a randomly selected solution. γ is a control parameter used to switch between random search behavior 

and spiral behavior. 

 

III. PERFORMANCE METRIC 

This section provides a general idea about the performance metrics which is used in the proposed approach, including the 

information entropy, the correlation, along the differential attacks. 

 

Information Entropy  

Randomization levels in gray pixel value distribution serve as a measurement basis. The mathematical model of 

information entropy is defined as in Eq. 11 [17]. 

 

 𝐻(𝑚) = ∑ 𝑝(𝑚𝑖)𝑙𝑜𝑔
1

𝑝(𝑚𝑖)

𝑀
𝑖=1   (11) 

 

Where The symbol m's occurrence probability is denoted by p(mi), and M is the total amount of bits that each symbol 

contains. In theory, the optimal value of entropy is 8. 
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Correlation  

The similarity or dissimilarity between adjacent image pixels is measured by a correlation coefficient. The correlation 

coefficient exists between -1 and 1 which shows negative correlation at -1 and positive correlation at +1 while 0 stands for 

absence of correlation. Correlation mathematical model expressed as defined in Eq. 12 [18,19].  

 𝑟𝑥,𝑦 =
𝑐𝑜𝑣(𝑛,𝑚)

√𝐷(𝑛)√𝐷(𝑚)
   (12) 

 

 𝑐𝑜𝑣(𝑥,𝑦) =
1

𝑁
∑ (𝑛𝑖 − 𝐸(𝑛))(𝑚𝑖 − 𝐸(𝑚))𝑁

𝑖=1   (13) 

 

 𝐷(𝑛) =
1

𝑁
∑ (𝑛𝑖 − 𝐸(𝑛))2𝑁

𝑖=1   (14) 

 

 𝐸(𝑥) =
1

𝑁
∑ (𝑛𝑖

𝑁
𝑖=1 ) (15) 

 

Differential Attack 

To examine how altering a single bit or pixel in the plain image affects the cipher image, UACI and NPCR are used. The 

mathematical representation of UACI and NPCR are defined in Eq. 16 and 17 [20,21,22]. 

 

 𝑈𝐴𝐶𝐼(𝑐1,𝐶2) =
∑ ∑ |𝑐1(𝑖,𝑗)−𝑐2(𝑖,𝑗)|/255𝑁

𝑖=1
𝑀
𝑖=1

𝑀×𝑁
× 100 (16) 

 

 𝑁𝑃𝐶𝑅(𝑐1,𝐶2) =
∑ ∑ 𝐷(𝑖,𝑗)𝑁

𝑗=1
𝑀
𝑖=1

𝑀×𝑁
× 100  (17) 

 

Where 

 𝐷(𝑖,𝑗) {
0    𝑖𝑓 𝐶1(𝑖,𝑗) = 𝑐2(𝑖,𝑗)

1 𝑖𝑓 𝐶1(𝑖,𝑗) ≠ 𝐶2(𝑖,𝑗)
  (18) 

 

 

IV. THE PROPOSED SYSTEM 

There are primarily two steps in the proposed IEBCWOA algorithm. Dealing with the pixel positions shuffling is the first 

step. While the second stage has been used to change the characteristics of the pixels. The general layout of the proposed 

IEBCWOA algorithm is displayed in Fig 1. 

 
Fig 1. The Suggested IEBCWOA Algorithm General Structure. 

 

The following succinctly describes the baseline of the suggested image encryption system:  

• a M×M grayscale image (gimg) has been read. 

• The very first phase consists of: 

o Generate chaotic shuffling keys (key1 and key2).   

o Shuffle the image column with key1. 

o Shuffle the image rows with key2. 

• Second phase includes: 

o Generate initial substitution keys (sKey1, sKey2,.., sKeyn) by using chaotic map. 

o  Select the optimal sKey by WOA. 
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o  Pass the optimized sKey and the first phase's output image through an XOR operation. 

The encryption mentioned above is similar to the decryption process, however it is done in reverse. 

 

Encryption Key Generation 

In most encryption systems, the encryption key is an important feature. The encryption system will be easily cracked if the 

key is improperly chosen or the key space is too tiny, regardless of how carefully thought out and designed the encryption 

method is. The complexity of key generation is therefore a crucial objective in the design of a cryptosystem. 

 

Shuffling Keys Generation 

The chaotic generated values as described by the equations are first crossed to build a chaotic matrix mat of size (M+M), 

where M is the number of image columns and rows, respectively. Next, copy the mat's first M elements into (Per_C) and 

its second M elements into (Per_R). Then Apply LPV rules to Per_C and Per_C to obtain key1 and key2. Fig 2 shows the 

shuffling keys generation. 

 
Fig 2. The Shuffling Keys Generation. 

 

Substitution Keys Generation 

The Zaslavskii map has been used to formulate the initial substitution keys by generating real values random numbers, 

which are converted into an integer number and xored with the shuffled image. 

The first step is to generate initial substitution keys. The Zaslavskii map is iterated for M×M times, where M represents 

the dimension of the shuffled image; the ith key is represented as a one-dimensional continuous vector, namely ckey. Then 

LPV rule is employed to convert the continuous values of the ckey vector into the discrete vector, namely dkey, which is 

further converted into a 2-dimensional matrix of size M × M, namely skey, which further XORed with the shuffled image. 

Finally, the correlation value is computed and stored for the ith key.  This process is repeated for N times where N is the 

number of the initial keys. The second step is to choose the optimal substitution key by using WOA. Algorithm 1 show the 

details of selecting the optimal substitution key. 

 

The Encryption Algorithm   

After selecting the optimal substitution key, the final encryption process is performed by xored the optimal encryption key 

and the permutated image.   

 

Algorithm 1  

Input: initializing the substitution keys to isKeys.         

Output: the optimal substitution key osKeys 

Lnumber of isKeys. 

Initialized a one-dimensional matrix cor of size L. 

 For each sKey in isKeys do 

  Calculate the correlation c by xored the shuffled image and sKey. 

  cor[sKey]c. 

 End for 

Sort cor matrix in ascending order. 

bKeysKey with lowest correlation.  

Bccor[0]. 

 While( i < maximum number of iterations ) do 

  For each sKey in isKeys do 

   Convert skey into one dimensional vector oKey of size M × M 

   isKeys[sKey]oKey. 
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  End for 

  For each oKey in isKeys do 

   Update WOA parameter 

   If (p<0.5) 

   If (|A|<1) 

    Update the currnet sKey as defined in Eq. 

   else 

    Select a random key rKey 

    Update sKey with rKey as defined in Eq. 

   End if 

   else 

   pdate the currnet sKey as defined in Eq. 

   End if 

  End for 

  Convert each key into an integer values using LPV rule. 

  Formulate each key into a 2matrix and Xored with the shuffled image 

  Calculate the correlation for all the updated keys. 

  Update bKey and Bc 

 End while 

Return bKey. 

End of algorithm  

 

V. RESULTS AND DISCUSSION 

In this section, a detailed investigation of the proposed IEBCWOA algorithm performance has been introduced. Security 

analysis, including some crucial ones like histogram analysis, key sensitivity analysis, statistical sensitivity, etc., has been 

described in order to demonstrate the suggested IEBCWOA's effectiveness against the most frequent assaults. Six 128× 

128 grayscale pictures are chosen. 

The proposed approach has been tested on a laptop running Matlab software on a 64-bit operating system running 

Windows 11 and equipped with a 13th Gen Intel(R) Core (TM) i7-13700H 2.40 GHz CPU and 16 GB of RAM. The 

suggested algorithm for IEBCWOA Fig 3 shows the results of the performance of the suggested IEBCWOA. 

 

  

 
 

Fig 3. The Suggested IEBCWOA Outcome and Histogram Examination. 

Histogram Analysis 

Fig 3 depicts the result of this examination. The figure indicates that the encrypted image has a widespread range over the 

different gray values which is very close to being uniform  indicating that the proposed IEBCWOA provides a strong barrier 

against numerical attack. 
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Correlation 

The correlation values for plain images and their encrypted counterparts are displayed in Tables 1 and 2, respectively. 

Table 1 and Table 2 show that the plain image correlation values are near to 1, while the encrypted correlation values are 

close to 0, implying that the proposed algorithm has the capability to remove the correlation between neighboring pixels. 

 

Table 1. Correlation Values for Plain Images 

No. Horizontal Vertical Diagonal 

Image 1 0.9823 0.9863 0.9731 

Image 2 0.8179 0.8132 0.7314 

Image 3 0.9174 0.9623 0.8726 

Image 4 0.9760 0.9350 0.8527 

Image 5 0.9458 0.9315 0.8861 

Image 6 0.9359 0.9194 0.8742 

 

Table 2. Correlation Values for Encrypted Images 

No. Horizontal Vertical Diagonal 

Image 1 -0.0007 0.0024 -0.0137 

Image 2 -0.0020 0.0057 -0.0067 

Image 3 0.0027 -0.0061 -0.0086 

Image 4 0.0052 -0.0017 0.0153 

Image 5 -0.0035 0.0026  0.0048 

Image 6 0.0095 -0.0069 0.0074 

 

Table 3.  Entropy Values for Plain and Encrypted Images 

No. Plain image Encrypted image 

Image 1 7.2710 7.9981 

Image 2 7.4797 7.9976 

Image 3 7.4644 7.9986 

Image 4 7.4696 7.9978 

Image 5 6.5751 7.9962 

Image 6 6.9798 7.9979 

The entropy values of the plain image and the equivalent encrypted image are shown in Table 3. The table indicates 

that the encrypted image's entropy is closer to 8. This indicates the potential of the proposed IEBCWOA algorithm to resist 

statistical attack by introducing high randomness to the encrypted image, which makes inferring any information very 

insignificant. 

 

Table 4. UACI and NPCR Metrics Values 

 No. UACI Metric NPCR Metric 

Image 1 33.50 0.9952 

Image 2 33.62 0.9981 

Image 3 33.82 0.9994 

Image 4 33.74 0.9968 

Image 5 33.67 0.99384 

Image 6 33.58 0.99720 

 

The UACI and NPCR values for the suggested IEBCWOA algorithm are displayed in Table 4. Looking at the table, it 

can be seen that the UACI is closer to 33.50, which shows the ability of the proposed IEBCWOA algorithm to cope with 

differential attacks. Furthermore, the NPCR values are very close to 100%, this illustrates the great sensitivity of the 

proposed IEBCWOA algorithm to slight modifications of plain pictures and its high ability to counter plaintext attacks. 

 

VI. COMPARISON WITH EXISTING WORK 

Several approaches indicated in [8] and [9] have been compared with the findings of the introduced method in this section.  

While entropy, NPCR, and UACI are listed in Table 6, the correlation analysis is presented in Table 5. According to the 

results mentioned, the introduced approach performs better than the [8] and [9]. 

Table 5. Correlation Values 

Method Horizontal Vertical Diagonal 

Original image 0.8687 0.9810 0.8221 

 [8] −0.0021 −0.0032 0.0037 

 [9] 0.0036 0.0023 0.0039 

IEBCWOA -0.0032 -0.0046 -0.0015 
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Table 6. Comparison Values 

Method UACI NPCR Entropy 

 [8] 31.40 0.8641 7.8760 

 [9] 32.51 0.8970 7.7865 

IEBCWOA 33.92 0.9996 7.9995 

 

VII. CONCLUSION 

This subject has been extensively studied and addressed in earlier research on chaotic maps. However, this study offers a 

reliable and effective technique for encrypted images that uses an optimization algorithm and chaotic map. Greyscale 

images measuring 128 by 128 pixels have been used to test the suggested approach. According to the experimental findings, 

the highest values are obtained for UACI, NPCR, entropy, and correlation. Based on the testing findings, it can be said that 

the proposed algorithm has a respectable level of security because it can effectively withstand a range of statistical attacks. 
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