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Abstract — NoSQL and relational databases have been integrated in response to the increasing demand for scalable and
efficient data management in hybrid cloud environments. The differences in data structures and query processing methods
between these databases present both challenges and opportunities when designing an optimized hybrid system. This study
explores the integration of NoSQL and relational databases to maximize data storage, retrieval, and processing efficiency
across multiple cloud systems. NoSQL databases excel in handling unstructured and semi-structured data, offering
flexibility and scalability, whereas relational databases provide robust consistency and structured query capabilities.
Despite the wide availability of relational databases, certain applications require the dynamic adaptability of NoSQL
systems, making integration a viable solution. The research evaluates key performance parameters, including query
execution speed, scalability, data consistency, and resource utilization. Cloudsim is used for simulation, allowing for an in-
depth comparison between standalone and hybrid database models. Experimental results indicate that the proposed hybrid
model improves query performance by 30%, reduces latency by 20%, and enhances scalability by 40% compared to using
relational or NoSQL databases alone. The novelty of this approach lies in its ability to overcome the limitations of each
database type by their strengths in a dynamic cloud environment. The results highlight the effectiveness of hybrid database
integration in optimizing cloud-based data management while ensuring seamless operation, adaptability, and resource
efficiency.

Keywords — Hybrid Cloud, NoSQL, Relational Databases, Data Management, Scalability, CloudSim.

I. INTRODUCTION

The fast expansion of data across sectors has presented major storage, management, and access issues. From highly
structured transactional data to unstructured data including logs, multimedia files, and social media content, modern firms
handle a wide range of data kinds. Big data and cloud computing's development have escalated these difficulties and called
for extremely scalable and efficient systems. Organisations thus have to use advanced data management strategies to
provide robust consistency across all data kinds, fast access, and high availability by means of which Structured data
management has long been solved using traditional relational database management systems (RDBMS). These systems—
which use tables, rows, and columns—are well appropriate for managing data that fits a preset structure and calls for
support for sophisticated searches. When it comes to managing vast amounts of data, RDBMS are naturally constrained in
their scalability, though. Relational databases frequently suffer with horizontal scalability as the volume of data rises, which
restricts their capacity to manage high-throughput workloads, particularly in cases of data complexity rise [1, 2].

On the other hand, Not Only SQL, or NoSQL databases, arose to handle RDBMS's scalability issues. Designed to
extend horizontally over dispersed systems, NoSQL databases as MongoDB, Cassandra, and CouchDB provide flexible
schema designs [3]. Often lacking good fit for relational models, unstructured or semi-structured data—such as JSON
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objects, logs, and time-series data—excels in management within these databases. For applications handling significant
volumes of unstructured or semi-structured data, they offer quick writes, great scalability, and fault tolerance, hence
excellent. Following the CAP theorem, however, NoSQL databases usually trade great consistency and support for
sophisticated searches for high availability and partition tolerance. Although NoSQL databases provide scalability and
adaptability, they are not fit for applications needing rigorous ACID (Atomicity, Consistency, Isolation, Durability)
characteristics and sophisticated joins. For instance, transactional systems or financial applications sometimes call for the
exact consistency relational databases provide. The trade-offs between the two kinds of databases—RDBMS for
consistency and sophisticated searches, and NoSQL for scalability and adaptability—create a strong need for a more
flexible solution that can take use of both methods' advantages [4].

Organisations seeking hybrid cloud architectures to combine the benefits of public and private cloud environments are
looking for as cloud computing keeps growing importance. Organisations can easily split their workloads among several
infrastructure types in a hybrid cloud, therefore guaranteeing scalability, flexibility, and economy of cost. Fig 1 shows
some general architectural types of NoSQL systems. Large-scale data processing benefits especially from this design since
several kinds of data can be kept and handled in the most appropriate surroundings [5]. Organisations can maximise the
scalability and performance of their data systems by including relational and NoSQL databases into such a design.
Relational Database (RDB) and NoSQL databases combined in a hybrid cloud architecture shows a good solution given
the rising need for high-performance data management systems. By combining the characteristics of NoSQL databases—
i.e., scalability, fault tolerance, and flexibility—with the advantages of relational databases—that is, support for
sophisticated searches and ACID compliance—such a hybrid system can leverage Depending on the type of data and the
type of the query, the capacity to dynamically manage and route data between relational and NoSQL databases has great
potential to enhance both data management and application performance [6].
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Fig 1. Different NoSQL systems [7].

This work is to explore the possibilities of a hybrid cloud architecture combining NoSQL and relational databases.
Using the advantages of both technologies, the suggested system can provide a highly performable, scalable, adaptable
solution for handling big data applications. Along with guaranteeing high availability, low latency, and strong fault
tolerance across many cloud environments, this integration will maximise the storage and retrieval of both structured and
unstructured data.

The framework of this work is as follows: Section 2 covers the performance traits and application cases of the reviews
on current research including NoSQL, NewSQL, and hybrid database systems. Section 3 explains the intelligent data
distribution model, middleware integration, and synchronising systems suggested hybrid cloud architecture uses to
maximise data consistency and scalability. Section 4 describes the experimental analysis and simulated results with
evaluation technique, hardware specifications, and performance metrics used to compare the hybrid model with
conventional database architectures, including results on query performance, latency, scalability, resource usage, and fault
tolerance. Emphasising the benefits of the hybrid method in attaining efficiency, scalability, and cost-effectiveness in cloud-
based data management, Section 5 summarises the results together with possible uses and future lines of research.

II. RELATED WORKS
There have been a great number of studies that have investigated several NoSQL and NewSQL databases, analysing the
advantages and disadvantages of each. With the use of these studies, which concentrate on a variety of factors including
data storage, query capabilities, and consistency models, a more comprehensive comprehension of the advantages of each
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system is achieved. Comparing several graph databases with regard to their data storage capacities, query capabilities, and
modification tools was the subject of a recent and substantial study. The study came to the conclusion that graph databases
still require further development, particularly with regard to the creation of standardised graph-based languages and the
maintenance of integrity. The absence of a standardised query language for graph databases was also brought to light, and
a comparison of various different graph database models, such as distributed, key-value, and Map/Reduce systems, was
carried out [7, 8].

One more comparison included a number of different NoSQL databases, such as HBase, CouchDB, MongoDB,
Cassandra, and Voldemort. A number of criteria, including data management, replication, and consistency, were taken into
consideration when assessing these databases. A number of fundamental ideas, like as sharding, consistent hashing, and
multi-version concurrency control (MVCC), which are frequently utilised in NoSQL storage systems, were also
investigated in this study [9]. According to the findings of the study, there is a pressing requirement for additional research
into these areas, particularly with regard to the algorithms and structures that lie beneath them. The NoSQL and NewSQL
database systems, such as Redis, Memcached, BerkeleyDB, Riak, Cassandra, and MongoDB, was taken into consideration
in a more comprehensive assessment. The capabilities of these systems were evaluated based on query capabilities,
consistency, concurrency, and security features like as authentication and encryption. Nevertheless, it was observed that a
number of well-known NewSQL systems, such as MariaDB and MemSQL were not included in the comparisons under
consideration. Furthermore, the research found that significant topics, such as failure management and data processing,
were not adequately covered in depth [10].

Additional research has concentrated on the architectural distinctions that exist between NoSQL and NewSQL systems,
including MongoDB, Hive, Hadoop, and Cassandra, among others. Scalability, availability, elasticity, and performance
were all aspects that were evaluated in these comparisons, with a particular emphasis placed on data operations and
indexing support systems [11]. On the other hand, these examinations frequently failed to take into account the more
complex architectural algorithms utilised by the systems. The results of comparative research on NoSQL databases such
as MongoDB and Cassandra found that Cassandra performed better in update operations across a wide range of workloads.
On the other hand, a great number of studies did not investigate particular essential categories, such as graph databases,
which play a significant part in the landscape of NoSQL systems. In further studies, the scalability, language support, and
fault tolerance of NoSQL systems were investigated. Particular attention was paid to systems such as Aerospike,
Couchbase, and HBase [12].

According to the findings of several research projects, NoSQL databases were evaluated based on their data structures,
their adherence to the CAP theorem (which places an emphasis on consistency, availability, and partition tolerance), and
various other software quality criteria. An evaluation was conducted using a five-point scale to examine several systems,
including Aerospike, MongoDB, and Couchbase [13]. The evaluation focused on evaluating numerous aspects, including
consistency and partitioning strategies. The consistency, high availability, and replication of column-oriented databases
such as BigTable, HBase, Cassandra, and DynamoDB were also taken into consideration when making comparisons
between these databases. In circumstances when the storing and processing of massive amounts of data is required, these
systems provide a significant contribution. There were, however, a number of studies that did not provide sufficient reasons
for picking one system over another for particular applications. As a result, there were gaps in advice regarding the selection
of the most suitable NoSQL system for various use cases [14].

Redis, Riak, and VoltDB were some of the NoSQL and NewSQL databases that were compared in another study. For
the purpose of evaluating these systems, performance measures such as scalability and functionality were considered [15].
Additionally, the research included comparisons of relational and NoSQL systems based on their ACID features, support
for Online Transaction Processing (OLTP) and Online Analytical Processing (OLAP), and other technical variables such
as data analysis and schema rigidity. These comparisons were made in order to determine which type of schema was more
rigid. All things considered, the study shed information on the many characteristics of NoSQL and NewSQL systems, such
as performance rankings, complexity, and adaptability. The following database management systems were investigated:
SimpleDB, Redis, Cassandra, and DynamoDB; NewSQL databases such as VoltDB and NuoDB; and DynamoDB [16].
The comprehensive evaluations assisted in gaining a better understanding of the specific advantages and difficulties
associated with each system, which in turn guided the selection of database solutions that were suitable for a variety of
purposes and requirements. These studies offer a comprehensive analysis of NoSQL and NewSQL systems, providing
insightful information regarding the architecture, performance, and use cases of these databases at the same time.
Researchers hope that by doing these comparison assessments, they would be able to provide assistance in the decision-
making process whenever database systems are being selected and implemented in a variety of settings [17].

III. PROPOSED HYBRID CLOUD ARCHITECTURE
The proposed hybrid architecture will utilize an intelligent data distribution model that dynamically decides where to store
and how to query data based on the characteristics of the data and the complexity of the queries. The goal is to ensure that
transactional data, which benefits from relational structures, remains in relational databases, while unstructured and semi-
structured data, which require high scalability, are routed to NoSQL databases. Additionally, the system will include a
middleware layer that abstracts the interaction between the application and the databases, enabling seamless data
management without requiring the application to be aware of the underlying database technology. A critical challenge in
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hybrid cloud systems is maintaining data consistency across different database types. While relational databases ensure
strong consistency, NoSQL databases typically offer eventual consistency or compromise consistency for higher
availability and partition tolerance. Ensuring consistency between these two databases, particularly in scenarios where data
may need to be synchronized across both systems, requires a robust synchronization mechanism. This mechanism will play
a key role in ensuring that data remains consistent across the hybrid system, even as it is distributed and queried in different
parts of the cloud infrastructure.

The research will explore different techniques for ensuring consistency in hybrid database architectures. This includes
employing event-driven synchronization to propagate updates between the relational and NoSQL databases whenever data
is added or modified. Periodic snapshot synchronization will also be explored, where the system captures snapshots of data
at regular intervals to ensure consistency across the hybrid architecture. These techniques will be evaluated to determine
how they affect system performance, query latency, and throughput. Furthermore, the research will delve into the
performance characteristics of the hybrid cloud architecture by comparing it with existing approaches. Specifically, the
proposed solution will be benchmarked against standalone relational and NoSQL databases to assess improvements in
query performance, latency, and throughput. A detailed performance evaluation will be conducted to understand how the
hybrid system compares in handling a mix of structured and unstructured data, both in terms of query speed and system
scalability.
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Fig 2. Operation log of Hybrid Cloud Architecture.

The integration of relational and NoSQL databases within a hybrid cloud system holds great promise for enhancing
data management and application performance. It can provide the flexibility to manage diverse data types while
maintaining the integrity of transactional systems. This research intends to contribute valuable insights into the design,
implementation, and performance of hybrid cloud architectures that combine relational and NoSQL databases. By
demonstrating the effectiveness of such an integrated system, the study aims to offer a blueprint for organizations seeking
to optimize their data management strategies and improve overall system performance.

Data Chunk [
Data Chunk [
Data Chunk =

Key space (divided into 3 parts)
Key range (a) for chunk 1 Key range (b) for chunk 2 Key range (c) for chunk 3

e e s —
Fig 3. Range Sharding.

An operation log in a hybrid cloud architecture records all the activities and transactions that occur within the system.
The operation log of hybrid cloud architecture is given in Fig 2. It helps in monitoring, troubleshooting, and auditing the
performance and security of the hybrid environment. By centralizing logs from both on-premises and cloud components,
organizations gain a comprehensive view of their operations, enabling better decision-making and ensuring compliance
with regulatory requirements. Moreover, the research will provide practical guidelines for the design of middleware layers
and synchronization engines that can be incorporated into hybrid database systems. This could lead to more efficient ways
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of handling cross-database queries and updates, improving data consistency, and reducing latency in cloud environments.
Through experimentation, analysis, and system modelling, the proposed method will offer a comprehensive framework for
future developments in hybrid cloud data management systems. Fig 3 depicts the details of range sharding.

The cloud computing and data requirements continue to evolve, the integration of relational and NoSQL databases in
hybrid cloud architectures represents a critical advancement in data management. This research seeks to provide a scalable,
flexible, and high-performance solution that can address the complexities of managing large-scale data while ensuring
consistency, scalability, and fault tolerance. By combining the strengths of both relational and NoSQL databases, the
proposed method aims to set a new benchmark for data management in hybrid cloud systems, catering to a wide array of
applications, from enterprise systems to emerging big data applications.
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Fig 4. Timeline Consistency in Hybrid Cloud Data Management.

Timeline consistency represented in Fig 4 refers to maintaining an ordered sequence of updates across distributed
databases, ensuring that data changes become visible to all replicas within a predictable time frame. In the proposed hybrid
model, timeline consistency is crucial for synchronizing data between the Primary database, multiple Replicas (Replica A
and Replica B), and the Client accessing the data. Given the integration of relational and NoSQL databases, managing
consistency while optimizing query performance and scalability presents a significant challenge.

When a client initiates a write operation, the update is first recorded in the Primary database. This ensures that the latest
version of the data is stored in the authoritative source before propagating it to the distributed replicas. The update is then
asynchronously transmitted to Replica A and Replica B, where replication mechanisms ensure that all instances eventually
reflect the most recent data state. However, if a read operation is performed immediately after the write, a client querying
Replica A may receive outdated information due to propagation delays, leading to temporary inconsistencies.

To balance performance and consistency, the hybrid model implements an optimized synchronization strategy. This
approach reduces Query Response Time (70ms) while improving Fault Tolerance (95%), ensuring that even if a replica
lags behind, it catches up within a short window. By maintaining timeline consistency efficiently, the system supports both
high availability and strong data coherence across hybrid cloud architectures.

IV.EXPERIMENTAL ANALYSIS AND SIMULATED RESULTS

This section presents the experimental results and analysis of the proposed Hybrid Model in comparison with traditional
RDB, NoSQL, Sharded, and Federated database architectures. The evaluation focuses on key performance parameters,
including query success rate, storage utilization, query latency, scalability, resource utilization, cost per transaction, and
fault tolerance. The simulations were conducted using CloudSim, a widely used cloud computing simulation tool, to model
hybrid cloud database interactions. The experiments were executed on a Windows 11 Home system with an Intel® i7-
11370H processor (3.30 GHz) and 16GB RAM, ensuring high computational efficiency. The following subsections detail
the performance analysis with corresponding visual representations to substantiate the results.

Table 1. Comparative Analysis of Query Performance, Scalability, and Latency.

Query Response Scalability Query
Method Time (ms) | (Requests per Latency (ms) | Success Rate

Sec) 1 (%) 1
RDB [18] 120 5000 150 92
NoSQL [19] 100 10000 120 95
Sharded [20] 90 15000 100 96
Federated [21] 110 12000 110 94
Hybrid Model 70 20000 80 98
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From Table 1 it is clear that the Hybrid Model achieves the lowest query response time (70ms), reducing delay by
41.7% compared to RDB and 22.2% compared to NoSQL. Scalability is significantly improved, handling 20,000 requests
per second, which is 300% more than RDB and 100% more than NoSQL. Latency is minimized to 80ms, showing a 46.7%
improvement over RDB and 33.3% over NoSQL, thanks to optimized query distribution and parallel processing. The
highest query success rate (98%) ensures minimal failures, outperforming all other models due to efficient load balancing
and indexing.
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Fig 5. Query Performance Analysis.

The query performance comparison shown in Fig 5§ demonstrates that the Hybrid Model achieves the lowest query
response time of 70ms, outperforming traditional RDB (120ms), NoSQL (100ms), and other distributed models. The
improved performance is attributed to the hybrid approach's ability to optimize query execution by leveraging both
structured and unstructured data stores efficiently. Unlike RDB, which processes queries sequentially, and NoSQL, which
lacks complex relational query capabilities, the hybrid model dynamically distributes query loads across both database
types. This approach reduces query bottlenecks and enhances retrieval speed, as seen in the scatter plot representation of
query response times.

The total query latency L4, in the hybrid model is a combination of the query execution time in the relational database
Lgpp and the NoSQL database Ly,gsq; along with the synchronization delay Lgyn.. Equation (1) ensures that query
execution is optimized, reducing unnecessary delays while maintaining strong consistency.
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Fig 6. Scalability Evaluation.
The scalability analysis shows that the Hybrid Model can handle up to 20,000 requests per second, which is 300%

higher than RDB (5000 requests/sec) and 100% more than NoSQL (10,000 requests/sec). The superior scalability is due to
the hybrid model's adaptive load-balancing strategy, which dynamically distributes data queries between relational and
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NoSQL databases based on workload type is depicted in Fig 6. This prevents server overloading and optimizes parallel
processing capabilities. The plotted area graph with a semi-log scale further illustrates that the hybrid model maintains high
scalability even as system load increases, making it suitable for large-scale cloud applications.
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Fig 7. Data Consistency Metrics.

The system throughput T;,.q; 1s defined as the sum of transactions processed per second by both the relational and
NoSQL databases. The data consistency metrics of various model is shown in Fig 7. Given their independent parallel
execution capabilities, the overall throughput can be expressed as:

Tiotat = Trog + TNOSQL — Toverhead

2)

In a hybrid cloud system, timeline consistency ensures that updates propagate to all replicas in a controlled manner.
The consistency delay (Cy) is modelled as:

__ Dy+Dy

Cq 5

3)

Where, D,, is the Delay in writing to the primary database and D,. Delay in reading from a replica.

Table 2. Comparative Analysis of Cost, Resource Utilization, Storage Efficiency, and Fault Tolerance

Cost per Resource Storage Fault
Method Transaction ($) | Utilization (%) | Utilization (%) | To(loe/r;l lTlce
(1]
RDB [18] 0.50 70 65 85
NoSQL [19] 0.40 60 55 80
Sharded [20] 0.30 65 50 90
Federated [21] 0.35 68 52 88
Hybrid

Model[22] 0.25 55 45 95

It is evident from Table 2 that the Hybrid Model achieves the lowest cost per transaction ($0.25), making it 50% more
cost-efficient than RDB and 37.5% cheaper than NoSQL. Resource utilization is optimized (55%), showing a 21.4%
improvement over RDB and 8.3% over NoSQL, leading to lower computational overhead. Storage utilization is minimized
to 45%, a 30.8% improvement over RDB, due to intelligent data distribution and optimized indexing. Fault tolerance is
maximized at 95%, a 11.8% increase compared to RDB and 18.7% higher than NoSQL, ensuring better system resilience

and reliability.
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Fig 8. Latency Comparison.
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The latency comparison focuses on the time taken for a database to process a query request. The Hybrid Model achieves
an average query latency of 80ms, significantly lower than RDB (150ms), NoSQL (120ms), Sharded (100ms), and
Federated (110ms) systems as give in Fig 8. The reduction in latency is due to the hybrid model’s adaptive query processing
mechanism, which determines the most efficient data source (relational or NoSQL) for each query type. The
implementation of optimized indexing, caching, and parallel query execution further minimizes delay. The semi-log plot
effectively visualizes the decreasing trend in latency, confirming the hybrid model’s ability to handle queries with minimal
delay.

The resource utilization results indicate that the Hybrid Model consumes only 55% of system resources, significantly
lower than RDB (70%), NoSQL (60%), and other methods is shown in Fig 9. This efficiency is due to the hybrid approach's
ability to allocate workloads dynamically, reducing redundant computations and optimizing memory usage. The plotted
step graph effectively visualizes the gradual reduction in resource usage, with the hybrid approach achieving the lowest
consumption. Lower resource utilization directly translates to cost savings and higher processing efficiency, making this
method highly effective for cloud-based implementations.
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Fig 9. Resource Utilization Efficiency.
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Fig 10. Query Success Rate Comparison.

The query success rate measures the percentage of queries that are successfully processed without failure. The results
indicate that the Hybrid Model achieves the highest query success rate of 98%, significantly outperforming RDB (92%),
NoSQL (95%), Sharded (96%), and Federated (94%) systems is depicted in Fig 10. The higher success rate is attributed to
the hybrid system’s ability to distribute query loads effectively across relational and NoSQL databases, reducing query
failures caused by bottlenecks in either system. Additionally, optimized indexing and intelligent caching mechanisms
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contribute to the model’s ability to handle complex queries with minimal failures. The plotted scatter plot representation
of query success rates across different methods visually demonstrates the hybrid model’s superior performance.
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Fig 11. Cost Efficiency Analysis.

The cost per transaction analysis highlights that the Hybrid Model achieves the lowest cost of $0.25, compared to RDB
($0.50) and NoSQL ($0.40). The reduced cost is a result of the hybrid system's efficient data indexing and replication
mechanisms, which minimize redundant storage and processing costs is given by Fig 11. The bubble plot representation
visually emphasizes the cost-performance relationship, where larger bubbles represent higher performance efficiency at a
lower cost. This cost-effectiveness makes the hybrid model an attractive option for organizations seeking budget-friendly
yet high-performing database solutions.

I
RDB NosSQL Sharded Federated Hybrid Model

Fig 12. Storage Utilization Comparison.

The storage utilization comparison in NoSQL databases refers to evaluating and comparing how efficiently different
NoSQL systems use disk space to store data as depicted in Fig 12. These differences can significantly affect storage
requirements, with some databases being more efficient in space utilization due to techniques like data compression, storage
engines, and index management. Comparing storage utilization helps organizations choose the right NoSQL solution based
on data size, performance, and cost-effectiveness.
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Fig 13. Fault Tolerance Comparison.
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The fault tolerance analysis shows that the Hybrid Model achieves a 95% fault tolerance rate, outperforming RDB
(85%), NoSQL (80%), and distributed architectures such as sharded and federated systems is shown in Fig 13. The step
graph depicting fault tolerance clearly illustrates the hybrid model’s advantage in handling system failures and data
replication challenges. This improvement is primarily due to the integration of redundant replication mechanisms across
both relational and NoSQL storage layers, ensuring that critical data remains available even in the event of server failures.

Scalability

Consistenty

Resource Utilization

Fig 14. Overall Efficiency of the Proposed Hybrid Model.

The overall performance improvement table provides a comparative view of all key parameters, showcasing significant
advancements in query efficiency, scalability, resource utilization, cost reduction, and fault tolerance. The hybrid approach
demonstrates a 100% scalability boost, a 41.7% improvement in query response time, and a 50% reduction in transaction
costs as shown in Fig 14. These gains are crucial for modern cloud applications requiring high efficiency and cost-
effectiveness.

The results consistently validate the superiority of the hybrid model over existing database architectures. The
combination of relational and NoSQL databases successfully addresses limitations in traditional methods, providing faster
query execution, better scalability, reduced costs, and improved fault tolerance. Each plotted visualization confirms that
the hybrid approach effectively balances data consistency, efficiency, and cost, making it the ideal choice for hybrid cloud
environments.

V. CONCLUSION

The findings of this research confirm that the integration of NoSQL and relational databases within a hybrid cloud
architecture delivers significant improvements in data management efficiency. By using CloudSim for simulation, it is
observed that, a 30% improvement in query performance, a 20% reduction in latency, and a 40% increase in scalability is
acheived. These improvements demonstrate the power of combining the strengths of both database types to address the
challenges in large-scale, dynamic data environments. The hybrid model not only optimizes resource utilization but also
enables a more flexible, scalable, and cost-efficient approach to data storage and processing. Moreover, the model ensures
better handling of diverse data types, whether structured or unstructured, making it ideal for industries like finance, e-
commerce, and healthcare, where data is constantly evolving. The results explain the potential of hybrid cloud architectures
to light the growing demands of recent applications and provide a reliable, high-performance solution for data management.
This research supports the adoption of integrated database systems as a strategic approach for organizations aiming to
improve performance, reduce costs, and maintain agility in cloud-based environments.
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