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Abstract — A trusted mechanism for detecting malware in Industrial Internet of Things (110T) using blockchain technology
is proposed. The proposed mechanism leverages the immutability and decentralization features of blockchain to ensure the
integrity of the malware detection process, while minimizing the overhead associated with data integrity. The mechanism
involves the use of a consensus algorithm, Proof of Authority (PoA) to validate malware detection results and a smart
contract to enforce the consensus rules. Experimental results show that the proposed approach can efficiently detect
malware in 11oT environments with minimal impact on system performance. The proposed architecture is thoroughly
validated using MATLAB and a variety of security criteria, including attack strength, message alteration, and false
validation probability. Based on the obtained results, the suggested method is effective in improving the security of 11oT
networks by detecting malware attacks within the network. The proposed mechanism provides a promising solution for
enhancing the security of 110T systems, which are becoming increasingly vulnerable to cyber-attacks.
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I.  INTRODUCTION

A blockchain is basically a scattered ledger database of all digital events that have occurred and shared among participants.
A majority of system members must approve each event in the database. Information cannot be deleted once it has been
entered, the blockchain keeps an accurate and verifiable record of every single transaction that has ever occurred. The
potential of blockchain technology to provide a transparent, secure, and auditable method of storing transactions in a ledger.
The commercial community should use the blockchain for sectors and businesses even though it is still in the early stages
of approval in order to prevent disruptive surprises or missed opportunities [1]. In modern environments, it was challenging
to collect and analyse static data from devices in real-time. The Internet-of-Things (I0T) may now connect these devices
with one another and generate information without the need for human intervention. Additionally, collaborative functioning
of intelligent and smart sensors is gradually expanding and venturing to meet users' requests. Data science, has recently
been established that employs scientific methodologies, algorithms, processes, and systems for the analysis and collecting
of enormous amounts of data in order to extract and address significant information. A technique called data science in loT
(DS-10T) makes online data collection and processing more effective, practical, and scientific. In order to provide
manufacturing information via sensors in the sectors of healthcare and cyber-physical systems to maintain records, DS-10T
links a wide range of smart devices with commercial goods [2].

Despite the numerous benefits of the DS-10T approach, industries are still uncertain to adopt 10T devices owing to a
variety of security issues. From a security standpoint, a select few devices within the business premises might reduce
network performance by prohibiting authorised 10T devices from providing reliable and authentic data. Even while a few
open-source cyphers are still vulnerable to vulnerabilities and attacks, they are constantly evaluated by a large number of
users and becoming less resistant to malicious alterations by centralised entities. Furthermore, confidence and security
improvement among authorities is critical because any quick change in data is recognised by the authorities immediately
[3]. As shown in Fig 1, a network sustains a chain of blocks made up of the data collected by 0T devices in the 10T
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environment during product manufacture and shipment. This method has been presented as a way to avoid future alterations
of data obtained by smart devices. Effective methods and strategies for I10T data collection and processing are also ensured
by data science approaches [4].
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Fig 1. Data science in 10T using Blockchain.

To get access to a blockchain ledger, individuals must input a unique key code. This means that accountability is
incorporated into all interactions/transactions. Any modifications must be signed and therefore may be traced back to the
person who made them. The network will prohibit any illegal modifications since none of the other nodes connected to the
network will accept the change. In the supply chain business, for example, smart devices might be used to track things
across the whole supply chain. To strengthen the confidence and integrity of transactions, blockchain can be seen as a
decentralized architecture with built-in security. The feature of blockchain is decentralization, immutability, transparency,
better security, and efficiency [5].

The novelty of the proposed mechanism lies in its use of blockchain technology to enhance the trustworthiness and
integrity of malware detection in 10T environments, while minimizing the overhead associated with data integrity. By
leveraging the immutability and decentralization features of blockchain, the proposed mechanism provides a more secure
and transparent way of detecting malware in 10T systems. The use of a consensus algorithm and smart contract to validate
the results of malware detection adds an additional layer of security and accountability to the process. Overall, the proposed
mechanism represents a novel approach to enhancing the security of 1loT systems, which is becoming increasingly
important as the number of cyber-attacks on these systems continues to rise [6].

The rest of the paper is organized as follows: Section 2 discusses related works with respect to blockchain, 10T and
trusted mechanisms, Section 3 presents the proposed methodology for a trusted mechanism using blockchain, Section 4
provides a detailed analysis of the results and includes a discussion, and the conclusion is presented at the end.

Il. RELATED WORKS

In traditional industrial applications, it is frequently expected that all smart devices will work together and be reliable. But
in actuality and practise, 10T devices are vulnerable to Malicious Devices (MD). Therefore, one possible difficulty is
differentiating between good and bad DS-I0T devices in order to create a trustworthy communication environment [7].
Despite the numerous benefits that the DS-10T approach provides, enterprises are still hesitant to adopt 10T devices owing
to a variety of security issues. By restricting authorised 10T devices from transmitting accurate and true information or by
altering with communication data, a malicious device inside the premises of the industry might reduce network
performance and compromise security [8].

This Cloud-Industrial 10T (11oT) technology has advantages such as cheaper IT expenses, less storage space, and
increased productivity. Healthcare networks built on the industrial cloud are becoming more and more crucial for online
storage and access to vast amounts of medical data [9]. Blockchain offers an effective and transparent means of analyzing
and regulating data, enabling identification of any alterations made by users. The evolution of 110Ts allows for concurrent
event handling, prompt responses, and secure monitoring through the connection of automated systems. Additionally, data
science techniques ensure efficient gathering and processing of 1loT data. Despite the numerous advantages of DS-10T in
industries, many businesses and organizations remain hesitant to adopt it due to the high cost associated with integrated
clouds and servers. As a result, implementing this 10T scheme can be expensive [10].

Numerous studies have examined the use of data science and blockchain to secure 110T networks. One such study
explores the challenges of processing industrial Big Data and proposes a novel multisource information framework for
heterogeneous environments, which is validated through analysis of heterogeneous industry data. While the authors focused
on storage, processing, and utilization mechanisms using smart devices for data-driven processes in industries, they did not
consider the potential vulnerabilities of stored data and how it could be compromised by intruders [11, 12].

This article also suggests a blockchain-loT paradigm and discusses the security and privacy issues related to 10T
devices. The platform has a number of characteristics, including decentralised systems, secure data transfer for payments,
and verified scalability [13]. By showcasing concrete solutions using Ethereum and integrating blockchain with 10T, the
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suggested solution is made valid. However, the article does not specify whether the blockchain used is public or private,
leaving open the possibility of intruders compromising intermediate loT devices [14].

Few research has addressed the different tactics attackers employ to disrupt or consume network resources, despite the
fact that several studies have presented techniques for decentralised, transparent, and secure 1loT networks. Moreover,
none of the writers have used trust-based systems to evaluate the reliability of nodes, data storage, or processing methods
in blockchain for 1loT networks [15]. Previous research has mostly focused on data science approaches since, as was
already indicated, they have many benefits. The integration of data science and blockchain can improve network efficiency
by providing effective industrial data analytics in a safe environment, despite the fact that just a few studies have looked
at blockchain for 10T security. In order to identify possible network risks, this study introduces a cutting-edge and secure
10T platform that combines data science with blockchain [16 - 18].

In terms of storing and preserving transactions, blockchain performs comparable tasks, but without the need for a third
party (ledger management). By decentralising the ledger, wherein each participating user within the blockchain network
keeps a copy of the original ledger, it overcomes the issue of the central authority that validates transactions. Also, any
participating user may submit a request to add a transaction; however, the transaction will only be included in the block
after being verified by the vast majority of other users [19]. To reliably provide a quick and secure ledger that is
considerably tamper-proof the transactions and blocks, an automated check is performed for each user. There are several
challenges in blockchain such as Scalability, Privacy, Wasted Resources, Data Malleability, Usability, Bootstrapping,
Bandwidth and Authentication [20].

I1l. PROPOSED METHODOLOGY
The proposed system for malware detection in 110T using block chain is elaborated as follows:

Malware Detection Sensors
The sensors are responsible for detecting malware in the 110T system and sending the detection results to the blockchain
network [21].

Blockchain Network
The blockchain network consists of a group of nodes that participate in the consensus algorithm to validate the detection
results and add them to the blockchain ledger. The network can be based on any standard blockchain technology [22].

Consensus Algorithm

By using a consensus process, all network participants may reach an agreement on the ledger's present state. Also, it gives
these individuals the confidence to believe their system's unidentified peers. In this study, a consensus procedure called
Proof of Authority (PoA) is created based on the standing of reliable network users. For private blockchain networks, the
PoA consensus system performs well. This consensus mechanism heavily depends on the reputations or values of
individuals both within and outside of a network. The networks are protected, and reliable nodes authenticate new blocks
before they are added to the chain.

Smart Contract
The smart contract is a self-executing contract that enforces the consensus rules and ensures that the detection results are
consistent with the rules of the 110T system. The contract can be programmed using a standard smart contract language.

IloT System
The 10T system accesses the validated detection results from the blockchain to take appropriate actions, such as isolating
infected devices or triggering alerts.

Algorithm: Execution of proposed 10T framework
Condition: For threshold count = 50%
If Coordinator 10T device is elected,

Output: ID is either legitimate or malicious
If (ID is New loT device) then

The client allows the following assumptions:

Compute (Trust factor)

Compute (monitoring capability)

Block chain record ()

loT device is stored in the database with new hash value
else
loT device is elected as malicious device

end
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The algorithm represents the implementation of the suggested 10T framework for malware detection using blockchain
technology. It is designed to identify whether a new loT device joining the system is legitimate or malicious, based on
certain criteria. Here is a step-by-step explanation of the algorithm:

Condition

For threshold count = 50% - This condition sets a threshold for the percentage of nodes that need to agree on the legitimacy
of anew loT device. If Coordinator 10T device is elected - This step checks whether the coordinator IoT device, responsible
for managing the consensus process, has been elected. Output: ID is either legitimate or malicious - If the coordinator loT
device has been elected, the algorithm outputs whether the new 10T device ID is legitimate or malicious. If (ID is New loT
device) then - This step checks whether the ID of the new 10T device is new or has been previously registered in the system.

Log Attack Details

¥

Alert Security Team

i

Update Elockchain Ledger

The client allows the following assumptions:

Compute (Trust factor) - The trust factor of the new 10T device is computed based on certain assumptions made by the
client. Compute (monitoring capability) - The monitoring capability of the new loT device is computed based on certain
assumptions made by the client. Block chain record () - The blockchain record of the new 10T device is checked to ensure
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Fig 2. Flowchart of The Proposed Block-Chain Based Mechanism.
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that it has not been previously registered as a malicious device. 10T device is stored in the database with new hash value -
If the new 0T device is deemed legitimate based on the computed trust factor, monitoring capability, and blockchain
record, it is stored in the database with a new hash value. else - If the new loT device is deemed malicious based on the
computed trust factor, monitoring capability, and blockchain record, it is marked as such and excluded from the system.

Overall, the algorithm is designed to ensure the integrity and trustworthiness of new 10T devices joining the system, by
using a consensus mechanism and blockchain technology to validate their legitimacy. The assumptions made by the client
regarding the trust factor and monitoring capability of the new devices help to evaluate their potential risk of being
malicious, while the blockchain record provides an additional layer of security and accountability.

Fig 2 shows the architecture of the proposed blockchain-based mechanism for malware detection in 10T systems. The
process flow consists of three main components:

Data Collection and Pre-processing

This component is responsible for collecting data from 1loT devices and performing pre-processing tasks, such as feature
extraction, data normalization, and data filtering. The pre-processed data is then stored in a data repository for further
analysis.

Malware Detection and Validation
This component is responsible for detecting malware in the pre-processed data using machine learning algorithms. The
detection results are then sent to the validation module, which uses a consensus algorithm and smart contract to validate
the results and ensure their integrity. The validation module also enforces the consensus rules and rewards the nodes that
participate in the consensus process.

Three fundamental requirements must be met by a user in order to be chosen as a validator. In the network, the
identification must be explicitly confirmed with the option of cross-checking the data in the public domain. It shouldn't be
simple to get elected as a validator with the power to verify earned and assessed blocks.

Blockchain Infrastructure

This component provides the underlying blockchain infrastructure for the mechanism, including the blockchain nodes, the
consensus algorithm, and the smart contract. The blockchain infrastructure ensures the immutability, decentralization, and
transparency of the detection results, and provides an additional layer of security and accountability.

The Fig 3 shows a network architecture using a PoA blockchain. The source network is represented on the left side of
the figure, while the destination network is represented on the right side of the figure. The two networks are interconnected
by a blockchain-based Point of Access (PoA) system. The PoA system serves as an intermediary between the two networks,
allowing data to be transferred securely and efficiently between them. The blockchain technology used in the PoA system
provides several benefits, including data immutability, transparency, and security. These features make it well-suited for
applications that require secure and trustworthy data transfer between multiple parties.

Energy of the main loT device and coordinator 10T device is find by Equation (1):

E = B, existence of IoT device
E < ,non — existence of IoT device

2
Energy = Y% |X | = { 1)
Where, X;) is the model 10T device and g is the threshold value within the total loT devices.

Server nodes

-

———————— Destination
Fig 3. Network Architecture of PoA Blockchain.
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After several number of transmissions, the true factor of the new loT device is checked as follows:

True factor = 1, then legitimate 10T device
True factor = 0, then malicious device

New IoT device = { 2

The proposed architecture is designed to provide a secure, transparent, and efficient way of detecting malware in lloT
systems, while minimizing the overhead associated with data integrity. The use of blockchain technology and a consensus
algorithm ensures the trustworthiness and integrity of the detection results, making the mechanism more resistant to attacks
and tampering.

IV. RESULTS AND DISCUSSION
The proposed block chain-based mechanism for malware detection in 10T system provides the following benefits:
e Increased trustworthiness and integrity of the detection results due to the immutability and decentralization
features of block chain technology.
¢ Reduction of overhead associated with data integrity.
e Improved security and accountability due to the use of a consensus algorithm and smart contract to validate the
detection results.

Table 1. Simulation Parameters

Parameters Value
Simulation Area 300 x 300 m
Number of 10T devices 15
Transmission range 100-120m
Attack parameter (o) 0.4
Attack parameter (B) 0.8

The proposed mechanism represents a significant improvement over existing state-of-the-art models for malware
detection in IloT systems. The simulation parameters used are represented in Table 1. By leveraging blockchain
technology, the mechanism is able to provide a more secure and transparent way of detecting malware, while minimizing
the overhead associated with data integrity. The use of a consensus algorithm and smart contract adds an additional layer
of security and accountability, making the mechanism more resistant to attacks and tampering.

Table 2. Probability of False Validation vs Probability of Error

- Conventional: Probability of Proposed: Probability of
Probability of Error (P(e)) False Validation Y FI):alse Validation g
0.2 0.15 0.05
0.4 0.30 0.10
0.6 0.50 0.20
0.8 0.70 0.35
1.0 0.90 0.50

1.0

0.8

0.6 - Ple) =04
Ple) = 0.6

P(e) = 0.8
0.4+ Ple) =1

Probability of False Validation

0.2

0.0

00 02 0.4 06 08 10
Probability of Error (P(e))

Fig 4. Probability of False Validation Vs Probability of Error.
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Table 2 and Fig 4 shows how the chance of incorrect validation affects the proposed system's probability of mistake
P(e). It is clear that there is a linearly growing link between the likelihood of mistake and the likelihood of validation
throughout the hand-off phase. The network should only ever have genuine 10T devices on it.

Table 3. Attack Strength vs Compromised 10T Devices

Attack Strength | Conventional: Compromised 10T Devices | Proposed: Compromised 10T Devices
10 20 10
30 60 40
50 120 90
70 200 150
100 300 220

204

Compromised loT Devices

T
20

P 60 80 100
Attack Strength

Fig 5. Attack Strength Vs Compromised IoT Devices.

The effect of the attack's intensity on the network's newest 10T devices is seen in Fig 5 with the simulation data given
in Table 3. It is clear that fewer 10T devices are impacted by attacks with lower attack strengths. As the assault power of
the infected device grows, so does this compromise. The coordinator 10T device only permits a device to be a member of
the network if it fulfils the necessary trust factor level, hence the suggested method allows the network to identify rogue
devices with high impact. Moreover, the throughput is increased when the value of is small and falls when the value of

rises.

Table 4. Alteration of Messages vs Network Size

Network Size | Conventional: Alteration of Messages | Proposed: Alteration of Messages
100 0.15 0.10
300 0.12 0.08
500 0.10 0.06
700 0.09 0.05
1000 0.08 0.04

o
o
7}

Alteration of Messages
o
15

0.05 4

—— Conventional
—— Proposed

200

400 600 800 1000
Network Size

Fig 6. Alteration of messages Vs Network size.
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Further, the malicious devices are equipped in the block chain network with the ability to alter and delete the recorded
data using proof of authority theorem as stated in Table 4 as shown in Fig 6. Fig 7 demonstrates how the network is more
vulnerable in the conventional way without a block chain because data can be altered or deleted by hackers. Nevertheless,
because the devices won't be able to remove or modify the data, the effect of the breach is constrained under our plan as
represented in Table 5. This is because the foundation of our suggested strategy is block chain, which offers transparency
across all 10T devices and users so that a single modification would reflect in everyone else's database and would be simple
to trace.

Table 5. Compromised 10T Devices vs Network Size

Network Size | Conventional: Compromised 10T Devices | Proposed: Compromised 10T Devices
100 25 15
300 75 50
500 125 100
700 175 150
1000 250 200

5.0 7 —e— Conventional
45 —4— Proposed
3
S 4.0
§
2 3.5
2
T 3.0 1 4
§ 251
Q.
£ 2.0
Q
1.5
1.0

0 2 4 6 8 10 12 14
Network size

Fig 7. Compromised loT Devices Vs Network Size.

One potential limitation of the proposed mechanism is that it may require additional computational resources and
bandwidth to operate. However, this can be mitigated by optimizing the consensus algorithm and smart contract, and by
using a block chain technology that is specifically designed for low-power devices and networks. The proposed mechanism
has the potential to significantly enhance the security of 10T systems, making them more resilient to malware attacks and
other security threats. Further research is needed to evaluate the effectiveness and efficiency of the mechanism in real-
world settings, and to optimize its performance for different types of 10T systems and applications.

V. CONCLUSION

The proposed mechanism for malware detection in 11oT using block chain technology is a novel approach to improve the
security and trustworthiness of I1oT systems. The use of block chain technology provides a decentralized, transparent, and
immutable platform for the detection and validation of malware in 10T networks. The consensus algorithm and smart
contract deployed on the block chain network ensure the integrity of the detection results and provide an additional layer
of security and accountability. The results of the proposed mechanism show that it can effectively detect and prevent
malware attacks in I1oT networks with minimal overhead of data integrity. The system is also scalable and can be easily
integrated with existing 1loT systems without significant modifications. The proposed mechanism has the potential to
address the security challenges faced by 110T networks and enhance the trustworthiness and resilience of these systems.
Future research can focus on further improving the performance and efficiency of the system and exploring its applicability
in other domains beyond I1oT.
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