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Abstract: O

The Internet of Vehicles (IoV) has emerged as a transformative teclygfocySana seamless
communication among vehicles and infrastructure to improve rd ‘ raffic Wficiency,

QM ge of data in IoV
jon about vehicle

and passenger comfort. However, the pervasive collection and
Ruthorized parties.

environments raise significant privacy concerns, as sensitive info
locations, driving patterns, and personal preferences may be expo ou

To address these challenges, this study proposes approach that integrates
homomorphic encryption with blockchain to ensure_p pr@kerving communication in
IoV networks. IoV networks rely on the conti S Q of data among vehicles,

rious  applications, including traffic
wever, the centralized nature of

additional computational ove uced by homomorphic encryption and blockchain
operations, our system majined cfficght communication capabilities, achieving an average
latency of 50 millisecon nd a mroughput of 1000 messages per second. Moreover,

our framework seamlessly accommodated an increasing
hunication nodes, with observed linear scalability up to 100,000
analyses revealed robust protection against eavesdropping, data
attacks, with a detection rate exceeding 98%. Overall, our results
and effectiveness of our integrated approach in providing privacy-
unication for IoV networks, paving the way for secure and resilient
ortation systems. As IoV continues to evolve, our approach can contribute to
e de ment of privacy-enhancing technologies that empower users to fully leverage the

fits M¥connected transportation while safeguarding their privacy rights.

words: Internet of Vehicles (IoV), homomorphic encryption, blockchain, privacy
preservation, data integrity, efficiency, scalability, security analysis, decentralized
communication, privacy-enhancing technologies.

1. INTRODUCTION

The Internet of Vehicles (IoV) represents a transformative paradigm shift in transportation,
where vehicles, infrastructure, and users are seamlessly interconnected to enhance road
safety, traffic efficiency, and overall mobility. IoV systems [1] facilitate real-time
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communication among vehicles, roadside units, and centralized servers, enabling a wide
range of applications such as intelligent navigation, traffic management, and emergency
response. However, the ubiquitous exchange of data in IoV environments raises significant
privacy concerns, as sensitive information about vehicle locations, driving patterns, and
personal preferences may be exposed to potential adversaries.

Traditional communication architectures in IoV networks typically rely on centralized servers

to facilitate data exchange, posing inherent privacy risks. Centralized systems are vulnera

to various security threats, including eavesdropping, data tampering, [2] and unauthori

access, potentially compromising the privacy and security of users' data. To addre €

challenges, novel approaches are needed to ensure privacy-preserving communic®
realln of

maintaining the efficiency and scalability required for IoV deployments.

The Internet of Vehicles (IoV) represents a transformative c¢
transportation and connectivity. It involves the integration of vg rasiN@ature, and
other components into a cohesive network, enabled by Y communication
technologies. In an IoV ecosystem, vehicles are equipped with se , [3] actuators, and
communication devices that enable them to interact with ea

infrastructure, and with centralized control systems. }

-

Vehicles are capable of communicating directly with exchanging information
such as location, speed, and trajectory. V2V co ni ables cooperative driving,
collision avoidance, and other safety-enhangaop N@tions.
Vehicles can communicate with roadsi @ iicture S®Ch as traffic lights, road signs, and
toll booths. V2I communication [4] facili'"gag#faffic management, congestion mitigation, and
intelligent transportation systems.

V2X communication encomp all forms of communication between vehicles,
infrastructure, pedestrians, a ies. It enables comprehensive situational awareness
and coordination in complgirban envigfnments.

IoV systems generatcgggmba ts of data through sensors, cameras, and other sources. This
data can be collectfil, prOW@ssc®, and analyzed to extract valuable insights for improving
traffic flow, optimiZA@e & and enhancing overall transportation efficiency.

IoV ena e ment of intelligent applications and services that enhance the driving
expe imp®ve safety. Examples include real-time navigation, [5] predictive
maint omous driving, and personalized infotainment.

¢, a

comwected nature of loV introduces security and privacy challenges, as sensitive
about vehicle location, driving behavior, and personal preferences is exchanged
munication networks. Ensuring the confidentiality, integrity, and availability of data
cial to maintaining trust and safety in loV systems.

Overall, the Internet of Vehicles holds immense potential to revolutionize transportation,
making it safer, more efficient, and more sustainable. However, addressing security and
privacy concerns is essential to realizing the full benefits of IoV while maintaining user trust
and confidence.

In this context, this paper proposes a novel approach that integrates homomorphic encryption
with blockchain technology to address privacy concerns in oV environments. Homomorphic



encryption allows computations to be performed directly on encrypted data, preserving
privacy while enabling meaningful analysis and processing. By leveraging blockchain, a
decentralized and immutable ledger, our proposed framework ensures transparency and
integrity in IoV communications, mitigating the risk of data tampering and unauthorized
access.

This paper presents a comprehensive analysis of our proposed integration, including a
detailed methodology, simulation results, and security analysis. We evaluate the performan
and security of our approach in real-world traffic scenarios and demonstrate its effectiven

in preserving privacy while maintaining efficiency and scalability. Our findings ungdg

the wviability of our integrated approach in providing robust privacy- % y
i \ g
Vehicle

communication for loV networks, laying the foundation for secure and resiliggt
transportation systems.
erne

)
Q
Homomorphic encryption enables computations to be performd
preserving privacy while allowing meaningful analysis. Meanw?b
S

The paper proposes an integrated approach to address privacy con
(IoV) environments by combining homomorphic encryption w

S
hain technology.
on encrypted data,

kchain provides a

decentralized and immutable ledger for storing encrypte safffs, ensuring transparency
and integrity in IoV communications. The integratio technologies [6] offers a
promising solution to the privacy challenges in Io} systems. By encrypting

messages before transmission and storing ecur the blockchain, sensitive
information about vehicle locations, dig ' and personal preferences can be
i ough extensive simulations and
roach in preserving privacy, ensuring data
integrity, and maintaining efficiency and sc¥gaility in oV communications is demonstrated.
Overall, the integration of homomgrphic encryf®on with blockchain presents a practical and
effective means of safeguarding@privagy in the increasingly interconnected world of Internet
of Vehicles.

EXISTING STUDY

In existing studies, : aches have been explored to address privacy concerns in
vironments [7]. These approaches range from cryptographic
architectures. One common method involves the use of

ution (SMPC) [8] and Secure Multi-Party Communication (SMPC), which enable
d communication channels between vehicles. However, these protocols may
1P duce high computational overhead and communication latency, limiting their practicality
in real-time loV applications [9].

Additionally, decentralized architectures, such as peer-to-peer (P2P) networks [10] and
distributed ledgers, have been proposed to enhance privacy in IoV. These architectures
distribute data and control among network nodes, reducing the reliance on centralized entities
and minimizing the risk of single points of failure. However, challenges remain in ensuring
the scalability and efficiency of decentralized IoV systems, [11] particularly in large-scale



deployments. The proposed integration of homomorphic encryption with blockchain presents
a promising avenue for achieving this goal, offering a practical and effective approach to
privacy-preserving communication in the Internet of Vehicles.

In addition to the mentioned approaches, [12] existing studies have also explored the use of
differential privacy techniques in IoV environments. Differential privacy aims to protect
individuals' privacy by adding noise to query responses or data, ensuring that statistical
analysis cannot reveal information about specific individuals. In IoV, this technique can
applied to aggregate and analyze sensitive data, such as traffic patterns [13] or Veh'
locations, while preserving individual privacy. However, implementing differential py

IoV systems requires careful consideration of the trade-offs between privacy prot d
data utility [14]. Table 1 shows the Comparison of Existing works
Table 1 Comparison of Existing work K
Study Approach Advantages Limitations
Pseudonymization | Periodic changing of | Provides some lev ited privacy
[15] identifiers of ) protection; Does not
encrypt message
content
Secure Secure Multi-Pa s encrypted High computational
Communication [16] | Computation ation overhead; Increased
(SMPC), communication
Secure Multi-Party latency
Communication
(SMPC
Decentralized Peer-t@ibee ) Reduces reliance on | Scalability and
Architectures [17] netgdr 1strluted | centralized entities; | efficiency
1 TS Minimizes single challenges in
points large-scale
of failure deployments
Differential Privad ion of noise to Preserves individual | Trade-offs between
18 responses or privacy while privacy protection
data allowing and
statistical analysis data utility

urth re,mesearch efforts have been directed towards leveraging federated learning

niqui®n loV for privacy-preserving data analysis [19]. Federated learning allows models
ned across distributed data sources without the need to share raw data. In IoV, this
es vehicles to collaborate in model training while keeping their data private. However,
challenges such as communication overhead, model synchronization, and ensuring model
fairness and accuracy need to be addressed to realize the full potential of federated learning in
[oV environments.

to

Moreover, studies have investigated the use of anonymous credentials and zero-knowledge
proofs to enable authenticated and private interactions among vehicles and infrastructure
components in IoV networks [20]. These cryptographic techniques allow entities to prove



specific statements about themselves without revealing unnecessary information, thus
enhancing privacy and security in loV communications.

Overall, existing research in the field of privacy-preserving communication in the Internet of
Vehicles encompasses a wide range of techniques and methodologies. While each approach
has its strengths and limitations, ongoing efforts are focused on developing holistic solutions
that provide comprehensive privacy protection while ensuring the efficiency, scalability, and
usability of IoV systems.

3. METHODOLOGY OF PROPOSED WORK

The proposed methodology integrates homomorphic encryption w
\ ’

ha chnology
n this¥pproach,
techniques before
Block Diagram

to address privacy concerns in the Internet of Vehicles (IoV) ent
vehicles encrypt their messages using homomorphic encrypH
broadcasting them to the network. Figure 1 shows the Internet of Vehicl¥

Internet of Vehicles (

Homomorphic E pti

pted Messages

clkchain

Secure Transactions

Communication Channels

Encrypted Data

v
Vehicles

Figure 1 Internet of Vehicles Block Diagram
This ensures that sensitive information remains protected against unauthorized access and
tampering. The encrypted messages are then securely stored on a blockchain, a decentralized

and immutable ledger, ensuring transparency and integrity in IoV communications. This
integration provides a robust foundation for privacy-preserving communication in IoV
networks, offering a practical solution to the privacy challenges inherent in interconnected
transportation systems. Through comprehensive analysis and simulations, the proposed




methodology demonstrates its effectiveness in preserving privacy while maintaining
efficiency and scalability. Overall, the integration of homomorphic encryption with
blockchain presents a promising approach to enhancing privacy and security in IoV
environments, paving the way for secure and resilient connected transportation systems.

3.1 Homomorphic Encryption Overview:

Homomorphic encryption plays a pivotal role in the proposed methodology, enabling
computations to be performed on encrypted data while preserving privacy in Internet
Vehicles (loV) environments. At its core, homomorphic encryption allows mathemati
operations to be carried out on encrypted data without the need for decryptioy
safeguarding sensitive information from unauthorized access. Mathematically, t
represented as:

E(m) = Encrypt (m, pk)

where E (m) denotes the encrypted message, m represents the ori
pk signifies the public key used for encryption. Through this process¥g@intext messages are
transformed into encrypted ciphertext, ensuring confidentiality gyri ransmission and
storage. Homomorphic encryption schemes, such as partj o&norphic encryption and
gmatical operations to be
performed on encrypted data, including additio ion, and more complex
computations. By integrating homomorphi T, proposed loV framework,
be securely encrypted, preserving

text message, and

3.2 Blockchain Integration:

The integration of blockchain nology 1Mo the proposed methodology provides a
decentralized and immutable Mdge securely storing encrypted messages exchanged
among vehicles in the In V@llicles ( 1oV ) environment. Figure 2 shows the
Blockchain Integration of

Blockchain Integration

Internet of Vehicles (lov)

_ Blockchain Nodes —

—

sus Protocol (Data Storage & Retriewval Transaction Execution JResult Validation

hain Metwork Vehicle Data Smart Contracts

Figure 2 Blockchain Integration of loV

Blockchain ensures transparency and integrity in IoV communications by facilitating a
distributed consensus mechanism that verifies and records transactions in a chronological
sequence of blocks. Mathematically, the process of adding encrypted messages to the
blockchain can be represented as:

Blockchain = Add (E (m), prev_block ) (2)




Here, Blockchain represents the updated blockchain, E(m) denotes the encrypted message,
and prev_block signifies the previous block in the blockchain. Each block contains a
cryptographic hash of the previous block, creating a chain of blocks that is resistant to
tampering and modification. This immutability ensures that once a message is added to the
blockchain, it cannot be altered or deleted without consensus from the network participants.
Additionally, blockchain consensus mechanisms, such as proof of work (PoW) or proof of
stake (PoS), provide a trustless and decentralized method for validating transactions an
maintaining the integrity of the blockchain. By leveraging blockchain technology,
proposed methodology enhances the security and reliability of IoV communicatio
mitigating the risk of data tampering and unauthorized access while preserving the

sensitive information exchanged among vehicles.

1 Block Creation:

Block = Create_Block (E(m), prev_hash, nonce ) 3)
This equation represents the creation of a new block in the bloc , incorporating the
encrypted message E(m), the hash of the previous block prev_hash, a nonce value used

in the proof of work consensus mechanism.
2. Proof of Work (PoW):
PoW = Hash (B, nonce ) 4

7

Merkle _Root = Hash (H, | (5)

va hat, when combined with the block
get thr®hold. This equation represents the

In proof of work, miners compete to fin,
data B, produces a hash value below 4
hashing process used in PoW consensus.

3. Merkle Tree Root:

In a Merkle tree, each lca@g¥ode re ts a transaction, and each non-leaf node represents
the hash of its childreg erkle root is the hash of the top-level nodes, providing a
compact representaig trgpactions in the block.

Agree (Hash (B,),Hash (BZ)) (6)

ation represents the consensus agreement between two competing blocks B;
ed on their hash values.

ration, including block creation, proof of work, Merkle tree computation, block hash
validation, and consensus agreement.

3.3 Message Encryption Process:

The message encryption process in the proposed methodology involves several steps and
cryptographic operations to ensure the confidentiality of sensitive information exchanged
among vehicles in the Internet of Vehicles (IoV) environment. Below are ten equations



representing various aspects of the message encryption process, along with an accompanying
paragraph describing each equation:

1 Key Generation:

(pk, sk) = KeyGen () (7

This equation represents the generation of a public-private key pair (pk,sk) using
cryptographic key generation algorithm. The public key pk is used for encryption, while
private key sk is used for decryption.

2. Message Encryption:

E(m) = Encrypt (m, pk) ()
Here, E(m) denotes the encrypted message, obtained by encrypt @ ntext nfessage m

using the public key pk generated in the previous step.

3. Message Decryption: ,
D(E(m),sk) =m 9)
This equation represents the decryption of the encryf#€d a (m) using the private key

sk, resulting in the original plaintext mess

5 Homomorphic Multiplication:

E(my) ® E(my) = E(my X my) (10)
Similarly, homomorphic encryptiga enables tiplication operations to be performed on
encrypted data. This equation gfem ates how the product of two encrypted messages

E(m,;) and E(m,) can b

€ d Emomorphically to obtain the encryption of their
product E (m; X m,). Fig sho

Message Encryption Process

ssage Encryption Process

Homomorphic Encryption
Encrypted Messages
k4
Blockchain
Secure Transactions
h 4
Communication Channels

Encrypted Data

Y
Vehicles



Figure 3 Message Encryption Process

6. Padding Scheme:
Padded Message = Pad (m) (11)

Padding schemes are used to ensure that messages have a fixed length before encryption,
enhancing security and preventing information leakage. This equation represents the paddi
of the plaintext message m to produce the padded message Padded Message.

7. Hash Function:
H(m) = Hash (m) (
8 Digital Signature Generation:
Signature = Sign (m, sk) (M)

Digital signatures are used to authenticate the origin and integrity of ages. This equation
represents the generation of a digital signature Signature for the vne essage m using
the private key sk.

9. Signature Verification:

Verify (m, Signature, pk) (14)

This equation represents the verificat
message m using the corresponding pubM
process returns true; otherwise, it returns fal

gital ature Signature for the plaintext
¥ pk. If the signature is valid, the verification

10. Random Number Generationg
Nonce = Random () (15)

Random numbers, or es, used in cryptographic protocols to introduce
t ay attacks. This equation represents the generation of a
text{Nonce}Nonce using a cryptographically secure random

ion process involves a combination of encryption, decryption,
erations, padding, hashing, digital signature generation, signature
andom number generation to ensure the confidentiality, integrity, and
essages exchanged among vehicles in the [oV environment. These equations
athematical representation of each step in the process, demonstrating the complex
phic operations involved in securing [oV communications.

lockchain Data Structure:

The blockchain data structure forms the foundation of the proposed methodology, providing a
decentralized and immutable ledger for securely storing encrypted messages exchanged
among vehicles in the Internet of Vehicles (IoV) environment. At its core, a blockchain
consists of a series of blocks, each containing a batch of transactions and a reference to the
previous block, creating a chain-like structure. Mathematically, the structure of a blockchain
can be represented as:



Blockchain = {B;, B,, ..., B, } (16)

where B; represents the i-th block in the blockchain, and n denotes the total number of
blocks. Each block contains a cryptographic hash of the previous block, ensuring the integrity
and immutability of the entire blockchain. This structure makes it practically infeasible to
alter or tamper with past transactions, providing a reliable and transparent record of loV
communications.

3.5 Privacy Preservation Mechanisms:
Privacy preservation mechanisms are integral to the proposed methodolo nsu

sensitive information exchanged among vehicles remains confideg il PNQiected from
unauthorized access. One such mechanism involves the use of ic en&gyption to
encrypt messages before transmission, ensuring that only authorizd
access the content. Mathematically, this can be represented as:

, (17)

orijnal plaintext message, and
kchain technology ensures
tamper-proof storage mechanism for
nd unauthorized access.

E(m) = Encrypt (m, pk)

where E (m) represents the encrypted message, m de

Privacy Prese jon Mechanisms

Ho gghic Encryption

Encrypted Messages

Blockechain <

M d Data/ﬁ.ked Dat;@wrate MAC \MAC Verification

Data Masking Message Authentication Code (MAC)

Figure 4 Privacy Preservation Mechanisms

Figure 4 shows the Privacy Preservation Mechanisms. Scalability and efficiency
considerations are essential aspects of the proposed methodology, ensuring that the loV
system can accommodate a large number of vehicles and communication nodes while
maintaining optimal performance. One approach to addressing scalability challenges involves



the use of sharding, a technique that partitions the blockchain into smaller, more manageable
subsets called shards. Mathematically, the process of sharding can be represented as:

Blockchain = {S;,S,, ..., Si} (18)

where S; represents the iii-th shard in the blockchain, and kkk denotes the total number of
shares. Each shard is responsible for processing a subset of transactions, thereby distributing
the computational workload and improving system scalability. Additionally, optimizatio
techniques such as parallel processing and efficient consensus algorithms can further enha
the efficiency of the IoV system, ensuring real-time communication capabilities for vehic
in dynamic traffic scenarios. Overall, scalability and efficiency considerations are g iii

O O

ensuring the effectiveness and viability of the proposed methodology in real-
deployments.

Message Authentication Codes (MACs) are cryptographic cons pd verify the
authenticity and integrity of messages. This equation represent: ation a MAC

ts

4
MAC for the plaintext message m using the secret key sk. The N@A4#P1s then transmitted
along with the message to ensure that it has not been tampered wilN@uring transmission.

MAC = Generate MAC (m, sk) , (19)

Masked Data = Mask (D, mask ) (20)

Data masking techniques are employedds® al sSQitive information within messages,
preserving privacy while allowing folNQy Fful analysis. This equation represents the
masking of data D using a specific mas’Q@€ pattern mask, resulting in the generation of
masked data Masked Data. Masking can be afljed to various data elements, such as vehicle
identifiers or location coordinate rotect privacy.

3.5 Scalability and Efficie

Parallel processing techniq
processing units, €
represents the pard
leveragigo th

are utilized to distribute computational tasks across multiple
throughput and reducing processing time. This equation
ition of tasks Ty, T, ..., T, across multiple processing units,
parallel computing architectures to improve system efficiency.

Parall ocoqg (T4, T, ..., Ty) 21

mechanisms are employed to distribute network traffic and computational
across multiple servers or nodes, preventing bottlenecks and maximizing
utilization. This equation represents the allocation of incoming requests
..., R, to different servers or nodes based on their current workload, ensuring optimal
pefformance and scalability in the IoV system.

Load_Balancing (Ry, R, ..., Ry) (22)

These additional equations and paragraphs further elaborate on the privacy preservation
mechanisms and scalability and efficiency considerations within the proposed methodology
for the Internet of Vehicles (IoV) environment.



5. RESULTS AND DISCUSSION

The performance of the proposed methodology was evaluated through extensive simulations
and analyses, focusing on key metrics to assess its effectiveness in privacy preservation, data
integrity, efficiency, scalability, and security within the Internet of Vehicles (IoV)
environment. The table 1 below presents the results of the performance evaluation,
showcasing the values obtained for each metric:

Table 2 Performance Metrics

Metric Value

Privacy Preservation 98.5%
Data Integrity 99.2%
Efficiency 95 ms

The results indicate that the proposed methodology achieves
preservation, with a privacy preservation rate of 98.5%, ensuring tha

levels of privacy
sitive information

exchanged among vehicles remains confidential and protected uMuthorized access.
Additionally, the methodology demonstrates robust data i ith a data integrity rate of
99.2%, indicating minimal risk of data tampering or co

Furthermore, the efficiency of the methodglae ighli y its low latency, with an
average message processing time of 9 0 enabling real-time communication

among vehicles in dynamic traffic €&
methodology can accommodate a sig
communication nodes, with a scalability rate
network expands.

he sMability analysis reveals that the
increase in the number of vehicles and
00%, ensuring seamless operation as the oV

erformance Metrics

T
Privacy Preservation Data Integrity Efficiency Scalability

Figure 5 Performance metric of Proposed work

Moreover, the security analysis confirms the resilience of the methodology against various
attacks, with high levels of security achieved through cryptographic techniques and
decentralized blockchain infrastructure.



Encryption and Decryption Time vs. Message Size

—&— Encryption Time
—H- Decryption Time

12 4

10 ¢

Time Taken (ms)

T T T T T T T
100 150 200 250 300 350 400
Message Size (bytes)

Figure 6. Encryption and Decryption Ti

Figure 6 shows the Encryption and Decryption Time. Overall, thgaye
effectiveness of the proposed methodology in addressias

demonstrate the

cy, integrity, efficiency,
he groundwork for secure
> Communication Latency

D13

and resilient connected transportation systems. Tab
Analysis

LatcN@k Analysis

Vehicle Density (vehicl v g ) | Average Latency (ms)
50 85
100 92

98

105

110

This t. ents the communication latency analysis for varying vehicle densities in the
loV. s the vehicle density increases, the average latency also slightly increases,

Vi Y
indic thS#mnpact of network congestion on communication delay.

Table 4: Encryption Overhead Analysis

Message Size (bytes) | Encryption Overhead (bytes)




100 20
200 25
300 30
400 35
500 40

This table 4 provides an analysis of the encryption overhead incurred for messages
sizes. As the message size increases, the encryption overhead also increases
highlighting the impact of encryption on message size and transmission gver

Table 5: Blockchain Throughput Analysj

Block Size (MB) | Transactions per Second (

1 1000

2 1200

3 1400

This table 5 presents the block throughput analysis for different block sizes. As the
block size increases, the througiibu pncreases, indicating the scalability of the blockchain
infrastructure in processing (@i volhe of transactions per second.

Comparison of 1oT Vehicle Requests

150 +

Number of Requests

=
L=}
S

50 -

T T T T
Car Truck Bus Motorcycle
Vehicle Type

Figure 7 Comparison of [oT vehicles

Figure 7 shows the Comparison of IoT vehicles. These additional tables provide further
insights into the performance characteristics of the proposed methodology, including



communication latency, encryption overhead, and blockchain throughput, enhancing the
understanding of its effectiveness in addressing various challenges in the IoV environment.

6. CONCLUSION

In conclusion, this paper has proposed a novel integration of homomorphic encryption with
blockchain technology to address privacy concerns in the Internet of Vehicles (Io
environments. Through extensive simulations and analyses, we have demonstrated
effectiveness of our approach in preserving privacy, ensuring data integrity, and majzdedni
efficiency and scalability in IoV communications. Our results show that by
messages using homomorphic encryption techniques and storing them on
ledger, we can effectively protect sensitive information exchanged g
unauthorized access and tampering. The decentralized and immutg
ensures transparency and integrity in IoV communications,
manipulation and unauthorized access.

Furthermore, our system exhibits efficient communication ca with minimal

overhead introduced by homomorphic encryption and b peratlons This enables
real-time communication among vehicles in dynamic tr i0s without compromising
performance. Additionally, our framework demonstr: calability to accommodate
the growing number of vehicles and corgaauni in IoV networks. Security
analyses have also confirmed the rob f approach against various attacks,
including eavesdropplng, data tamperl ay atta¥®s. Our integrated solution provides

g IoV networks, ensuring that sensitive
information remains protected while enablin®@ie realization of the full potential of connected
transportation. In summary, ourgaroposed in®gration of homomorphic encryption with
blockchain offers a practical a dve solution for privacy-preserving communication in
oV environments. As Io to evolve, our approach can contribute to the
development of privacy- ncin nologies that empower users to fully leverage the
benefits of connected ion while safeguarding their privacy rights.
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