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Abstract — This paper proposes and analyzes a ticket-based OCSP protocol for efficient certificate revocation checking
in vehicle communication systems. The IEEE WAVE standard for vehicular networks requires real-time processing of
Basic Safety Messages (BSMs) exchanged between vehicles. Traditional OCSP revocation checking can introduce
delays. The proposed approach distributes OCSP responses as tickets valid for a road section. Vehicles use shorter keys
extracted from the tickets for faster cryptographic processing. Experiments compare processing times for signature
generation and verification with different elliptic curves. The results show the proposed technique provides faster
revocation checking. This allows time-critical vehicle-to-vehicle message processing at high rates under computational
constraints. The ticket-based OCSP mechanism enhances security while meeting real-time requirements in vehicular
networks.
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I. INTRODUCTION

With the increasing use of the Internet, individuals and businesses have been able to send and store more personal
information and important data online. This has led to increased privacy attacks by hackers and cybercriminals, and
security threats have become more serious than ever before. The importance of security has become more and more
essential to prevent negative effects such as personal information leakage, financial fraud, and intellectual property rights
violations. Individuals should keep their personal information secure online by applying security measures such as secure
password use, double authentication, and encrypted network connections [1]. Companies must protect customer data and
business secrets from attacks such as hacking, data leakage, and ransomware. The importance of corporate security is
also emphasized in financial-related activities such as Internet banking, e-commerce, and online transactions. With the
spread of mobile devices and the advent of smart home systems, the security of home networks has also become very
important. Therefore, governments and businesses should protect public services and infrastructure by strengthening
investment and manpower in cybersecurity, and users should carefully manage the rights setting of smartphone apps and
the scope of personal information disclosure on social media. The importance of security is expected to continue to grow,
and individuals and businesses must raise security awareness and take continuous protection measures [2].

Public key infrastructure (PKI) refers to an integrated security infrastructure used in public key-based encryption
systems. PKI supports public key encryption technology and provides security features such as authentication, key
management, encryption, and electronic signature. PKI generates a pair of public keys and private keys, and public keys
are publicly available and private keys must be kept confidentially by individuals. In PKI, certificate authority (CA) is
responsible for issuing certificates and identifying servers or individuals. A certificate includes public key and identity
information, and digital signatures from certification bodies are included to ensure reliability. PKI can guarantee
document integrity and denial prevention through digital signature, in which case, it provides reliable signature by
signing documents with private keys and verifying them with public keys. PKI provides standards for issuing and
managing SSL/TLS certificates for secure website access, and supports security in various applications on the Internet,
online transactions, email protection, and VPN connections. PKI is an essential security infrastructure for companies,
government agencies, and financial institutions to protect important information and ensure the reliability of electronic
services [3, 4, 5].

Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are protocols used to provide data security and
safety in Internet communication. SSL/TLS encrypts communication between clients and servers and ensures data
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integrity and authentication to prevent data tampering or eavesdropping in the middle of the network, and for this
purpose, public key encryption and symmetric key encryption are used in combination. After safely exchanging
symmetric keys with public key encryption, data is efficiently encrypted using symmetric keys. SSL/TLS supports the
HTTPS (HTTP Secure) protocol to enhance the security of websites, which encrypts communication between web
browsers and web servers. The server receives a certificate from the CA and provides the certificate to the client during
the SSL/TLS connection establishment process, and the client verifies the certificate to verify the server's identity.
SSL/TLS supports a variety of encryption protocols and algorithms, and is updated to maintain security if any security
vulnerabilities are found in the industry. SSL/TLS provides various security features such as authentication, encryption,
and data integrity verification to protect users' personal information and sensitive data, and is used in various Internet
services such as online payments, Internet banking, email communication, and virtual private network (VPN), providing
a secure online experience to users. SSL/TLS is recognized as an essential component of network security, and both
businesses and individuals should properly implement SSL/TLS on their websites and applications to enhance security
[6, 7].

Certificate can be revoked due to expiration, leakage of private keys, and reliability problems of certification
authorities, and certificate revocation means canceling or discarding the validity of certificate. The revoked certificate is
no longer reliable, and encrypted communication using it must be stopped. Certificate revocation is carried out by CA,
which uses the revoked Certificate Revocation List (CRL) or Online Certificate Status Protocol (OCSP), an online status
verification protocol. The CRL is a periodically updated list, and the entry allows you to download the CRL in advance
to check whether the certificate is discarded. OCSP is a protocol that checks the status of certificates in real time and is
used by clients to verify the validity of certificates. Certificate revocation prevents potential security threats arising from
the leakage of private keys in certificates and ensures user safety. Web browsers and other client applications must verify
the certificate by downloading the CRL or accessing the OCSP responder. Validation of certificates is important to
maintain secure communication, and users should carefully perform validation to avoid encrypted communication by
unreliable certificates [8, 9].

In this study, we proposed a method of applying the OCSP protocol in an automobile communication system and a
method of efficiently authenticating messages through this process and analyzed its performance.

II. PKI AND CERTIFICATE
PKI Structure and Applications
Public Key Infrastructure (PKI) is a security infrastructure based on public key encryption systems that includes digital
certificates, public and private keys, certification authorities, and certificate management. This structure is used for
secure communication, data protection, and identification, and is utilized in a variety of security applications such as web
browsing, email security, and electronic signature [10].

Components of PKI
The PKI components are as follows

Public and private key

In PKI, private key is a secret key for information security and is used to encrypt data and generate digital signatures. The
public key is paired with a private key, used for data decryption and digital signature verification, and is publicly shared
by others.

Certificate Authority (CA)

The CA is a trusted third-party organization that plays an important role in issuing and managing digital certificates.
These certificates are used for public key-based encryption and digital identification, and the CA maintains security by
verifying user and server identifications.

Certificate

In PKI, digital certificates include public and private keys, and are reliable documents in digital form to verify the
integrity of information and sender identity. This enables secure communication and data exchange, and is issued and
managed by the CA.

Certificate chain
In PKI, the certificate chain is a key component of forming a trust scheme and refers to the structure in which multiple
certificates are connected. It forms a chain from the root CA to the intermediate CA and the end user's digital certificate,
which is verified by the signature of the previous CA at each stage. These chains establish the reliability of digital
certificates and ensure the security of data communication.

Fig 1 shows an example of a certificate chain. As shown in the figure, the root CA has its own root certificate, which
is self-signed. Root CA uses its own certificate to sign the certificate of B, the sub intermediate CA. Intermediate CA B
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uses its own certificate to sign the certificate of entity B. Users who want to verify B's certificate should verify B's
certificate using A's public key and B's certificate using root CA's public key.

Certificate Revocation List (CRL)
The CRL is a list used by PKI that is used to track digital certificates that are invalid before expiration. The CRL is
periodically updated by the CA to check invalid certificates to prevent security flaws.

PKI Applications
PKI is used to provide security and reliability in a variety of applications. Some major PKI applications include.

Root CA’s Certificate
g Owner’s DN: (Root CA)
Owner’s public key: KU¢,4
Issuer’s DN: (Root CA)

Issuer’s(Root CA) signature

Self-signed Cert.

A’s Certificate KR,:

_<- Owner’s DN: (A) '>
Owner’s public key: KU,
Issuer’s DN: (Rool CA)

Issuer’s(Root CA) signature

B’s Certificate

<' Owner’s DN: (B) ‘>

Owner’s public key: KUy
Issuer’s DN: (A)

Issuer’s (A) signature
g

Fig 1. Example of Certificate Chain.

(intermediate
CA)

KR:
KUgc:

B
(end entity)

SSL/TLS communications

PKI is used in Secure Socket Layer/Transport Layer Security (SSL/TLS) communication, enabling secure web browsing
and data transfer. SSL/TLS protocols utilize public and private keys to identify communication partners and encrypt data
to prevent eavesdropping and data tampering, and PKI's CA issues SSL/TLS certificates to ensure website reliability.

Email Protection

PKI can be used for email security. Certificates issued by CAs can be used to ensure the integrity and confidentiality of
e-mails. For example, Secure/Multipurpose Internet Mail Extensions (S/MIME) utilizes PKI to encrypt and sign e-mail
messages and attachments.

Web authentication and login protection

PKI can be used to enhance user authentication and login security. The user can prove his or her identity using his or her
private key and certificate, and the service provider can verify the user's identity through this. This enables secure web
application authentication and login.

Virtual Private Network (VPN)

PKI can be used to enhance the security of VPN connections. Communication between VPN clients and servers is
protected using public key-based encryption. The client and the server exchange their respective certificates and mutually
identify them.

Code Signature
PKI can be used to sign code to verify the integrity and reliability of software or code. Software developers use private
keys to sign software or code, and users can use public keys to identify the signed code.

In addition, PKI is used to provide security and reliability in various fields such as IoT (Internet of Things), cloud
security, digital copyright management, and electronic signature. PKI is used as a key element for effectively
implementing and managing public key-based encryption systems.

X.509 certificate structure

Fig 2 shows the structure of the X.509 certificate [10]. X.509 is a standard certificate format used for authentication in
PKI that defines the structure and data format of digital certificates. The main fields of the X.509 certificate are as
follows.
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Version
Specifies the version of the certificate; the current most common version is X.509v3.

Serial Number
A unique serial number of a certificate that is used to identify the certificate.

Signature Algorithm
A digital signature algorithm used for certificates, typically RSA, DSA, ECDSA, etc.

Issuer
Information on the authority that issued the certificate.

Validity Period
Specifies the validity period of a certificate, consisting of the issuance date and expiration date of the certificate.

Subject
Information on the object (person, organization, etc.) that owns the certificate. The Subject field is primarily used to
identify the identity of the user, along with the public key.

Public Key
A public key associated with a certificate. The 'subject' and 'public key' fields on the certificate perform the function of
binding the user's public key.

Issuer Signature
The signature of a certificate encrypted with the issuing authority's private key. This signature is used to verify the
integrity of the certificate and to prove that it is issued by the issuing authority.

version
serial number
signature algorithm id

CA name
validity period
user name
public algorithm id
key info public key value

extensions
CA signature

Fig 2. X.509 Certificate Structurex.509 Certificate Structure.

Certificate creation and verification
Fig 3 shows the certificate creation and verification process.

(1) CSR (certificate signing request):

TDarice| KUnrsce Certificate
Authority

(2) Certificate for Alice:

Certarice= “IDaiices KUalice, Timel, .70,

CA’s sign

(3) Cer‘tAlice

Name: Alice
Pub key: KUpj; ..
Validity periods

CA’s signature

(9) gener‘ate KUAlice, KRAlice

IDsjice @ Alice’s identifier
KUjjice @ Alice’s public key
KRal1ice : Alice’s private key

Fig 3. Certificate Creation and Verification.
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The certificate generation process is as follows.

Private/public key generation
To generate a certificate, a private key is first generated, and a public key is generated using it.

Certificate signing request (CSR)
Create and deliver CSR to CA to generate certificates. CSR includes the certificate applicant's information and public
key.

Certification Authority Review
CA reviews CSR and verifies that it is reliable. In this process, the identity of the requester is verified, and the requester
is qualified to obtain a certificate.

Certificate Issuance
After CA reviews the certificate request, issue a new X.509 certificate containing the requester's public key. The
certificate contains the signature of the CA, which ensures the integrity of the certificate and provides reliability.

Save Certificates
Certificates are typically stored on the requester's computer or device. Certificates provide public keys and are used to
verify the identity of the certificate owner.

The verification process of the X.509 certificate is to verify the validity and reliability of the certificate as follows.

Certificate Acquisition
Certificates are typically provided to clients when HTTPS connections are established on a web server, and the client
receives the certificate from the server to initiate verification. (Server Verification)

Certificate parsing
To verify a certificate, the certificate is first parsed to extract the components and information of the certificate.

Certificate chain verification

Most certificates are generated via an intermediate CA under the highest certification authority (Root CA). Therefore,
you should check the certificate chain to ensure that it is a certificate signed by a trusted root certificate authority. All
certificates in the chain are verified using a trusted certificate store or certificate path algorithm.

Signature verification

The certificate to be verified is signed with the CA's private key, and the verification process uses the CA's public key to
verify the signature of the certificate. Signature verification is used to ensure the integrity of the certificate and to verify
whether the certificate is tampered with.

Validity check
Certificates include start and end dates, and the verification process checks the validity of the certificate against the
current time. Expired certificates cannot be trusted, and verification will fail.

Conformity verification

The conformity verification of a certificate may vary depending on the purpose of use of the certificate. For example, in
the case of a web server's certificate, you can check whether it matches the domain name. This will allow you to verify
that the certificate is used for the correct server.

Check Certificate Status
Certificates that have not expired may be discarded for some reason. In the process of verifying the certificate, you must
go through the process of verifying these revoked certificates.

III. METHODS FOR CERTIFICATE REVOCATION STATUS VERIFICATION
Certificates with remaining validity periods may no longer be usable for a variety of reasons. For example, a certificate
may be revoked if the private key is lost or leaked, the identity of the certificate owner has changed, or the certificate is
no longer needed. Methods for verifying revoked certificates are as follows.

CRL (Certificate Revocation List)

CRL is issued by a CA and is used to verify the validity of a certificate. The CRL contains a list of revoked certificates.
The CRL must be updated whenever a CA revokes a certificate. To achieve this, the CA adds the list of revoked
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certificates to the CRL, creates a new CRL, and distributes it. Typically, CRLs are provided on the CA's website or other
public means, and verifiers can use these CRLs to check whether a particular certificate has been revoked[11]. After
receiving the certificate, the verifier downloads and verifies the CRL of the CA that issued the certificate. The CRL
contains information such as the serial number of the revoked certificate and the date and time of revocation. Verifiers
can use the CRL to check whether a certificate is valid and to check whether the certificate is included in a list of revoked
certificates. If a certificate is listed in a CRL, it is no longer considered trustworthy. CRLs are also signed to prevent
forgery and alteration. The CA signs the CRL with its private key to ensure the integrity of the certificate. The verifier
can use the CA's public key to check the signature of the CRL and verify that the CRL was properly generated by the
CA.

OCSP (Online Certificate Status Protocol)
OCSP is a protocol for checking certificate status in real time, and was developed to overcome the limitations of the CRL
method. CRLs have the disadvantage of having to be updated periodically and downloading large lists. In contrast, OCSP
can operate efficiently because it can check the status of the certificate in real time. OCSP operates based on the
interaction between the client and the CA that issued the certificate [12].
Fig 4 shows the operation of OCSP.
o The client receiving the certificate from the server obtains the OCSP server address of the issuer (i.e., CA)
attached to the certificate.
e  The client generates an OCSP request and transmits it to the OCSP server (responder). This request includes the
serial number of the certificate and other necessary parameters.
e  Upon receiving the OCSP request, the OCSP server checks the status of the requested certificate and generates
an OCSP response and returns it to the client.
e The client can receive an OCSP response and check the status of the certificate. The response indicates whether
the status of the certificate is valid, abolished, or otherwise.
e  When the CRL is updated, the CA delivers it to the OCSP server.
The OCSP is efficient because it can check the status of certificates in real time compared to CRL and does not
require the need to download a large list of certificates. However, OCSP may have longer response time than CRL
because it requires client-server communication.

I CA (Certificate
Authority)
rd

(1) .Ge.ner‘ate /" ~<
certificate S _- \ S
”
g \\s£l) CRL
- S~o oCcsP

~”A responder

*
Aa -
. (2) Certificate s (At ad
AN coP Yo7 ceNoXZ =~
\N 2 2T ottt
T e -
=\ N -
L-||: o 95
Client

Fig 4. OCSP Operations.

OCSP stapling

OCSP Stapling is a mechanism for quickly checking the status of certificates and operates as part of the OCSP protocol.
This method has the advantage of reducing the latency of OCSP requests and responses by providing the status of the
certificate directly to the client and enhancing security. In the existing OCSP method, the client must send a request
directly to the OCSP server to check the status of the certificate, resulting in additional network round trip delays
between the client and the OCSP server. OCSP Stapling is a method in which a web server takes OCSP responses in
advance and provides them to clients to address these issues [13]. The server regularly checks the status of the certificate
to the OCSP server and caches the verified response. The web server then provides the client with an OCSP response
along with the certificate.
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The key features of OCSP Stapling include:

Performance improvement

Clients receive OCSP responses directly with certificates from the web server, eliminating additional network round trip
delays with the OCSP server, and reducing response time.

Privacy
OCSP Stapling enhances client privacy because clients do not have to connect directly to the OCSP server. The client's
IP address or certificate information is not exposed to the OCSP server.

CRLite

CRLite is an efficient method for certificate revocation verification and is a technology jointly developed by Mozilla and
Cloudflare. CRLite is used to compress large certificate revocation lists and verify them on the client side. This allows
the verifier to efficiently check the status of the certificate and has the advantage of not having to download the entire
CRL [14]. The key features of CRLite include:

Centralized Structure
CRLite manages certificate revocation information on a centralized server managed by Mozilla and Cloudflare, and
validators can obtain certificate revocation information from one trusted server.

Compressed format
CRLite compresses certificate revocation information and efficiently transmits and stores it. This allows validators to
efficiently maintain updates by receiving only small-sized updates instead of downloading the entire CRL list.

Cache-based verification
CRLite uses the local cache to verify the status of the certificate. The validator can periodically update the cache to
reduce network delay during the verification process while staying up-to-date.

Here's how CRLite works:

e The CRLite server collects and stores certificate revocation information received from CA in a compressed
format.

e The validator periodically downloads small-sized compression updates from the CRLite server to update the
local cache.

e After receiving the certificate, the verifier verifies the status of the certificate using the local cache. If the local
cache does not contain the certificate or the certificate's status indicates that it is revoked, the verifier may take
additional action.

CRLite is much more efficient than downloading the entire CRL. CRL has the problem that the contents of the entire
list must be updated periodically and a large list must be downloaded. In contrast, CRLite updates the local cache by
downloading only small-sized compressed updates. This helps verifiers maintain up-to-date certificate revocation
information with a relatively small amount of data. CRLite is used in the Mozilla Firefox browser and Cloudflare's CDN
(Content Delivery Network), and provides real-time certificate revocation information and efficient certificate status
verification functions.

IV. TICKET-BASED STAPLED OCSP PROTOCOL FOR VEHICLE COMMUNICATION SYSTEMS
IEEE WAVE (Wireless Access in Vehicular Environments) is a standardized protocol for automotive communication
and can be applied to a variety of automotive applications, including autonomous driving, safety communication,
entertainment systems, etc.

WAVE uses wireless communication to enable vehicle-to-vehicle communication (V2V), vehicle-to-infrastructure
communication (V2I), and vehicle-to-infrastructure communication (V2X). Automotive communication system security
supports functions such as confidentiality, integrity, authentication, non-repudiation, and availability.

To support these functions, the IEEE 1609.2 WAVE security standard defines the use of security algorithms such as
Electronic Curve Digital Signature Algorithm (ECDSA) and Electronic Curve Integrated Encryption Scheme (ECIES)
[15]. Additionally, the IEEE WAVE standard defines BSM (Basic Safety Message) for V2V communication. BSM is
designed to use vehicle-to-vehicle communication functions to exchange information about surrounding vehicles and
support a variety of safety functions such as collision warning, signal control, and traffic flow management.

BSM messages include vehicle location information, speed and acceleration, direction, vehicle identifier, vehicle
status, collision warning, lane information, etc. Cars can interact by communicating BSM messages with surrounding
vehicles in real time and share driving situations, reducing the risk of collisions between vehicles and improving safety.
For example, if a nearby vehicle suddenly stops, the vehicle that receives the information through the BSM message can
take appropriate action.
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Fig 5 shows the operation of the existing OCSP stapling method.
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Fig 5. Operation of Traditional OCSP Stapling Method.

In the existing OCSP stapling method, the client receives certificate S and OCSP response from the server and
performs the following operations.
e  Verify the received server certificate S using the CA’s public key
e  Verify the received OCSP response message using the OCSP responder’s public key
e The public key stored in certificate S is used to verify messages received from the server.

The IEEE WAVE standard defines NIST P-256 and NIST P-384 as the ECC (Elliptic curve cryptography) curve used
in this process. The transmission cycle of the BSM message broadcasted from each vehicle may vary depending on the
system and operating environment, but is generally known to be 100 msec. Therefore, a running car must be able to
process multiple messages sent by cars around it in real time. Therefore, each car must verify dozens of messages per
second, and this may be difficult for cars with insufficient processing power. In this study, we proposed a method to
solve these problems while applying the OCSP protocol to automobile communication and analyzed its performance.

Fig 6 shows the OCSP operation proposed in this study.

CA
(Certificate
Authority)
(1) Generate ,,’
certificate f"’ < (1) CRL
’
’
’z’ o oCcsP
server #° , \;4\ responder
OCSP req (serial # of KUg
(2) Generate key . . W =
. Sign with Secp256/384
pair: KR¢/KUs & - e ——— BN Wt e Sl s W 305
(4) OCSP ¥ , KUg)
AN
NN Sign with Secp256/384
AN

>
(5) Certificate S, N \\ (6) ECC with KRg/KUg

OCSP resp N N
o— e

Client

Fig 6. OCSP Operation Proposed in this Study.
In this study, a ticket-based OCSP protocol was proposed to apply the OCSP protocol to automobile communications.
The overall operation of the proposed method is as follows.
e  OCSP response can be used in a specific section of the road as a ticket.
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e  The car performing the server role receives a certificate to use from the CA.

e A car that wants to create a ticket generates a public key (KUs) and a private key (KRs) to be used in the section
where the ticket is used.

e The server transmits an OCSP request to the OCSP responder at the road entrance of a specific section. The
OCSP request transmitted at this time includes the serial number of the certificate S and the generated public
key (KUs). The secp256/secp384 curve is used to sign the OCSP request.

e The responder that receives the OCSP request determines whether certificate S is revoked and returns an OCSP
response. The OCSP response also includes the KUs sent by the server in the request, along with whether the
certificate has been revoked.

e The server operating on a specific section of the road transmits certificate S and OCSP response to the client.

e The OCSP client receives certificate S and OCSP response from the server and performs the following

operations.
= Verify the received server certificate S using the CA’s public key
= Verify the received OCSP response message using the OCSP responder’s public key
= To verify messages received from the server, ECC encryption is performed using the key pair (KRs,

KUs) stored in the OCSP response.

Afterwards, the client and server can quickly perform the encryption operation by performing the encryption

operation using a key with a length shorter than scep256/384.

Performance of ticket based stapled OCSP in vehicle communication systems

The ticket-based OCSP method proposed in this study supports signing messages using a shorter key when a car moves
in a certain section. In this section, we compared the signature creation and verification time according to various ECC
curves. The program for performance analysis was written in C language in OpenSSL 3.1.0 14 to sign and verify 8042
bytes of file data. And, the performance analysis was performed on the Raspberry pi 4 (Broadcom BCM2711, quad-core
Cortex-A72 (ARM v8) 64-bit SoC @ 1.5GHz, 4G SDRAM) board.

Fig 7 shows different signature and verification times on various standard ECC curves. It can be seen that the
signing and verification time increases as the secret key length increases. As can be seen in the figure, the brainpool
series curves [16], secp series curves [17], and prime series curves [18] show similar processing times for similar key
lengths. However, as can be seen in Fig 7 (b), prime256v1 shows a shorter processing time compared to curves of other
specifications with similar key lengths.
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Fig 7. Signature and Verification Time According to Standard ECC Curve.
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V. CONCLUSION

In this paper, we propose a method of applying the OCSP stapling protocol for certificate verification in vehicle
communication systems. The existing OCSP stapling protocol has advantages in terms of real-time and efficiency in
certificate verification, but has a disadvantage in terms of processing delay time in environments where very frequent
message exchanges occur, such as automobile communication systems. In this study, a ticket-based OCSP stapling
protocol was proposed to overcome this problem. In the proposed method, similar to the existing stapled OCSP protocol,
a certificate and OCSP response to be used in a specific section of the road are created in advance and used as a ticket,
eliminating the need for vehicles to perform OCSP communication for certificate verification in real time. This allows
vehicles to significantly reduce latency due to certificate verification. In addition, this study used tickets to sign and
verify messages with short-length keys, allowing vehicles to perform message authentication at a faster rate. In order to
check the processing speed when using short-length keys according to the proposed method, the performance
improvement effect was confirmed through an experiment implemented in OpenSSL.

This study is significant in that it suggests a method to support fast processing speed of automobile communication
systems. However, when applying the actual system, it is necessary to consider issues such as ticket issuance and
management, and key replacement. In the future, it is necessary to evaluate the proposed method in more vehicles and
various road environments and study considerations when applying it to an actual system. In the future, we plan to use
the results of this study to conduct additional research to increase the security, safety, and efficiency of automobile
communication systems.
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