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Abstract — The ever-increasing amount of network traffic generated by various devices and applications has made it crucial to
have efficient methods for analyzing and managing network traffic. Traditional approaches, such as statistical modeling, have
yet to be proven enough due to network traffic's complex nature and dynamic characteristics. Recent research has shown the
effectiveness of complex network analysis techniques for understanding network traffic patterns. This paper proposes
multilayer seasonal autoregressive integrated moving average models for analyzing and predicting network traffic. This
approach considers the seasonal patterns and interdependencies between different layers of network traffic, allowing for a more
accurate and comprehensive representation of the data. The Multilayer Seasonal Autoregressive Integrated Moving Average
(MSARIMA) model consists of multiple layers, each representing a different aspect of network traffic, such as time of day,
day of week, or type of traffic. Each layer is modeled separately using SARIMA, a popular time series forecasting technique.
The models for different layers are combined to capture the overall behavior of network traffic. The proposed approach has
several benefits over traditional statistical approaches. It can capture network traffic's complex and dynamic nature, including
short-term and long-term seasonal patterns. It also allows for the detection of anomalies and the prediction of future traffic
patterns with high accuracy.

Keywords — Network, Traffic, Statistical Modeling, Dynamic Characteristics, Seasonal Patterns.

I. INTRODUCTION
The internet and its additional technologies have significantly expanded our communication ability and access information. As
a result, our world has become increasingly interconnected, and the amount of data and information transmitted on the network
has reached unprecedented levels. With the growth of data, there has also been a corresponding increase in network traffic [1].
Network traffic refers to the data flow between devices connected to a network, such as computers, servers, and other devices.
It encompasses all the data that is exchanged between these devices, including emails, file transfers, web browsing, streaming
media, and more [2]. Network traffic is continuously increasing, and as our dependence on the internet grows, it has become
essential to understand its complexities and demands better. Complex network traffic analysis is studying and understanding
the patterns and characteristics of data flow across a network [3]. It involves collecting, analyzing, and interpreting large
amounts of data to gain insight into how a network is utilized. This analysis helps identify and address network issues, improve
performance, and optimize network resources [4]. One of the primary goals of complex network traffic analysis is to identify
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and manage network congestion. As network traffic increases, there is a higher chance of congestion, leading to delays in data
transmission [5].

In some cases, it can lead to network failures and disrupt communication. Network traffic analysis helps identify areas of
congestion and allows network administrators to take necessary measures to alleviate it [6]. It could involve rerouting traffic
or implementing quality-of-service measures to prioritize critical data. Another crucial aspect of complex network traffic
analysis is identifying potential security threats. With the increasing flow of data, there is a higher risk of cyber-attacks and
network breaches [7]. Network traffic analysis can help identify unusual or suspicious data patterns that could indicate
malicious activity. This information can be used to strengthen network security and prevent potential threats. Complex network
traffic analysis also plays a crucial role in optimizing performance and resource allocation [8]. Understanding and identifying
traffic patterns and data-intensive processes enable network administrators to allocate resources more effectively. It helps
improve network speed and reduce the risk of network failures.

Network traffic analysis can also provide valuable insights for businesses. Organizations can identify usage trends and
patterns by understanding the data flow across a network, which can inform decision-making processes [9]. This knowledge
can help optimize network usage, reduce costs, and improve productivity. In the modern age, where the internet has become
an indispensable part of our daily lives, complex network traffic analysis has become more critical than ever. As the volume
and complexity of network traffic grows, it is essential to understand and manage it effectively [10]. Not only does it help
improve network performance and security, but it also provides valuable insights that can drive business growth and success.
By continuously monitoring and analyzing network traffic, we can ensure a fast, secure, and efficient flow of data, enabling us
to take full advantage of the internet's vast resources.

The main contribution of the research has the following,

o Identification of network abnormalities: Complex network traffic analysis helps identify any unusual or abnormal
traffic patterns in a network. It can be caused by malicious activities such as cyber-attacks or network failures. By
identifying these abnormalities, it is possible to take immediate action to mitigate potential risks or failures and ensure
the smooth functioning of the network.

e Performance optimization: By analyzing the traffic flow and patterns, it is possible to optimize the performance of a
network. It involves identifying bottlenecks and congestion points and implementing appropriate measures to improve
network speed and efficiency.

e Resource allocation: Analysis of network traffic can help identify the usage of network resources such as bandwidth,
storage, and processing power. This information can be used to allocate resources more efficiently and reduce the
likelihood of resource overutilization or wastage.

e Prediction of network usage: Complex network traffic analysis can also provide insights into a network's usage trends
and patterns. It can help predict network capacity requirements and planning.

II. MATERIALS AND METHODS

Complex Network Traffic Analysis is an emerging field that combines the study of computer networks and traffic patterns to
understand and manage network behavior. However, analyzing network traffic has become increasingly challenging with the
increasing use of advanced technologies [11]. There are several issues when analyzing complex network traffic, which are
discussed below. One of the main issues in complex network traffic analysis is the sheer volume of data generated. As
technology has advanced, so has the amount of traffic that networks can handle. It makes it challenging to analyze and make
sense of the data generated, which can be in terabytes or even petabytes [12]. This high volume of data poses challenges for
researchers regarding storage capacity, computational power, and processing time. The network traffic is not a regular data
flow and contains a mix of different data types, including text, images, audio, and video [13]. Analyzing this diverse and
heterogeneous data requires specialized tools and techniques to handle different file formats and data types. It also adds to the
complexity of the analysis process [14].

An issue in complex network traffic analysis is the real-time nature of network traffic. Network traffic constantly changes,
and patterns can emerge and disappear within seconds. Therefore, it is crucial to have real-time monitoring and analysis systems
in place to detect and respond promptly to any anomalies or malicious activities [15]. Furthermore, network traffic is only
sometimes generated by legitimate users and devices. With the rise of cyber threats and attacks, there has been an increase in
malicious traffic that can significantly impact network performance and security [16]. Detecting and filtering out this malicious
traffic is a significant challenge for researchers as it requires sophisticated algorithms and techniques to differentiate between
normal and abnormal network behavior. Another challenge is the need for more standardization in network traffic data.
Different network devices and protocols generate data in different formats, making integrating and analyzing the data
effectively challenging [17]. This lack of standardization can also hinder the interoperability of different network analysis tools
and systems, making it difficult to have a unified approach to network traffic analysis. In addition to these technical issues,
ethical and privacy concerns need to be addressed when analyzing network traffic data [18]. As network traffic data contains
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sensitive information, it is necessary to have proper protocols and regulations in place to protect user privacy and data
confidentiality. The complex network traffic analysis field is facing several challenges due to the complexity and diverse nature
of network traffic data [19]. It must develop advanced tools and techniques to handle the high volume and heterogeneous data
to make sense of the ever-changing network traffic patterns successfully. Moreover, addressing the ethical and privacy concerns
associated with network traffic analysis is essential to maintain the balance between network security and user privacy [20].
Here some of the performance issues were identified. They are,
e Network Congestion: Complex networks experience high traffic volumes, leading to congestion and slowdowns in
data transmission.
e Bottlenecks: Due to the interconnected nature of complex networks, traffic bottlenecks can occur at specific nodes,
resulting in delays and reduced performance.
e Network Security Threats: Complex networks are vulnerable to various security threats, such as malware, hacking,
and DDoS attacks, which can compromise data integrity and disrupt network services.
e Protocol Incompatibilities: Different devices and protocols may not be fully compatible in heterogeneous complex
networks, resulting in communication issues and network failures.
e Quality of Service Issues: With diverse applications and services competing for network resources, It can be adversely
affected, leading to poor performance and user dissatisfaction.
e Network Monitoring and Management Challenges: Due to the scale and complexity of network traffic, it can be
challenging to monitor and manage effectively, making it difficult to identify and address issues promptly.

One of the main novel aspects of complex network traffic analysis using multilayer seasonal autoregressive integrated
moving average models is its ability to simultaneously analyze network traffic data at multiple layers. Traditional methods for
network traffic analysis typically focus on one layer at a time, such as the application layer or transport layer. However, with
modern networks' increasing complexity and diversity, it has become crucial to analyze traffic data at multiple layers to gain a
more comprehensive understanding of network behavior. The use of MSARIMA models for complex network traffic analysis
is a novel and innovative approach that can significantly improve our understanding of network behavior and enhance network
performance and security. It represents a significant step forward in the field of network traffic analysis. It can benefit various
industries and sectors that rely on complex networks for their operations significantly.

III. PROPOSED MODEL

MSARIMA models provide a powerful tool for this type of analysis, as they can capture the temporal and seasonal patterns of
network traffic data at different layers. It allows for a more nuanced and accurate analysis of complex network dynamics. These
models can help identify hidden relationships and dependencies between different layers and their impact on overall network
performance. The application of MSARIMA models in network traffic analysis offers a unique approach to monitor and detect
anomalies or abnormalities in network traffic data. By considering multiple layers of traffic data, the models can detect
abnormal patterns or trends that may not be visible when analyzing only a single layer. It can significantly enhance the security
and management of networks, as it allows for early detection and mitigation of potential issues. The proposed block diagram
has shown in the following Fig 1.

Input from the > Data »|  Seasonality »|  Seasonality
Dataset Processing Verification Remove
A 4
Network Traffic | MSARIMA | Residual P Parameters
Prediction - Model - Check & Test | Estimation

Fig 1. Proposed Block Diagram

Input from the dataset is the first step in network traffic prediction. This data is collected over time and includes information
such as network traffic volume, usage patterns, and other relevant data points. This data is then used for data processing, which
involves cleaning and organizing the data to make it usable for analysis. Seasonality verification is an essential step in network
traffic prediction as it helps identify patterns in the data that occur at regular intervals, such as daily, weekly, or monthly. It is
essential because network traffic often exhibits seasonality, following a recurring pattern. By verifying and understanding the
seasonality in the data, it becomes easier to identify and remove it from the dataset. Once the seasonality has been identified
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and removed from the dataset, the next step is parameter estimation. It involves using statistical methods to estimate the data
parameters, such as the mean and variance, which helps to characterize the dataset and make predictions based on the data
patterns. Residual checks and tests are important steps in the process as they help evaluate the model's accuracy. It involves
checking the difference between the predicted and actual values to determine the model's effectiveness in predicting network
traffic. MSARIMA model is a commonly used statistical model for network traffic prediction. It considers seasonality, trends,
and other essential factors to make accurate predictions.

This model combines the components of the Autoregressive Integrated Moving Average model with the ability to handle
multiple time series data. Network traffic prediction is a continuous process, as the accuracy of the predictions can be improved
by continuously re-evaluating and refining the model based on new data. This continuous improvement process is made
possible by using continuous functions such as input from the dataset, data processing, seasonality verification, seasonality
removal, parameter estimation, and residual check and test. The model can adapt to changing network traffic patterns and
provide more accurate predictions by repeating these steps. This continuous process of network traffic prediction helps
businesses and organizations make informed decisions about their network infrastructure and improve overall network
performance.

Data Processing

Data processing plays a crucial role in complex network traffic analysis (CNTA) by facilitating large, heterogeneous dataset’s
collection, organization, and analysis. The primary function of data processing in CNTA is to convert raw network data into a
suitable format for analysis. It includes filtering out irrelevant or redundant data, cleaning up the data by removing errors or
outliers and transforming the data into a standard format for consistency.

a0 P a 9 ;
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Another critical function of data processing in CNTA is data aggregation. It combines multiple data streams from different
sources, such as network logs, network packets, or network flow data, into a single dataset.

g—’zz(o*g—’;)+(N*Z—2) 3)

Aggregation is necessary to gain a comprehensive view of network traffic and identify impossible patterns and anomalies
with individual data sources. Data processing also involves data integration, combining data from different sources.
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In CNTA, this can include integrating data from different network protocols, devices, or systems. It allows analysts to
understand the network holistically and identify relationships and dependencies between different components.

0 =e(p) =p° (6)

Enriched data can provide valuable context to network traffic, enabling analysts to understand and interpret the data better.
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Data processing also plays a crucial role in data reduction and compression. It involves reducing the size of large datasets by
summarizing or aggregating the data without losing important information.

ap = lim( ®)
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It is essential in CNTA due to the immense volume of data in complex networks. Once the data has been processed and
organized, the final function of data processing in CNTA is analysis.

op’ = lim (M52 ©)
T 0p%«d(p°-1)
op = lim (*=5—) (10)

It can involve performing statistical analysis, machine learning algorithms, or visualization techniques to uncover insights and
detect patterns in network traffic.
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The analysis output can then be used for network troubleshooting, threat detection, and network performance optimization
tasks. In addition to collecting and organizing data, data processing in CNTA also includes data enrichment. It involves
enhancing the raw data with additional information such as geo-location, device type, or user information.

Seasonality Verification
Seasonality verification is an essential aspect of complex network traffic analysis that helps understand patterns and trends in
network data. It involves identifying and analyzing patterns that occur at regular intervals, also known as seasonal patterns, in

network traffic data.
00%00, 1
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It can be done using statistical methods, such as time series analysis, to identify long-term trends and patterns in the traffic
data. One of seasonality verification's primary functions is accurately predicting network traffic patterns over time.

2 _ (00%30, 2
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Understanding the seasonal patterns in network traffic data, network administrators and analysts can anticipate and plan for
changes in traffic volume and patterns. This information can be valuable in ensuring the network is configured correctly and
can handle high traffic levels during peak seasons. Seasonality verification can help to identify anomalies or irregularities in
network traffic data. Analyzing seasonal patterns can quickly identify any abnormal or unexpected changes in network traffic.
It can detect and mitigate potential security threats or network failures.

Seasonality Remove

Seasonality removal is a data preprocessing technique that removes periodic patterns from time series data. It is a critical step
in complex network traffic analysis as it helps to identify meaningful patterns and trends in network traffic data. Seasonality
refers to regular fluctuations in the data, such as daily or weekly patterns, that can obscure the underlying behaviors and
anomalies in network traffic. By removing seasonality, analysts can focus on the non-seasonal components of the data and
better understand the true nature of network traffic. One of the critical functions of seasonality removal in complex network
traffic analysis is to improve the accuracy of traffic forecasting. Seasonal patterns can make it challenging to predict future
network traffic trends accurately.

2x00
ops = (Top) (15)
where,0 = (Zg‘;); (16)
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Removing these patterns, analysts can better identify long-term trends and make more accurate predictions about future
traffic patterns. It is essential for network planning and optimization, where accurate forecasting is crucial for ensuring efficient
network performance and resource allocation. Another function of seasonality removal is identifying anomalies or abnormal
patterns in network traffic.

do; = 2% 00 * 00, (17)
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do, = /2 x 00 * JF, (18)
Anomalies can indicate network failures, cyber-attacks, or other unusual events that require immediate attention. However,
these anomalies can be masked by seasonal patterns in the data. By removing seasonality, analysts can more easily detect and
investigate these anomalies and take appropriate actions to mitigate potential risks to the network. Seasonality removal also
helps to simplify the analysis of complex network data. Removing seasonal patterns makes the data more accessible to interpret
and visualize, making it easier to uncover essential insights and relationships. It is precious in complex networks where large
amounts of data are collected and analyzed. By eliminating unnecessary noise and focusing on the non-seasonal components,
analysts can better understand the underlying behaviors and dynamics of the network traffic. Seasonality removal is crucial in
complex network traffic analysis by improving forecasting accuracy, identifying anomalies, and simplifying data analysis. It
allows a better understanding of network traffic patterns and helps analysts make informed decisions to optimize network
performance and security.

Parameters Estimation

Parameter estimation is an essential tool for analyzing complex network traffic. It involves determining the characteristics of a
network, such as its structure, flow, and behavior, by measuring and analyzing various parameters. This process helps
understand how the network operates, identify potential issues or bottlenecks, and optimize its performance. One of the main
functions of parameter estimation is to capture the structure of a network. It includes identifying the different nodes and their
connections, as well as the overall topology of the network. By analyzing parameters such as degree distribution, centrality
measures, and clustering coefficients, researchers can gain insights into the organization and layout of a network. This
information is crucial in understanding how information flows within the network and the potential pathways for
communication. Another essential function of parameter estimation is measuring traffic flow within the network. It involves
analyzing traffic volume, packet size, and distribution parameters. By doing so, researchers can identify the most heavily used
paths and nodes, potential congestion points, and areas where the network may struggle to handle the traffic load. This
information can help optimize the network infrastructure and identify potential security vulnerabilities.

Residual Check

Residual Check is a function used to analyze complex network traffic that helps identify anomalies or unusual patterns in the
data. It compares the expected values of a particular network metric with the actual observed values. If there is a significant
difference between the two, it indicates that there may be some anomalous behavior in the network. The first step in performing
a residual check is establishing a baseline for the network. It involves collecting and analyzing historical data to determine the
typical patterns and behaviors of the network. Once this baseline is established, the residual check function can monitor the
network in real-time and identify any deviations from the expected patterns. The function works by calculating the difference
between the current value of a network metric and the expected value based on the established baseline. The more significant
the difference, the more likely there is a problem or anomaly in the network. For example, a sudden increase in network traffic
may indicate a potential denial of service (DoS) attack, while a sudden decrease could indicate a system failure. Residual check
is a critical aspect of network traffic analysis as it allows network administrators to quickly identify and respond to any unusual
activity in the network. Detecting anomalies in real time can identify and mitigate potential threats before they cause significant
damage to the system.

Test for Complex Network Traffic Analysis

The Test for Complex Network Traffic Analysis is another essential function for analyzing network traffic. It involves running
tests on the data to assess its integrity, accuracy, and completeness. These tests can include statistical analysis, graph theory,
and machine learning techniques. The primary purpose of the test is to ensure that the data being analyzed is reliable and can
be used to make informed decisions about the network. It helps to identify any errors or inconsistencies in the data that could
affect the accuracy of the analysis results.

p"(o) = f,i_’,'é (w) (19)

One of the key advantages of using the Test for Complex Network Traffic Analysis is that it can help to identify hidden
relationships and patterns in the data.

p'(0) = lim (2=) (20)

o

These patterns may not be apparent upon initial inspection. However, with the help of advanced analytical techniques, they
can be uncovered and used to gain a deeper understanding of the network.
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In addition to ensuring data integrity, the Test for Complex Network Traffic Analysis also helps identify areas where the
network could be improved. For example, it may reveal bottlenecks or inefficiencies in the network that could be causing

performance issues.

_ D , 1-eP
p(0) = eP * lell’)ré ( - ) (22)
Residual Checks and Tests for Complex Network Traffic Analysis functions are vital in ensuring the security and efficiency

of complex networks. They help detect anomalies and assess data reliability, providing network administrators with the
necessary information to make informed decisions about network management and optimization.

MSARIMA Model

The MSARIMA model is a powerful tool for analyzing complex network traffic, which refers to the flow of data or information
between two or more connected devices or systems. This model combines the strengths of both ARIMA and SARIMA models
to capture the traffic data's temporal dynamics and seasonal patterns. One of the critical functions of the MSARIMA model is
its ability to capture the autocorrelation present in network traffic data. In other words, it considers that the previous traffic
flow influences the current traffic flow. The proposed flow diagram has shown in the following Fig 2.

Time Series Traffic Data

'

Initiate the Data Pre-Processing

\ 4

MSARIMA Model Training
l A 4
Traffic flow forecasting »  Residual
A 4 A
Final Forecasting < Proposed Model

Training on Residual

A 4

Performance Estimation

Fig 2. Proposed Flow Diagram

\ 4

Various factors, such as network congestion, user behavior, or network events, can cause this autocorrelation. By
incorporating this into the model, the MSARIMA can provide more accurate and reliable predictions of future traffic patterns.
Another essential function of the MSARIMA model is its ability to handle seasonal patterns in network traffic. Many network
systems experience periodic changes in traffic flow, such as daily or weekly spikes, which can be challenging to capture with

244



ISSN: 2788-7669 Journal of Machine and Computing 4(1)(2024)

traditional time series models. The seasonal component of the MSARIMA model allows it to model and predict these patterns
effectively, helping network administrators better manage and plan for peak traffic periods.

The model also considers the impact of external factors such as holidays, events, or special promotions on network traffic.
It makes it a valuable tool for analyzing and predicting traffic patterns during these periods, which can be crucial for businesses
or organizations relying on their network systems. One of the unique features of the MSARIMA model is its ability to handle
multiple input variables. It means that the model can incorporate other relevant information, such as weather conditions,
economic indicators, or network capacity, in addition to the network traffic data. By considering these additional factors, the
model can provide more accurate and comprehensive insights into the complex dynamics of network traffic.

Network Traffic Prediction

Traffic prediction is a vital function of complex network traffic analysis. It involves using machine learning and statistical
techniques to forecast the future behavior of network traffic. This function can provide valuable insights and help manage the
network efficiently. Firstly, traffic prediction helps in resource allocation. By analyzing the historical data and predicting future
traffic patterns, network administrators can allocate resources such as bandwidth, servers, and routers accordingly. It ensures
the network can handle the expected traffic without disruptions or delays. It also helps avoid underutilization of resources,
leading to unnecessary expenses. Secondly, it aids in network optimization. By accurately predicting future traffic, network
administrators can identify potential network congestion points and take proactive measures to alleviate them. It can include
adding extra bandwidth, rerouting traffic, or implementing QoS policies.

These actions can improve network performance, reduce latency, and ensure a seamless user experience. Thirdly, traffic
prediction can play a crucial role in network security. Analyzing traffic patterns and predicting anomalies can help in the early
detection and prevention of malicious activities such as DDoS attacks, data breaches, and unauthorized access. This proactive
approach can save valuable time and resources in handling potential security threats. Traffic prediction is vital for capacity
planning. By forecasting future traffic, network administrators can plan for potential growth and plan for scaling up the network
infrastructure accordingly. It ensures that the network can accommodate increasing traffic demands without any downtime.
Traffic prediction is crucial for decision-making. Network administrators can make informed decisions about network
upgrades, expansions, and investments by understanding past and current traffic patterns. It also helps identify areas for
improvement and optimize network performance.

IV. RESULTS AND DISCUSSION

Traffic prediction is a crucial function of complex network traffic analysis. It helps in resource allocation, network optimization,
security, capacity planning, and decision-making. By accurately predicting future traffic, it enables efficient management of
the network and ensures a seamless user experience. The proposed model has compared with the existing Deep learning model
under complex network (DLMCN), complex network analysis for traffic prediction (CNATP), complex network approach
(CNA) and Chaotic characteristic analysis (CCA). The network traffic dataset [21] has been used for simulation purposes.
Here, 80% data is used for training purpose and 20% data used for the testing purpose. The network simulation (NS-3) has
been used for the simulation tool. Table 1 shows the simulation parameters.

Table 1. Simulation Parameters

Parameters Values
No. of Traffic Source 20
No. of resource blocks 12
Transmission data rate 120Mbps
Link capacity 12 Mbps
Link delay 25 ms
Transmission Protocol TCP
Simulation Duration 100 s

Computation of Accuracy
Complex network traffic prediction is forecasting traffic trends and patterns in a network using machine learning algorithms
and statistical analysis. The accuracy of such predictions is essential in ensuring efficient network management and resource
allocation, which in turn can improve user experience and reduce network downtime. Fig 3 shows the comparison of accuracy.
The computation of accuracy for complex network traffic prediction involves comparing the forecasted values with the
actual values of network traffic. The most used metric for accuracy is the Mean Absolute Percentage Error. This metric
measures the percentage difference between the predicted and actual values, making it a reliable measure of how well the
predictions match the observed data. To calculate the MAPE for complex network traffic prediction, the forecasted values for
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a specific period are subtracted from the actual values, and the resulting absolute differences are divided by the actual values.
This value is then multiplied by 100 to get a percentage. The MAPE is calculated for each data point in the prediction set and
then averaged to get an overall accuracy score.

@ DLMCN CNATP BCNA B CCA B Proposed

Accuracy (in%)
3

20

10

100 150 200 250 300 350 400 450 500 550 &00 650 700

No. of Inputs

Fig 3. Comparison of Accuracy
Computation of Precision
Precision is a metric used to evaluate the accuracy of predictions in complex network traffic. It measures the proportion of
correctly predicted traffic out of all predicted traffic for a specific class or category. To compute precision, we first need to
divide the predicted traffic into different classes or categories based on specific characteristics such as source or destination,
type of traffic, or time of occurrence. Then, for each class, we count the number of correctly predicted traffic instances and
divide it by the total number of predicted instances. Fig 4 shows the comparison of precision.

B DLMCN CNATP BCNA B CCA B Proposed

Precision (in %)
3

100 150 200 250 300 350 400 450 500 550 600 650 700
No. of Inputs

Fig 4. Comparison of Precision

It gives us the precision value for that specific class. The overall precision for the network traffic prediction is then calculated
by averaging the precision values for all classes. A higher precision value indicates a more accurate prediction, while a lower
value implies more incorrect predictions. This metric is essential in evaluating the performance and effectiveness of prediction
models in handling complex network traffic. It can better predict and manage network traffic by improving precision, leading
to more efficient and reliable network operations.

Computation of Recall

Recall is a metric used to evaluate the performance of a prediction model, specifically in the context of binary classification.
In the case of Complex Network Traffic prediction, this metric measures the ability of the model to correctly identify all the
relevant network traffic events. To compute recall, we need to understand the concept of true positives (TP), which refers to

the cases where the model predicted a positive outcome, and the actual outcome was also positive. Fig 5 shows the comparison
of recall.
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EDLMCN BCNATP BCNA BCCA B Proposed
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Fig 5. Comparison of Recall

In the context of Complex Network Traffic, this would mean predicting the occurrence of a relevant network event and that
the event did indeed occur. On the other hand, false negatives (FN) refer to cases where the model predicted a negative outcome,

but the actual outcome was positive. In the case of Complex Network Traffic, this would mean the model failed to predict a
relevant event that occurred.

Computation of Traffic Discovery Rate

The traffic discovery rate measures how effectively a complex network traffic prediction model can identify and predict traffic
patterns in a network. It is a crucial metric for evaluating the performance of a traffic prediction model, as it indicates the
model's ability to identify and forecast network traffic accurately. The computation of the traffic discovery rate involves several
steps. First, the model must be trained on historical network traffic data, which includes information on past network usage
patterns, such as the volume and type of traffic at different times of the day. This data is used to train the model and build a
predictive model that will be able to identify patterns and trends in the network traffic. Once the model is trained, it is tested
on a separate dataset to evaluate its performance. Fig 6 shows the comparison of traffic discovery rate

BDLMCN BCNATP BCNA BCCA B Proposed
100

Traffic discovery rate (in %)

100 150 200 250 300 350 400 450 500 550 600 650 700

No. of Inputs

Fig 6. Comparison of Traffic Discovery Rate

This dataset contains network traffic data the model has not seen before, allowing for an unbiased assessment of its predictive
capabilities. During the testing phase, the model will predict future network traffic based on the patterns and trends identified
in the training data. The network traffic data is then compared to the model's predictions to determine its accuracy. The traffic
discovery rate is calculated by dividing the number of correct predictions the model makes by the total number of predictions.
It gives a percentage representing the model's accuracy in identifying and predicting network traffic patterns. A higher traffic

discovery rate indicates a more accurate model, while a lower rate suggests that the model may need further refinement to
improve its performance.
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Computation of Congestion Discovery Rate

Congestion discovery rate (CDR) is a metric used to evaluate the effectiveness of predicting congestion in complex network
traffic. It measures the proportion of observed congested periods correctly predicted by the congestion prediction model. The
computation of CDR involves comparing the predicted congestion periods from the model with the actual congested periods
observed in the network. The predicted and observed periods can be represented as binary vectors, where 1 indicates a congested
period, and 0 indicates a non-congested period. Fig 7 shows the comparison of congestion discovery rate.

BDLMCN CNATP BCNA B CCA B Proposed

Congestion discovery rate (in %)
3

100 150 200 250 300 350 400 450 500 550 600 650 7Joo

No. of Inputs

Fig 7. Congestion Discovery Rate

The first step in computing CDR is to determine the true positive (TP), false positive (FP), true negative (TN), and false
negative (FN) values. TP represents the correct predictions of congested periods, while FP represents the number of non-
congested periods incorrectly predicted as congested. TN represents the correct predictions of non-congested periods, and FN
represents the congested periods not predicted as congested. A high CDR indicates that the prediction model effectively
identifies congested periods in the network. At the same time, a low CDR suggests room for improvement in predicting
congestion. CDR can be used to compare the performance of different prediction models and identify the most accurate one
for complex network traffic prediction.

V. CONCLUSION
Accurately predicting complex network traffic is challenging due to the dynamic and unpredictable nature of network traffic.
However, advanced analytical tools such as deep learning and machine learning algorithms have shown promising results in
forecasting network traffic patterns. These techniques can handle large and varied datasets and identify complex patterns and
relationships in network traffic data. Moreover, the incorporation of real-time data and the continuous training of these models
can improve the accuracy of predictions and adapt to changes in network traffic. Despite the potential benefits of these
techniques, accurately predicting complex network traffic remains a challenging task that requires continuous research and
development to keep up with the ever-evolving nature of networks. Furthermore, integrating these predictions into network
management systems can significantly improve network performance and user experience. Therefore, it is crucial for network

administrators to constantly explore and implement innovative techniques to predict and manage complex network traffic
effectively.
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