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Abstract – A botnet is a malware application controlled from a distance by a programmer with the assistance of a botmaster. 

Botnets can launch enormous cyber-attacks like Denial-of-Service (DOS), phishing, spam, data stealing, and identity theft. 

The botnet can also affect the security and privacy of the systems. The conventional approach to detecting botnets is made 

by signature-based analysis, which cannot discover botnets that are not visible. The behavior-based analysis appears to be 

an appropriate solution to the current botnet characteristics that are constantly developing. This paper aims to develop an 

efficient botnet detection algorithm using machine learning with traffic reduction to increase accuracy. Based on 

behavioural analysis, a traffic reduction strategy is applied to reduce network traffic to improve overall system performance. 

Several network devices are typically used to retrieve network traffic information. With a detection accuracy of 98.4%, the 

known and unknown botnet activities are measured using the supplied datasets. The machine learning-based traffic 

reduction system has achieved a high rate of traffic reduction, about 82%, and false-positive rates range between 0% to 

2%. Both findings demonstrate that the suggested technique is efficient and accurate. 

 

Keywords – Network Security; Botnet Attacks; Denial Of Service; Traffic Reduction; Machine Learning. 

 

I. INTRODUCTION 

In recent days, Botnets have recently emerged as a severe danger to secure communication. A botnet network is a pretended 

system that a Botmaster governs. A botnet is a network of bots and is a significant hazard to network-related operations 

and applications. When personal computers (PCs) get infected while browsing the Internet or downloading software with 

malicious code, the system becomes a bot and executes commands directed by the botmaster. These commands are used to 

steal the secret information of the users. The conventional methods of infecting a computer using a bot are Drive-by 

Download, Email, and Pirated software. For example, while downloading a software application, the malicious code 

developed by malware developers may be installed when the executable file is opened. Support vector machine and Grey 
Wolf Optimization algorithms were used to identify the bot's existence [1].  

     A botnet's life span is divided into four phases: creation, command and control (C&C), attack, and post-attack. The 

creation phase occurs when some attacker activities a known susceptibility in a target to infect the target machine, then 

uses newly attained access to run different programs that obtain a malicious binary from a recognized location. After the 

malware is mounted, the victim's PC accomplishes the malicious code and transforms it into a bot. Now, the bot will 

connect to the C&C server using various methods, and once this link is formed, it will formally join the botnet [2]. Botnet 

traffic is quite unusual from the other malware traffic since it possesses C&C communication channels. When the botmaster 
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acquires these channels, it sends commands to the botnet's members to carry out suspicious actions. Furthermore, the 

botmaster obtains the necessary information for attacks through these routes. C&C communication channel traffic happens 

before the execution of attack actions and can be considered intelligence communication among the botnet participants. 

Botnet execution is grouped into two phases such as the infection phase and the attack phase. During the infection phase, 

a botmaster increases the bot group to increase the number of infected computers. The botmaster attacks the identified 
group of bots during the attack phase. An infected machine sends essential information to the botmaster, considering the 

infected system's IP address, login name, and operating system [3]. The organization of the C&C phase and Attack phase 

is shown in Fig 1. 

 

 
 

Fig 1. Organization of Command & Control (C&C) phase and Attack phase 

 

This research paper presents a hybrid machine-learning algorithm for botnet detection with a reduced traffic rate. Literature 

related to botnet attacks and detection is discussed in section 2. Machine learning and traffic reduction-based botnet 

detection are discussed in section 3. Section 4 discusses the proposed hybrid machine-learning algorithm for active and 

inactive botnet detection. Section 5 covers the simulation outcomes and discussion. Finally, section 6 delivers the 

conclusion of the proposed methodology. 
II. RELATED WORKS 

Complex Event Processing (CEP) is another popular methodology similar to the correlation technique. It compares to 

correlate the measures in real-time to identify a complex targeted event. The target event may consist of many simple 

events or complex events. CEP mechanism is applied in information security and network security. The two essential 

categories of correlation-based detection are vertical and horizontal correlation. Horizontal correlation techniques help 

observe similarities and differences in host behavior and communication in a network [4].  

      Botnet detection is accomplished via a Peer to Peer (P2P) method that interprets botnet transmission as stream data. 

Because history data has an infinite period and drift, a novel multi-chunk ensemble classification technique is proposed, in 

which trained classifiers are stored instead of old data. When evaluated with botnet traffic data, the proposed approach 

beats traditional classification techniques for detection accuracy. Building and managing botnets have two significant 

motivations: money gained from botnets for hire and political benefits from cyber terrorism or nation-states. Botnets offer 
extensive services, from crypto-mining to information collection to anonymous large-scale cyber-attacks [5]. 

     The bot catcher approach concentrates on malicious activity patterns and their communication in the network. Based on 

the obtained information, it performs a cross-cluster correlation that can be used to record the bots in the monitored network 

[6]. Bot Sniffer is another similar approach based on the bot families to detect bots. This approach utilizes spatial and 

temporal characteristics to identify the similarities among bot families. Bot families and their details are not mandatory in 

botnet detection. Users and network administrators may not concern about bot family details. The main duty is to protect 

networks from malicious activities without concern about bot families. 

     Conversely, security researchers pay more attention to bot family detection. The vulnerability of the host machine or 

network to botnet infection can be identified based on bot family detection. Remedial strategies can be initiated once the 

bot family and bot details are identified. These strategies aim to recover the bots from infection and protect bots from 

malicious activities and infection in the future [7, 8]. An investigation is necessary to evaluate the hidden bot, payload data, 

and deep packet inspection, which cannot be adequately performed. The behavior-based analysis looks to be a viable option 
for distinguishing malware's present trends because it just needs the packet header. Using behavior-based analysis, 

connection, the pattern, and action derived from the message between the botmaster and the bots are monitored. Despite 

the benefits of malware activity-based analysis over signature-based analysis, most behavior detection methods are 

restricted to specific rules and botnet arrangements [9-10]. 
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     The authors proposed a deep learning-based approach for detecting botnets using DNS traffic analysis. A convolutional 

neural network (CNN) extracts features from DNS queries and classifies them as a botnet or non-botnet traffic. Domain 

Name System-based Blackhole List (DNSBL) is a technique used to block spam and other malicious traffic by maintaining 

a database of IP addresses or domain names associated with spam, malware, or botnets. The proposed method is evaluated 

using a large-scale dataset and achieves high accuracy in detecting botnets [11]. Botnet discovery has increased attention 
in present years due to the growing impact of botnets in spreading malware activities. Several research issues have been 

identified from the review in botnet detection. Signature-based detection methods are usually precise, but it requires a large 

amount of signature database in 5G networks [12]. The existing training techniques are not efficient, so there is a 

requirement for intelligent training algorithms and techniques. Artificial intelligent techniques enrich the detection quality 

and minimize the false-positive rate, but they are inefficient due to the training time and the number of nodes. So, traffic 

reduction algorithms must be incorporated to increase efficiency [13, 14].  

    In a zombie-infested network, detecting bots is a complicated process. Botnet identification is a significant worry, even 

if only one bot is identified in the same network, and the complexity of botnet detection increases when bots measure IoT 

devices. Botnet detection methods based on a supervised approach (classification) and an unsupervised approach 

(clustering) are essential in detecting this botnet. Data is frequently learned by machine learning algorithms, which then 

deliver a data-based prediction. The appropriate feature selection and machine learning algorithm method are the two most 

essential elements in any machine learning assignment [15-17]. Malware converts compromised computer systems into 
robots (bots) remotely controlled by the botmaster without the end-user's awareness. It isn't easy to manage the routing 

protocols [18]. 

The significant contributions of this paper include,  

 A hybrid machine learning approach is used to provide better accuracy compared to conventional techniques. 

 The botnet detection scheme focuses on detecting active botnet attacks to provide more network security and 

privacy. 

 

III. MACHINE LEARNING AND TRAFFIC REDUCTION BASED BOTNET DETECTION 

Due to the bot's ability to hide, deep packet inspection (DPI) and P2P necessitate an investigation, which can't be done 

quickly. Because it only needs the packet header, the behaviour-based analysis appears to be a potential approach for 

detecting malware's current tendencies. Machine learning (ML) in malware detection is necessitated by complicated 
processes involving time-consuming human monitoring techniques [19, 20]. Machine learning can learn the model data 

pattern and recognize a similar configuration despite its complexity. Classification is a supervised process that involves 

training an algorithm and predicting a class using labelled data. Clustering is an unsupervised approach that plots a similar 

pattern into clusters using unlabelled data and an algorithm. 

     Traffic behaviour analysis can be utilized to reduce the amount of traffic and be applied in encrypted network 

communication protocols. Network traffic information is typically retrieved with the help of numerous network devices. 

The block diagram of the traffic reduction-based botnet detection system is given in Fig 2. Botmaster communicates with 

the infected host through the C&C server. Hence the bot commands and reports could be received through this server. 

Before executing commands for botnet detection, a traffic reduction algorithm is used for efficient detection performance.  

 

 
Fig 2. Traffic Reduction-Based Botnet Detection System 

 
This botnet detection system (BDS) looks at the spatial-temporal correlation of botnet command and control activities. A 

traffic reduction algorithm has been incorporated to decrease network traffic volume so that the proposed system's bot 

detection performance can be further improved. This approach is based on the perception that the bots of the same botnet 

typically respond to the botmaster's commands to conduct fraudulent activities [21]. 

 

IV. PROPOSED BOTNET DETECTION SYSTEM (BDS) ALGORITHM 

The bot detection algorithm steps in a botnet detection environment can be summarized as follows. 
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Step 1: The user's PCs are infected by propagating malware through the C&C server. First, the botnet operators 

create or obtain malware they want to spread. The bots then propagate the malware to other computers by various 

means, such as email spam, social engineering, or exploiting vulnerabilities in software. 

Step 2: C&C server is controlled by the botmaster for propagation. The botnet operator uses the C&C server to 

distribute the malware to the bots.  
Step 3: Initial commands and reports are obtained to identify the bot. When a bot is infected with malware and 

joins a botnet, it is typically controlled by the botnet operators through a C&C server. The botnet operators issue 

commands to the bot and receives reports from it to monitor its activities. 

Step 4: Apply a traffic reduction algorithm to decrease the bot traffic and generates commands. Botnets can 

generate significant traffic volumes as bots communicate with the C&C server and propagate malware to other 

computers. This results in network congestion, reduced performance, and increased cyber-attack risk. 

Step 5: Get the commands and apply the machine learning for botnet detection. 

 

    Using this approach, the botnet activity is monitored on the complete traffic flow behavior of the system. The 

classification is done based on the time intervals as follows: 

 Traffic reduction: Analyzing the botnet activity with traffic reduction is necessary to save time. A botnet detection 

system can detect bots more efficiently with the help of an efficient traffic reduction algorithm. 

 Attribute extraction: Botnet behavior is different from regular computers. The specific features of the bot have to 

be extracted in the bot detection methodology. An ideal set of features can be applied to bots. 

 Pattern recognition: Pattern recognition is another essential criterion similar to feature extraction. The specific 

botnet features need to be understood clearly to classify input traffic. It should consume less time for recognition. 

A good recognition technique produces high detection rates and low false-positive rates. 

 

Network Scenario 

For a given network topology, the following assumptions are made regarding nodes. N is the nodes count in the chosen 

network and 𝑁𝑖 are the neighbors count at a node 𝑥𝑖 at a particular instant of time. The average number of neighbor nodes 

�̅�  in that time instant is given by Equation (1). 

𝑛 =
∑ 𝑁𝑖

𝑁
𝑖=1

𝑁
 (1) 

Now the average number of neighbors can be used to determine the maximum number of neighbors 𝑛𝑚𝑎𝑥 and minimum 

number of neighbors, 𝑛𝑚𝑖𝑛 . Let 𝑁1, 𝑁2, … . , 𝑁𝑘 be the number of neighbors at nodes 𝑥1, 𝑥2, … . , 𝑥𝑘 respectively, then the 

expectation for a maximum number of neighbors is given by Equation (2). 
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Also, if 𝑁1, 𝑁2, … . , 𝑁𝑟 are the number of neighbors at nodes 𝑦1, 𝑦2, … . , 𝑦𝑘 respectively, such that 𝑁𝑖 < r, then the 
expectation for a minimum number of neighbours is given by Equation (3). 
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Therefore, the expectation for minimum and maximum neighbours and the average number of neighbours are related by 

𝑛𝑚𝑖𝑛̅̅ ̅̅ ̅̅ < 𝑛 < 𝑛𝑚𝑎𝑥̅̅ ̅̅ ̅̅ ̅. In computer networks, efficiency is decided based on reaching the correct destination. When a path has 

a failure node, the following arrival packets of that path are refused. If any of the paths are short and efficient, then it gives 

the first preference to that path. When the packets are received from that path, it chooses the shortest efficient path. This 

process is repeated until the entire transmission is completed. Finally, the entire network throughput is increased. 

 

Execution of Bot 

Fig 3 depicts the process of identifying the active and inactive bots by executing the bots. The bot is inactive if the DNS 

server does not detect the domain name and cannot be resolved or if it is impossible to reach the resolved IP addresses. A 

bot is active if one of the determined IP addresses is valid and can connect to a DNS server for further network connections. 

Each host has a host analyzer consisting of an in-host monitor and a suspicion-level generator. Two independent datasets 

are employed containing malicious activity from the honeynet project, including the Storm and Waledac botnets. These 

datasets can be accessed using the following link: https://onlineacademiccommunity.uvic.ca/isot/2022/11/27/botnet-

and-ransomware-detection-datasets/. 

     The in-host monitor monitors system-wide performance in the registry and on a host network in real time. The suspicious 

level generator uses a machine-learning algorithm to construct a suspicious level based on the performance recorded at 

each time window. Using an average moving technique, it calculates the overall suspicious level. The host analyser may 
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supply the network with the suspicious threshold level and rare network feature data to the correspondence machine. The 

infected machine is identified through IP address mapping, as depicted in Fig 3. 

 

M4

M1

M2

M3

Infected Machine

Firewall

IP address 

mapping

Traffic trace file
 

Fig 3. Dataset Merging Process 

 

     The clustering module comprises the network analyser, and the flow analyser gathers data after a router and looks for 
botnet-like trigger-action flow patterns across multiple hosts. The feature vectors are created by converting properties from 

the linked flows. The clustering module uses these vectors to group hosts that behave similarly and claim they're all part 

of the same botnet. The host analysers must report the mistrust level and network data to the correspondence machine if 

the network analyser identifies a doubtful group of hosts. By comparing network data between the network and the host, 

the integrity of the host information is verified in the correlation engine. 

 

Dataflow Diagram 

The loop is programmed to apply a hybrid strategy of classification and clustering to the dividers that comprise the whole 

dataset until the if statement is true. An evaluation of accuracies for classification, clustering, and hybrid techniques is 

shown at the end.  

 
Botnet Detection Algorithm 

Begin  

     The dataset must be identified. 

        The data is pre-processed for feature selection. 

        Run a clustering algorithm on the dataset and save the results in R11. 

        Sort the data into categories and save the results in R22. 

Change n to 30 and n to 1. 

Repeat steps 1–7 if ‘i’ is greater than 70 and less than 30, V1 = I and V2 = 100 – i 

R11= clustering of V1, and the result is stored in R11. 

R22 = classification of V2, and the results are stored in R22.  

mean of [n] = Percentage of improper occurrences.  

i = i+10, n++;  
         end the loop  

      Relate the mean of [n], R11, and R22 for further analysis  

Stop 

 

The rationale behind designing and operating a hybrid machine learning technique to detect active botnet attacks is to 

improve the accuracy and effectiveness of botnet detection while minimizing false positives. Botnets are networks of 

infected computers that are controlled by a C&C server. They are used for DDoS attacks, spamming, phishing, and malware 
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distribution. Botnets are challenging to detect and mitigate because they often use sophisticated techniques to avoid 

detection, such as changing their IP addresses, using encryption, and mimicking legitimate traffic. 

     The hybrid machine learning technique is used to analyse network traffic and identify patterns that indicate botnet 

activity. This technique involves selecting and extracting relevant features from the network traffic data and packet size. 

The hybrid technique also includes a feedback loop, where the results of the proposed algorithm is used to improve the 
accuracy of future detections. For example, if the algorithm detects a false positive, the feedback loop can retrain the 

algorithm and improve its accuracy. 

     The following stages outline the botnet detection algorithm utilizing the suggested hybrid technique. The data flow chart 

for the suggested model is illustrated in Fig 4.  

 
Fig 4. Flowchart of the Proposed Hybrid Approach 

 

V. SIMULATION RESULTS AND PERFORMANCE ANALYSIS 
The proposed method is simulated in different configurations to assess the performance. The robustness of this method is 

tested in typical network traffic situations and abnormal scenarios, such as the presence of uncooperative routers and the 

network with configuration errors. The Windows operating system uses the honey trap to generate real botnet traces. Even 

though obtaining real router traces is possible in most environments, obtaining detailed topology is tricky for various 

reasons, such as security, privacy, and legal reasons. Hence a simulation-based method has been broadly used to analyse 

the performance of the proposed system.  

     A variety of topologies with varying numbers of rings have been investigated. The fan-out effect has been measured 

with the number of IPs between rings. It also establishes good routers to draw attention to the collaboration. The results 

remain unaffected by the number of routers used, with a slight delay in the time taken to identify an attack due to a more 

significant number of collaborating routers. Table 1 shows various simulation parameters used for the simulation.  

    The NS-2 simulator is used for simulation with a transmission range of 200 meters. The size of the network comprises 

50 host machines.  
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The True Positive Rate (TPR) identifies the number of attacks correctly, and the number of False Positives (FPs) refers to 

the amount of harmless traffic wrongly classified as harmful. By measuring actual packet speeds, horizontal communication 

is employed to discard them. However, keeping the number of rules as small as possible is vital. Only a few rules are 

marked as false positives. The TPR and the FPs work on a per-rule and per-time-window basis, and an alert will be 

generated for true or false-positive conditions. 
 

Table 1. Network Parameters used in NS-2 to Detect Botnets. 

Simulation Parameters Parameter Value 

Botnet size 50 hosts 

Transmission range 200 meters 

Bot Name Virut 

Packet size 1024 bytes 

Packet rate 12 packets/sec 

Topology size 600 × 600 m2 

Traffic type Constant Bit Rate (CBR) 

Bandwidth 2 Mbps 

Number of nodes 20, 30, 40 and 50 

Number of trials 40 

Simulation time 1200 ms 

Maximum speed 25 m/s 

Maximum storage locations 5 

 

The threshold value of each point determines the true positive rate. Each point is chosen using an average of the 30 

simulation runs. When this number rises, a high-risk attack is suspected. The number of false positives and the true positive 

rates are reduced when the threshold value is reduced. When the value is 0.75 in a five-ring topology, the TPR is close to 

100%. Different threshold settings are used to test the proposed bot detection system. Fig 5 shows malicious IP addresses' 

false-negative rate (FNR) using various threshold levels based on time intervals. The number of time intervals affects the 

FNR. The value of FNR is computed using Equation (4). 

 

𝐹𝑁𝑅 =  
𝐹𝑁

𝐹𝑁+𝑇𝑃
      (4) 

 

     The false-negative rate rises when the threshold and time interval is increased. Some packets and malicious IP addresses 

may go undetected if the threshold value is too high. Botnet constraints and equivalent detection rates are shown in                 

Table 2. From the table, it is detected that the number of malicious addresses detected is 85, and the detection rate of 
malicious IP addresses is 98.21%. In this scenario, the total DNS and TCP packets used are 312, 516, and 697, 362, 

respectively. 

Table 2. Botnet Parameters and Corresponding Detection Rates 

Botnet Parameters Values 

Number of Bots 50 

Malicious IP addresses 85 

DNS packets 312, 516 

TCP packets 697,362 

Malicious IP addresses detection rate 98.4% 

     The application of traces, including Internet relay chat (IRC), P2P traffic, and Hypertext Transfer Protocol (HTTP) 
generated by different users, have been used to evaluate traffic reduction rate and FPR. Table 3 lists the total number of 

active and inactive attributes detected by malevolent IP addresses. The number of malicious IP addresses identified is 85. 

Out of the identified malicious IP addresses, the active and inactive malicious IP addresses are 45 and 40, respectively.  
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Fig 5. False-Negative rate for Malicious IP Addresses 

Table 3. Active and Inactive Malicious IP Addresses 

Attributes Number of IP addresses 

Active 45 

Inactive 40 

Total 85 

     In Fig 6, False Positive Rate (FPR) values are plotted based on the number of TCP connection requests for different 

botnet traces T1, T2, and T3. The FPR value decreases for all the traces while the number of TCP connection requests 

increases. The reason behind the decrease is the increase in the number of packets examined. The equivalent IP addresses 

can be identified as malevolent or not. 

 
Fig 6. The False Positive Rate for TCP Requests 

 

     In Table 4, the proposed BDS algorithm attains high reduction rates and low FPR of malicious IP addresses. The number 

of DNS packets for the T1, T2, and T3 traces is 1232, 456, and 574, respectively. The TCP packets for the T1, T2, and T3 

traces are 54367, 45632, and 44657, respectively. The trace T3 using the proposed BDS achieves a low FPR of 1.97 and 

has a high detection rate of 97.85% for malicious IP addresses. Note that the false-positive rates range from 1.97% to 2.14% 

for IP addresses, and the detection rate ranges from 96.15% to 97.85%. The threshold value is finalized based on the 

observation captured over malicious and regular traces. If the quantity of experimental data is adequate, the preferred rate 

can be extensively realistic, unlike networks. 

Table 4. Statistics of Typical and Malicious Traces 

Main features Trace 1  Trace 2  Trace 3 

DNS packets 1467 467 596 

TCP packets 56185 46851 45716 

False Positive Rate of malicious IP addresses 3.37% 2.16% 1.76% 

Malicious IP addresses detection rate 92.37% 94.57% 96.71% 

Reduction rate 75.6% 94.8% 96.2% 
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     Fig 7 and Fig 8 shows the simulation result evaluation of the proposed BDS algorithm's false-positive rate and detection 

rate with the machine learning technique (MLT) and Bot sniffer. The results show that the suggested algorithm has better 

false-positive and detection rates. 

 

Table 5. Evaluation Analysis of Botnet Detection System (BDS) 

Main features MLT [16] Botsniffer [5] Proposed BDS 

Adopted technique Machine learning Statistics based 
Machine learning with traffic 

reduction 

Traffic reduction Not applicable Not applicable More than 82% 

Detection of Inactive Bots No No Yes 

TPR 90.48% 86.81% 94.62% 

FPR 0-13% 0- 5% 0-2% 

 

Table 6. Comparison Table of the Proposed Hybrid Approach 

Number of instances 
% of accuracy 

K-means Cluster J48 Tree Classifier Hybrid Approach 

34223 49.58 52.54 61.74 

45630 54.27 58.34 70.67 

57038 61.49 67.84 78.45 

68447 74.55 79.26 84.59 

79854 84.20 88.24 92.14 

 
Fig 7. Comparative Analysis of Detection Rate (%) 

 
Fig 8. Comparative Analysis of False Positive Rate (%) 
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      Fig 9 shows the percentage of loss for 1000 iterations. By comparing the three lines, it is observed that each technique 

performs over multiple iterations. The proposed botnet detection scheme appears to have the lowest loss percentage, while 

the machine learning technique has a higher loss percentage. The bot-sniffer technique has a higher loss percentage than 

the proposed botnet detection scheme but performs better than the machine-learning technique. 

 
Fig 9. Percentage of Loss for Different Iterations 

 
Fig 10. Comparison of the Proposed Hybrid Classifier for Different Instances 

 

From Fig 10, the accuracy of the hybrid classifier is higher than the K-means and J48 tree classifier for most instances. 

At the 79854th iteration, the proposed classifier provides an accuracy of 92.14%, whereas the K-means classifier and J48 

tree classifier deliver 84.2% and 88.24%, respectively.  

 

VI.  CONCLUSION 

A machine learning-based traffic reduction technique is proposed to reduce network traffic and improve overall system 

performance. Tables 5 and 6 compare the proposed BDS with existing approaches in various ways. When compared to bot 

sniffers and machine learning techniques, the TPR and FPR are determined to be better with the extra traffic reduction. The 
results indicate a significant traffic reduction rate of more than 82 per cent and low false-positive rates of 0 to 2% based on 

typical traces. Both results show that the suggested method is both practical and precise. The suggested algorithm may also 

be used to detect slothful botnets that can be used to find potentially susceptible hosts. According to experimental data, the 

proposed hybrid technique offers a high detection rate of 98.4 per cent for bogus IP addresses. Novel hybrid classifiers will 

be created to test and assess new botnets based on performance and time. The results are compared against various machine 

learning techniques and botnets, which are tested using a variety of benchmark botnet datasets. 
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